AhnL3ab

Z2a7

2023.09 Vol.130

CEREBRO-XTD Lt




AhnLabZ£BTJ20234098

“CEREBRO-XTD" L7k,
1558 5 OT IRRYAT R EFIRRNmREETD

AhnLabFINAONWORKSEXSHEH 7 OTREfRRFZE "CEREBRO-XTD” . CEREBRO-XTDEEMBHIOT
B MFIR N =S FRRIRT52 "CEREBRO-IDS" RUERL L, iFINFHERE ¥ SAhnLabZ 2R T75RT
ERESMINEERIRRS 2. BITIHRCEREBRO-XTDRY A, FitiGiH—B8 MR ATIEZA "6epkOT
TEMER" .

AT MMACEREBRO-XTDHY AR HEIAR E - EIIEE,

i}

W\

RN

!
i
:
i
I
I
1
i

7" Il

AhnlLab

Ahnlab



AhnLabZ£BT20235:098

AhnLabF1AhnLabfi0TLEF/ATINAONWORKSHEHEL T iH—E TR OTINE R R R MR SR
“ CEREBRO-XTD " ., CEREBRO-XTDE7EAhnLabfINAONWORKSZEFHEHAIOTH HEFIERD MIsF =5
"CEREBRO-IDS" g9EHMt F, &8 Y FEINREEEFIEHARSE,

CEREBRO-XTDE5AhnLabMOTimmEZ e mEAYIER, RiftinmXIFaa W REERBRBINEEI8E.
AN, BIEISZAPNOTIMYASRESIEEME (Deep Packet Inspection) A, 1BE 7 SMZEIRBIFN
SEEHT NS SHEED., BEETFENE, DPIRE—MuLISHMBIEMEIER (packet) KIRESSHY
A,

NAONWORKSHEEHITEJungyeong, LeekR: “CEREBRO-XTDIHEMFAREHIOTRILRH ARG
WIhee, BERFIEOHRRHSELEEHNERHFHEENEHhEERAS,

AhnLabF=@fRS DU Changhee, KimZe: “FEOTIMES, 'IGHE AGCEMREEIH AR
. Wi, 'CEREBRO-XTD' &EFH AOTHEPNSHAFFIGSNAMISEE, FHREAF SR
7. "

HEES PR OT 2%

TSk, Y TIRIEIHSEMRENT SR HEES, ERRSRRINTE. 532, BEERITHMO
THSMEREMRRYIEIN, B2ZERERMAIIOTRFIEERAZHMNERERIBER. AT BBASEESOTRH
BRAEANTRAZAEENTEEE, TENEE Y OTRRENR MRS EZMEEIT-OTRENEN TS

sditt, AhnLabFINAONWORKSII T S22 B MRS SOTHRAL "EROTRSER" | 7
OTRAEEISRFTENERTI AT UM, ARBGN. ANR, ATHEMSERS, MRATMESTRM
SHRATRUBEEPER, HBI SR LA FASIE L.,

AhnlLab 3



AhnLabZ£BT20235:098

Level 4/5 [ TiPortal J SEM Multiple Site
Tk IT/Enterprise e £ . » R A ) I/\/ E%% 5
&~ Network ‘”:" %m
'l Level 3.5 Server ") CEREBRO-XTDIRSSE:
Industrial DMZ q n, E#
o1}
OTW [ TrusGuard ] 0 ’ _
Level 3 MES s PE'E“”PC q ceremoxmoisr @R
Site Manufacturing (Bl
Network El; Ee == g TrafficMirror
TrusGi TrusGuard
ok
=4 L) Level 2 ") CEREBRO-XTD{5EEE

Supervisory
Control Network

1 Mirror

. HMI/SCADA

") CEREBRO-XTD f&/s

: Mirror

Level 1
Control Network

E=: o

E=: [

Level 0

Process Network

o

Vahe

Pump Fan

Robot ’

Conveyor

o

Valve

Pump

Fan

CEREBRO-XTDRE "&EMOTHEMER" NEEMRITE, AIRHEMROTMEA I
BiTH. BREIOTASENZAMIER, B2

>

[E1] AhnLab-NAONWORKS "£RmOTZ£iEER

=oAL

SRR

R AT LA SR SRR RN R EC B B MAARIE R

CEREBRO-XTD

@ Dsstioare

Z1THY "hiais" HIET,

BEIEREMERT I EEMEIMENER, ERAFPEEIRNEERRR. i, BIRPERIRE, &

M, FERMENZ RS

MBI T = T

Asset Regisration Criteria ~ Detection Status
484 2 741 0
Al Assets Registered Assets Unregistered Assets Mahware Detection Netwiork Vulnerabilty
Asset Type Percentage > Detection Details ecent >
« Unclassified
Event Detail Sevedty  Detected Date
« Client
PUslert eHgh  20230805102520
© Controler Malware detected Malware detected. (Diagn-~ @ High 20230505 102327
Devic Malware detected. Malware detected. (Diagn Medum 20230905 102320
P NITIS Detected anabnomal ses— @ Low 20230905 10:2320
Detected anabnommalses-~ @ Low  202309.05102320
Manager
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CEREBRO-XTD @ view

Al Assets Registered Assets Unregistered Assets Non-managed Assets @ ool 479 o 107 4
487 464 23 0 =l 2 @ Unclassified 2

Group v~ Sensor v AssetlD v  AssetName v  Registration Status v AssetClassification v AssetType v IP Address v  Protocol + Add Search Condition ~ E Lo}
fol " =
Asset ID Asset Name IP Address Asset Classification Asset Type Connection Status Severity Registration Status Protocol EPS Integration Service Session Map Tag Last Received Date

Z W 02ff0deb6e 101025100 101025100 [TOT PLC v @ Connected ® High Not Registered ModbusTCP| EPS Integration 2 2 12 0 2023-09-05 20:32:50

Asset Information

Drill Down
EPS Integration

Agent ID beda.adc2.c32d-w21h2 v

Agent MAC Address 02:FF:0D:EB:6A:E6 Group Root Group/10.128.98.0 0S Version 28 window

Agent Type eps agent Version 2.8.0.5(Build 2453) CPU Intel(R) Xeon(R) Platinu..
Agent IP Address 10.128.98.7 Installation Status installed Memory 4036

Host Name 10.128.98.7 EPS Server IP Address 15.164.44.172 Disk 3772
Detected Date - Event Type Detection Details Severity Asset ID Source Address Destination Address Protocol Action Status
2023-09-0520:42:22  Malware Malware detected. (Diagnosis=Trojan/Win32.Gen) Medium  02:f:0deb:6aie6  10.10.100.1 10.10.25.100 SMB Xcanner Scan

2023-09-0520:41:53  Malware Malware detected. (Diagnosis=Trojan/Win32.Gen) Remote Scan f(JI' Malware W|th Xcanner

2023.090520:4122  Malware Malware detected. (Diagnosis=Trojan/Win32. XwDoor) ® Hig

2023-09-0520:40:58  Malware Malware detected. (Diagnosis=Trojan/Win32.Gen) Medium  02:ff:0d.eb:6a:e6 10.10.100.1 10.10.25.100 SMmB
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Status Detection Threat Tracking Traffic Process Tag Address Map

Movement Path > 192.168.220.100

192.168.105.200

192168220 10

192.168.220.100

192.168.105.100

Sep S

Sep 5

Sep 5
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Recent Events > 192.168.220.100

Session ended.
Source IP Address
192.168.220.100
Session ended.
Source IP Address
192.168.105.200

D Malware detected

o

(o]

Source IP Address
192.168.105.200
Normal Session
Source IP Address
192.168.220.100
Abnormal Session
Source IP Address
192.168.105.200
Session ended.

Cruenn 1D Addrane

Last 12 hours v

Event Type Vv

Destination IP Address

192.168.220.10

Destination IP Address
192.168.220.100

Destination IP Address
192.168.220.100

Destination IP Address
192.168.220.10

Destination IP Address
192.168.220.100
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