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MEREEEES

1. FhFREARRSR

B, FE#MERRERNIEEL "$ERGEIIRS (Ransomware-as-a-Service: RaaS) " B RizE, 7@
TBRESIEAIRR2:881:989ELFIS ECARE, XA EFEMHE I AIFES.

FERARARISEURPENGOEE T, BRHASANES RRNEIERE, EISBTASRRERN
HESRER T MR SRR B3, I, 1E20214F5 BRI Colonial Pipeline#hZRiR{AINE 3 I
HRKIESS, Darkside)ZIRHBREXRA THRFHIT T mhEEE, BE&HBlack Matter,

AR, WHETMEBIIAID ARISRARFEEEENAR, MMERREBROAEIROTFRARE
IRBWIER, b, WNRMERERNAALNER, BNARUATBESIMARMMEIZRIAAL,

BT MLIBSEALRSS, HENEZRERENRBRBEFRERNG. HENZEREE R Andariel BRE
ESERHTTHERERTE. EEBRERR, —  HBEERBNARFEEMavifZRE ST ETiRiE, 8
HE (Kaspersky) #¢87 Maui#hZR{45Andariel 42 [BAIHEX .

s, EE—EMRREBRRESEXiES. E8E, Gwisin, MagniberflMasscanFE#ZE4E55T

=

%o

—EREEEHTHRRNENENREN, T2EERRSEERMERInfoStealer, FRT RINEEIEMZRZIN,
it IE BTt ERRE IER AR AIRE RS WE.

2. IFERHELNLRE

BERRENKED AR A R, BT BEEHERECAMIINZEIR FEMEZ 5, @SR AR R
HExWebfRSesmiEFHTI5E. BAMBERMNSE (Supply Chain) HiTRESERIER, EBXHIEERS
i%. B EIRTMEEEBEBRIEEIIEEN.

FHXFE BRSO MRS —R N RFHAPT (Advanced Persistent Threat) INERU. BRANERE, &—
BEHASBRAHEERNBEENHEIERE—HFN, FRANERESEBESHRRG. Wi, BABEEFERS
e eFrRUARX#ZRRG, (EISBRINEAFEEART Bt TEE.

MERRHRARTBBENIEAR, EMHNT=ATES R,
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https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/
https://www.cisa.gov/uscert/ncas/alerts/aa22-187a
https://securelist.com/andariel-deploys-dtrack-and-maui-ransomware/107063/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-now-self-spreads-to-other-windows-lan-devices/
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B, BMERANRRT R, REEEEENARWAEME, B TWindows#1Z=E 4, TRES
RS TIMERILInUXEDZREN

DR, BEBRRENFZ A EIZNEZEHHEE TR ETHREIC. BR, SEMGwisin, Hive, Lockbit
SHRVHNFESHERET. WRTERNSHE, EFrazTEEDE. RESEETETTANRT S
AU, EEDITARBREREE R AR,

%

0

A

hu]

&E, XTFWindowsBiZRM, SERIEATRETFINMAINERIERRS , FEMvssadmin.exeF2FHlicES,
(Volume Shadow) EIASIRBIENES. FElt, BMERSHEERELIKES.

3. BFERHEEEWEEIRRES

I E—FRBDITREMAhnLabRIEERFHITICR, BEEH T 2021~ 2022 F IR IEZA,
BixES%E (& 11.

S]] Ex =ik AE
20216048 R $XE FESRIEMZE Merseyrail BERLockbit 8z 4
2021481 ESES S EEHEZ AN Memorial Health SystemBefHivehzuirit
2021488 Z=E fnz= ERERLockbit#h XM, SBTEFERERIMEE.
20214118 BHE BR RERHiveEhZAR1F
20224618 e ESED BERL ockbitdhZit
2022¢F1H - HhE FE AR AR R R Contig ARt
20228028 ] BT EERHiveRnRNt
202248 FHiE] Er BILinuxkRANIIGwisinSZiR e
2022451 HE Sid RERGwisinEhZiR4
20224E58 EFHMAZRIN BUF ERERConti#hZRIY, SFEMARIMNBITEMIANESINE,
20224E78 FHE IT REMasscanBhZikit
202278 5ES| BElR RMasscan#Ziist
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https://blogs.vmware.com/security/2022/09/threat-report-illuminating-volume-shadow-deletion.html
https://blogs.vmware.com/security/2022/09/threat-report-illuminating-volume-shadow-deletion.html
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2022478 HE] =g RERGwisinEhZER 4
20224E78 FHE IT ReLockbit 3.0

20225 7R FHE HlhiE ERBlueCrabBhzinist
2022478 FHE HRERE  fERBitlockerfISIAINE
2022478 FHE BT R HiveBIZIF
20224678 HHE &7 BEMasscanBl 2=t
2022488 HHE =12 {#ABitlockerfI3Z{H =R

(3R 1] 2021~ 2022 F FEMEIRMINEZH)

Hive, LockbitfiMagniber&E#ZEXFEFFEIEREIRER, MXTFGwisinFlMasscanZE Xt X IEERRRIEIZTRIR
RIS AR HIL.

4. EBiE (Attack Vectors)
RV BRAFERNEAREN A ZS—RGEEN A RHIEAKRXE,

DN AREEERAET N E B FHRE NSRBI R SR A,

FXIEWIERIZENEMNS . RIECLOPEIZEMHAIEERE I, WEERBREWAI7008RTARET—
HETENEREFEMY. Hp=Sf TR TEEMNE, FES 2/ MR ZREHERER T ERA.

Itesh, BRI B ERRIEIERE. BEFapMEFWeblRBSHFINIRENERE, EEETHHRESE, HFHBES
MHMEREINRE R B IR SR AR R

MNZEZRFIRE, REEWEEETENER (Active Directory: AD) , HFZZIMRIRFITHE 7 A EE
&R (Administrator) K, HEALUESTESEmEDY (Remote Desktop Protocol:RDP) ifja), fEADIRSS
SRVt HIER PRI T HRIE, BERRHMERR S SaidERE T E.

s, ATSEER, BRRESETHRSHERELRTIRSEEERERNER, BELRERFELESR
FHESZEANER.
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FEFNFERHFNBALRRYTEDD

(3R3] ER7T2022FEEHRWHBRRENER. FE K, KIHCHARREFRA6 M EIZRGBLIHITN A,

iz s RE o EhERY EIRTS %088
BlackCat(ALPHV) BlackCat = HENELRTES 79 DarkSide #1 BlackMatter
REVil BlueCrab(Sodinokibi) —fg Hgi8 9 GandCrab
Bluesky Bluesky —A% -
cLoP CLOP —® -
i R S R | ER AR
Wizard Spider Conti fREL AEME R ERELLENIVIRES
Globeimposter Globeimposter — )
Gwisi Gwisin —h% {NEEE AR
wisin
Hive Hive = )
Lockbit Lockbit = B
Magniber Magniber = (RS EENER
Masscan Masscan = {NTEFEERIESN
Yanluowang —i% -

Yanluowang

(% 2] EEBTRHBRENES

1. {#fBitLocken#{TINE

prTEERIE |, WEEBRSFERAWindowshaE SIBitLockeri# TG, BitLocker2WE T A Windows
Server 2008, AWindows 7. AVista 8. 8.1, 10, 119pYEEZINZEINRE., ©323FGUl ( Graphic User

Interface) #ICLI (Command-Line Interface) AT, FEATFCLIAR ST NZEMFEREAERIXE.

N T IEFEIE TBItLocker, XHRESK LAIBitLockerfRBEIMERVAZE "F&" (WindowsEVAIRE) . LEoh,
BERE "B RESESEREST, SHEHENARNEERNR, KATLUETT.
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{EF3BitLockenTiZNNENIR R AR AN=RAT, WiE e CHINR RS B MEN IR AN2RAIINZHEE O FHHTINE,
EU AT LURBIZIREEEFHITING, MEFER “-lock” SEUESTHRINEZRI, TIRELEGRIZEBREIEE.

NEBWHEHRE, 2022588 {FFFRP (Fast Reverse Proxy) IXHEFHELI20REWAIKREE —BLTEEK
RS, NIGEERGIRE, &%, BB 2XWENIRSESE, Bid%i3EWebShell, 1gEReverseShell
HHTRDPER:, B EEBitLocker LA NZ R CELIIMYRTEIRTNEE,

ETHE, LorenzZBZRIKMAHBLRLEAMIteliIMiVoice VolPigEmIE (CVE-2022-29499) #HITANRE, FH
Lorenz&hZ=Ex{4EF0BitLocke {714,

AT FIBhiEtEiE T BitLocker, FEAERBitLockerIhBERY, WRRILIRSZHIGIRS BaRBEIREN "HEA" .

2. BlackCat(ALPHV)

BlackCat#hZRExf4 , HB#ARIALPHV, Noverus® , RHERustESFAMAK. BEHE2021F128FHEM
(Dark Web) iizk R, (BLPREM2021F11BRMIHAEN T, ERREARTENERZEE, HRZ2
INEX, BRANIAIZRE,

BlackCat#1ZAR4H KA T RaaSAHWERIRIZE., BT, SFESEAREE (FAR) . FAEZEE10~20%
AEs, FTFRIKEEBHEESEE, ZERREEWindowsFlLinuxkiids, EfFRHEER T RUstESHT
iE, FILAEAZIN (E1] FimR9=fFe.

NG EERL M =
.rdata:006000CE
.rdata:00600138
.rdata:00600530
.rdata:0060050E
Jrdata:006D0634
Jrdata:00600ACC
rdata: 00601790
5| rdata:006017FO
.rdata:0060 1848
.rdata:00601AB0
.rdata:0060102C
rdata:00602278

COTEmmSICws/ice
alloc¥tsrcicolle s

assertion failed: edge, height == self,height - 1/mustc/0fb1c371ddaldfSce7aT21dBae abB3abeb 746 W ibraryWWialloc Wi src Wi collection s¥Wibire e node. s
Jrustc/Dfh 1c371dda 1490 7a 721 dBaeabidabeh P 7460 Wilibrary¥itallo c ¥ sro Wi colle ction s Wit btree Wit navigate, rs

Sruste/0fb1e371d4a 14908 72721 dBaeab3abeb 77460 Wl ibraryt allo c W sre W ve o mod. s

Jrustc/fb1c371d4al#9ceTaT21 dBaeabi3abebTT4f6C Wit ibraryitalloc¥ sro Wi slice, rs

RUST_BACK TRACElbrany ¥ std¥ i sroideny. re

note: Some details are omitted, run with "RUST_BACKTRACE=full’ for a verbose backtrace, fn

_-rust_begin_short_backirace__rust_end_shor_backiracefull

PATHRUST_MIN_STACKIibrary ¥ std¥ s it sys_commonéthread_info,rs

nota: run with ‘AUST_BACKTRACE=1" environment variable to display a backtrace'n

Local¥#RustBackiraceMutex

Rinuiad

.W\'rplpew__rust_snnn!mous_nlpa 1__.

SEEEEEEELEEE
OOO0O0O000O0000n

[E1] BEBBlackCat#iZ= =L

3. Gwisin

Gwisin2— MIRRMER, B2021FIRBLK—ERKEFHER., ZBFREBEMRIFHESEE, BLtalLl
EHZERIHEIFE THE, EEHENNuEPES TEE "WR" .

Gwisin#)RIAB—MEHIIMIE, FAALRA, EN202257 BHEFAAREMFHBHRARR. 17
RE, WRE2022FINE TEIISHKEE R, BEARNZETTEHRIKAN. AhnLabF202258 AERIEET
BEFNZESIR, ZEEREASECEE ERHTHEXER.
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https://arcticwolf.com/resources/blog/lorenz-ransomware-chiseling-in/
https://arcticwolf.com/resources/blog/lorenz-ransomware-chiseling-in/
https://asec.ahnlab.com/en/37483/
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MNEWEIREALUEY, EEASEHRRRE, RRERXHDREFDKEEMSIE., Binary.helpery
HEFETMSI M, IETHRFESEL (SERIAL, LICENSE, SMM, ORG) .

HMRECEER "I HOW TO UNLOCK (#Mk48) FILES Nl.txt” , FESSEMWHEZRIAESHERS

2%, ENSRENRREEH. ERIMENRREESE3 MBI TINE.

4. Hive

HiveBIRIFE2021FE6 HEIXIRSUAKR—ELFIMERNAVRES. ESRTERIME. EIZRIAGRERNEL
i, AEHRKEGNEESIUNEREEAN, WEBIEESHEATEHive Leaksiut ., 2021588, =EEX
FEERF (FBl) FiEITHiveRhZH4EsNAHITEE,

MERFRMES, 2021F108 &M 7 LinuxiIFreeBSDRSA, #IHARAGOESREM, H2022F7ARFE
BARUSHES., BEWRRME, EBTHREC, HPEaXEETLUnRRtitiERER.

| SnjQ_HOW_TO_DECRYPT.txt - Windows H2% — O ps

oEE HEE M40 B2l EEF
Your network has been breached and all data were encrypted. "
Personal data, financial reports and important documents are ready to disclose.

To decrypt all the data and to prevent exfiltrated files to be disclosed at
hitp://hiveleakdbtnp76ulyhi32eagbobtycixaTezTigyéwe3dgd2nekazyd.onion/
you will need to purchase our decryption software.

Please contact our sales department at
http://hivecustévhekztbggdnkks64ucehqacge3dij3gyrrpdp57zogq3ooqd.onion/

Login: 7
Password:

To get an access to .onion websites download and install Tor Browser at:
https:/fwww torproject.org/ (Tor Browser is not related to us)

Follow the guidelines below to avoid losing your data:

- Do not maodify, rename or delete = key ewnyw files. Your data will be
undecryptable.

- Do not modify or rename encrypted files. You will lose them.

- Do not report to the Police, FBI, etc. They don't care about your business.
They simply won't allow you to pay. As a result you will lose everything.

- Do not hire a recovery company. They can't decrypt without the key.
They also don't care about your business. They believe that they are
good negotiators, but it is not. They usually fail. So speak for yourself.

- Do not reject to purchase. Exfiltrated files will be publicly disclosed.

Ln 1, Col 1 100%  Windows (CRLF) UTF-5

(B 2] HiveRpZRURHAIEIZREIC
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https://www.ic3.gov/Media/News/2021/210825.pdf
https://www.ic3.gov/Media/News/2021/210825.pdf
https://www.microsoft.com/security/blog/2022/07/05/hive-ransomware-gets-upgrades-in-rust/
https://www.microsoft.com/security/blog/2022/07/05/hive-ransomware-gets-upgrades-in-rust/
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Hive# & 4-SFI BB ProxyShell&Exchange Serverigid ( CVE-2021-34473, CVE-2021-34523
. CVE-2021-31207) #i7:8:E. ©SFIFARDPLIIWEINE, FEHIAERE SRS, BidCobalt Strike Beacon
EHRGE, (ERREERR,

RONEMERERTETHNSHE, LMNBERRERTO.

ER Administrator @2 ZESE EI@

C:“workrhive

G swork>
terror: no flag o <{login*:<password provided

(B 3] 2Bs8ErRIHIve I RIHEITRE

5. Masscan

Masscan@—MEIERIRIHELR, B20225F6BLIk—EEHEES, EEFERIMIENEKRSEIHA,

FEHEEERNSZE/ (KISA) R, EeNEHEASZNERIEIEERSR. ENEXHR, BRI "ma
sscan_NFE FEHSAEY BR" , EIiEFRAMasscanBlZE G, HERKMEMFRINTFEF. GHIR,

n [E4] P, Masscan=6lE—1RECOVERY INFORMATION L ixt S ENBIZREIC.
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"] RECOVERY INFORMATION 1Ltxt - Windows 2% - O b
oEE BHEE MA40Q@ =2/M ESTE
fittle FAC: ~

A
Q: Whats Happen?
A Your files have been encrypted and now have the ".masscan” extension.
The file structure was not damaged, we did everything possible so that this could not happen.

2.
Q: How to recover files?
A If you wish to decrypt your files you will need to pay in bitcoins.

3.
Q: What about guarantees?
A Its just a business.
We absolutely do not care about you and your deals, except getting benefits.
If we do not do our work and liabilities - nobody will cooperate with us. Its not in our interests.
To check the ability to return files,
you can send us any 2 files with extension .masscan
(jpg, xls, doc, etc..not a database!] and small size (max 1 mb).
We will decrypt them and send them back to you. This is our guarantee.

4.

Q: How will the decryption process proceed after payment?

A After payment, we will send you our decoder program and detailed usage instructions.
Wwith this program you will be able to decrypt all your encrypted files.

[E 4] Masscan#iZ=ED

EEETZUE, WEE—MRENH (setting.asd) , BHFHERFMAZYE, BT ETEEN,

6. Lockbit

ERTF2019FER BIAILockbitE R4 ETF 2021556 B EFHZE2.OhRAFHERE. 2.0MAFIE T BITIEAAD
AR RINZEEE N WindowsiAIIHEE.

VAR AT, CLEINE XSS BEEX N “abcd” , EHEHFRA "ABCDEIZIMA" . EH20195FLL
X, Lockbit¥iZRRME—EXUTEE. FE. ENE. ENERAIL. SR=f/IEUNERNALHITNE. Lo
ckbitEIZRP G tE R RaaSH B T, EFERREHERIRE RS HEBFIH T B AIIRE.

£2022F7HiEH T Lockbit 3.0, HESRIFEMBNIEL. EHEHLockbit 3.0/F, LockbitHLAABEIER
BB FRARIRATTTURIRS KT,

B RATENEXHREERZSEE, SO HUINEIKBREE. MESHiveBIRWAEM, EEiTHE
B2HE.

AhnlLab 10
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S ZBMNZENZ 2 m

B L, RECWITENARS S LNREF T ER AR EHERIER. $RRBEMRER
WTEIN, XMUERIARR £/ mIEEE T RN S A E BT A LU N BB S RG4S ThRER N
BRRENMLIRLZE, NIIEENRERE, Te&rmll "RERRM" S/t SR sk
R—KRES, Eit, XEAREESASEMTERERNTRR S m,

FRRE™m
WRKEETURERREm, IETIABEI RSN RH TG, AL, EERNE
SRR, AERAREF RIS SR T AR MINEESEHERAS. BREEMAWindows Defenderf11%5
L& m, BNSERERKIIER.

FTRBLILCEI T, MAERRRBIIERRENRSRG, FERTEBIENARFENRE.

2. FOERL~m
MRWEELZZERTEm, WesliEEN5E.

—RKRE, IEESMNEIRHIEE LRI R S E AR R E RN R, BtBEFBARE~mi2
WTHHAUBN R TIELRIE. EREERAT, SREESETHRREMNE S mPURIZER, MaiiE
RIS FHREINEAER (Loader) LITERFRIEITEIERIKIG

Ithh, erREEEFEXHHERE R EREHEEIGN SR FAITIEE, — L8R
SREREFRTRERNR S mEEREENAHBRE, BEX—5H TIEEL.

BlueCrab#[Black BastaF#ZRIG=BITZ2ER, (Safe Mode) BiiWindowsHWHH#TIIE., HERE
FFREETANER TR TIIERSWENNEE, BLRBTBFEmRTeENGE. WE, 8RR
ERLERIE TRE RIE R FASE SN st

BRVHNEES IR TS~ mid, B —28l, BEEREHE MR ZETIREIZE~mIER.
Eitt, JREFREMSHRIEZEATE, REREANBAERNRFHIRES
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https://research.nccgroup.com/2022/08/19/back-in-black-unlocking-a-lockbit-3-0-ransomware-attack/
https://research.nccgroup.com/2022/08/19/back-in-black-unlocking-a-lockbit-3-0-ransomware-attack/
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B4

HRUWGBEREHRSEAAENTRES, BRTEEADIWKIEN . EERE, BERESIES. NA
SEME. Y1REEIE (Initial Access Brokers: 1AB) | BhRMHD AIMGEKSFISHEEE 7 ERZNS L.

B2, $HFEB RIS RN ERNNELS NS —REFARNRE A FFREAAXE. XEES
BEEMTERITEER, EERMBRAGTHESENIEREEN. EXFIETHESEERMIER, &
RUSIZAHITHOMIKE. Eit, SHMPLEERERIKE BRI LR AR ERIRER.

(BEEESIATNRD, BIRAREIRAERPRIKMIEMIIIRE. KESMAERSEIRREHI ST BARKER
%, (ENRAEEREENNEITEFINLSGE, NSRS ZREE R ERINE.

Hit, HREHRWEANRE, FEOR2EVRTRAERIERR, AUERERREEDBARRED. It
b, ERECPHARTHNAGEREREEERCHETEN. (FA5%, WEtIRKZBEEREME
RTKXBFHMERTITE, XEAJRERPE FHRM I EERMEE,

AhnLab—EEBIEERRMBRREMNRNISERAEENE. WRAHAI T HRARAGES, AhnLabi=
EERTRERISHTHIE RARSEENE. BR, A ERRARMAMARBISHRIZE,
> BIERS
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https://asec.ahnlab.com/wp-content/uploads/2022/10/Analysis-Report-on-Lazarus-Groups-Rootkit-Attack-Using-BYOVD_Oct-05-2022-3.pdf
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