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(B3] Conti#hZRMMBRRIZER

. fENIEIRICR. BERREINE/EERABINIES S RitE. B2, ContiEZRGABRNIAR
yEEk, FHFRaaS (Ransomware as a Service) EES5—MRISHMNES RS, FLtASPEIEHEH AT
EEFEEARIN,

ERIEE RS AR N ZAR A ROEN ZRHE RV E BEEN, A0, HivehFRRMHBAEAESIZERES
EETIRAIPRIUEFI AT I ERIML,,
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ORI ez wzeb il her: Semees

(E4] HiveBhZEXMHHALNRSZERE (&) MDERE (8)

T EHiveBI AR INEZIEE (ransom) , FERMHEIREICHRZINoniontEIIFIZERIKFER.
BT, HiveBlREEEIAES N 12053ETiRERI2005355, FEAEN TSR0 EEREIC.

BE—S#MERRE AR RMEENENE , B —EERTEGBANER T T THLMERLAELInuxE S FIE
17. LockBitBhZRIAH AL TIERAIDER T WindowsIAESl, BB LATELInuXFIESXiFMEHIZETT.
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MD5 V3iZHhiE
3c9e550d41f3de930e678776a6e018ed Ransomware/Linux.Generic.260872
9661c01af31a41caef2ccd3b6be06e60 Ransomware/Linux.Generic.259496
18a352d33c8c01b6a196adce176c5a96 Ransomware/Linux.Generic.252680

(3R1] LockBit#hZER4AILInux3EF

LockBit#hZREX 4 5 Conti# RN —HHEER, FEERB/LIFAER. BE2022F18, HEHT50021M%E
B8, 2AHE—X14, 3RTEERRR AN T 220N ERER,

A —LEEZRGARAREN T 5SS ERN R BLREARRNRE. IR —LssAS bR aiHiEny
HA, —(IHIANEMazeBIEZE4AIHIEATEBleepingComputer.comitin E/AFF T Maze, Egregorfll
SekhmettE%5H. ETFIUEH, T2 TEmMsisoftdlfE 7 iFE TR,

- §E#%: https://www.emsisoft.com/ransomware-decryption-tools/maze-sekhmet-egregor? c=1

[Feb, 9, 2022] - Version: 1.0.0.0
Eo Emsisoft Decryptor for Maze / Sekhmet / Egregor 0264 downloads

The Maze, Sekhmet, and Egregor ransomwares encrypt victim's files using ChaCha8, and
append a random extension.

[El5] EmsisoftfdMaze/Sekhmet/Egregorfi#F=ZTE

MazeBh R A FIEABEHIZERRIBRRIREHIANRNARE , GINEHRImeEERSGdH. mEEE. st
55 B OfRERRIAIRR,

e —EHRRHBREEMRIRZAIFMERI. HFRAIGanbCrabRIEIZIXAHEIIREvVIIFISodinokibiFm
MR AT FRRYEN ZAH AR R T 1 B .

R, SARZNE, XEBRRDBAERFELE. XERHBARIYET pentestersslZ&1FAE]. BIESHK,
IZBRER O RBIREELAFT RS,

[R2] BT 520215 AIREVIEN ZIR G- SEE EXRNEHFIZE.

20214 ERFHEAR

2B, 4B. 108 | 3EREvilfIGandCrab&E ATESHEHAE

118 2ZREVIIBIEANTES BTl BB EAR
118 18 GandCrab&{E ATER RIS HE

(5R2] 2021 FAHRIREVIIEIZIRIGSIEABRAIEMTIZR
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IEPIFRMIRERR . SIZFED

BEEBUFHERIRARNN |, ICIEFAIRHEAE TIFZTM. B—EHBTEsS AT EXTNAR , mB5—
WNIEBERIEZIELER (Exit Scamming) BYELR,

1. XHJCanadianHQ, Monopoly Market&F 2=

E2018EFFtaiEzE=EfICanadian  HeadQuarters ( CanadianHQ ) B#IIEABFFXF. Canadian
HeadQuarters, tEFR/3CanadianHQ, SERAZHENTIZHZ—, REBEXE. Sm. SaRMHRS. W
KB TEE, FRREIENEXHEZEFMERRAITTENER. MEXBRAH 7 UEEHEEER
PEEFONETR, FRELAT 505K,

& o . ~wemtEl e onion/products/scampages/PRM3XUTVIRZOABBAS|N FYSGCKYSY

The Canadian HeadQuarters Qeeaeh  fbtec  @OCAD  § Profie

+Fraud

1US] WELLSFARGO FULL INFO SCAMIAGE ~ DESKTOR N MOBILE VERSION

ils Fargo customer’s credit card advertised on the Canadian HeadQuarters site. Image from a

[E6] CandianHQ (&j&: Terbium Labs Report in 2020)

Monopoly Market\2019FFHAIZE , REHENENTG. EHHETEHENBRESn, BRXARE
A, Ba0ERmA, HEURERAFERMETIGERE, SsEIYSS BirmitE T BRRIE.

[E]7] Monopoly Market
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2. TixihlARaidigis
Raid Forums, ARFTEXIAIEWEZE (DB) ittR¥Ee, B2BHELLR—BEATEARBERE. Raid Forums
BEEAAHR FEANEZICIEZ—, BrilE#RIZ500,000289F8F,

A S Databases % Upgrades + Extras 9 Logn  [ERIRGORIER

THIS DOMAIN HAS BEEN SEIZED

NG B
RA' D FO RU RAID:3Ms

has been seized by the Federal Bureau of Investigation, the United States Secret Service, and the Department of Justice
in accordance with a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia, by the United States District
Court for the Eastern District of Virginia as part of law enforcement action taken in parallel with Europol’s Joint
Cybercrime Action Task Force, the United Kingdom’s National Crime Agency, the Swedish Police Authority, the Romanian
National Police, the Internal Revenue Service Criminal Investigation and other international law enforcement partners.

(B8] Zx¥RiAIRaid ForumsERME () , BRIGHFUATETHRNER (B)

an (B8] F=, IETHE, EEREHEEE. wH, §8FNEERIAETMETS/FETR 7 EEMILR
aid Forums.com, 5ittERY, Raid ForumsFrEEFIERRT2022F48 12HERE#HEEIRE, BAiRaid F
orumsiBHIM e E BREEEIEERRIL.

3. World Marketf§iBHHiEIR (Exit Scamming)

H2020F11BFiRizERIWorld Market&iE—EBESEEHIEIRIEIRAIEHT. World Market2 &R _ERI—ANh
%, FERMITE (escrow) RS, ERMITREZEIIFEERS. B, ZRESHREHW T,

& World Market e ——

18TC= US4 .35 LXMR-

HOME MESSAGES ORDERS BECOME A VENDOR BALANCE PROFILE FORUM SUPPORT DARKNET BIBLE

— A DON'T GET PHISHED, ALWAYS VERIFY THE PGP SIGNATURES OF THE DEPOSIT ADDRESSES!
|
= = . -
" We highly recommend that a hen wening b ety bette i

Welcome, DarknetMarkets2.

Il  QUICK SEARCH
¥ BUYER STATISTICS

Bought ltems
ms Bor

Payments (BTC) - FEATURED STORES

[E9) &FEWorld Market BHUE®E

BT, BPZERINEEMER. BNERE (RN E1YRE
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4. SkyFraudflIFerumitiziiEss

AR AR HEREEAREEN (Y& Cardingitix) SkyFraudflFerumigizil B#REST,

JTOT PECYPC 3ABJIOKWPOBAH

Pecypc SKYFRAUD 3akpwT HaBcerpa B Xojae cneuonepauuyM NpasoOOXpPAHUTENbHBIX
OpraHos.

[E10] FZHRBCFBAIEEBBSTM -KALI#HAISky Fraud =T

BRiZICImsr, IRERMCIEEREHEB B ABEIBSTM -KEL T TanmXA. thiEEBERA9SkyFr
audETWEET "F—1PRiE? " NiHR, BrEEaEfESHARERNSBICTES FIT.

IERIFRMBERRE= BEER

BEEICIEEY , BEAMFENIEEHEZMmE. 2022618, ZEEFHFIIFITYESES T NetWalkerghz
BB, o, —BEFARSIEASIRIINEAE FHF80 N BRIEEATER , (EFrAERI719.99 BTCHI
15.72 XMRU#EBUF S UL,

Conti#RIMH AR R BEEFESR=NLeMR AR MENBEEINENSRRE 7 BRMNAY. BTH
GOLD BLACKBURNFIGOLD ULRICKIXF/MBLRMRY, 7 8= 4 BEHE .

GOLD BLACKBURNE—MHTFMEBEIAIMEICTRAEL , M2014F6 BLIk—EFREIIE, 2016FKE
20226E3 , ZAREEHS A T TrickBotEEMRRE , A9 % 1 BazarLoader, Anchor. Zloader, Buer

Loader& &=L,

GOLD ULRICKIREET#ERWMEI L, H2018FFHLAK—EEFREIIE. Ryuk#IZFE4T2018F8B A
EREEI20215F4], Conti#iZARMHE2020F 4RI B EEFIEED K,
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EE—EMR, NEERSREWAILAPSUSSHRNER T Okta, SEHOEFEEERME. HAIIXE
EHRHFE=TEF > F B Sykes Enterprise RiEHY, EFSFABDEKEMNREFEARNER, EAMIEE
[HZBSBR R R EE P IEK.,

&g

TERRIFNRE R _LiEERRIMEIBTR AR S—REFZENEBHEENESRSR. XEBS a4 T ERRE
BEAN: REEROMHIZA52 B,

ERENmiET, BMESEEXNSEE EHE, BalbAFRWSS. EhZEkMeILliEigRaaS (Ransomware as a
Service) RIT,, MEEABNREIMaaS (Malware as a Service) RIZTURFFRWSS. SlITLURHE
BLENANPRESTRIRS, FEEAFIFARFNERIETTRETEESNescrowfRSS. BT 2 TER
s, BTFHESRAMY, SEUERRNTIEMNH TEENERIMESIERED FHERATESREILIK,

e RSEEFETRESFUERITERNIRN AR EZ U ERAINBICTES 7, HASMEEREX
ITEIAYENRFIRLL,
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