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LockBit#1Z544 (LockBit Ransomware) BEHIMTF2019%698, BXRAT#ERERNXILFEIIRS (Ransomware
as a Service: RaaS) RIS, AEEEREF, WEHTEE. FE. BE. HERAL. Bx=. HE. EE
. EEERUMNEZROE R BAFEL,

BHILockbit#h ZRIRMRFR D "ABCDENERIRM" |, EAEMZIEFERYT BE “abcd” BaE X4, W
EZHRRERIT BEBE  "lockbit” , FF2021FE6BEHH2.00RA, BRIEEERETR. ZmAEINT
@idiA Active Directory (AD) ‘BEERRINIZENWindowsiHiIIhaE, T2 AT#ERE (Trend Micro)

Fn, H2021FE7H1HESH15HEAE, WNREXIEFR. BEAF. S5MEENEWAIBRRZHBERIT.
A, B2021F7813H#EE1ES &BlueCrab (Sodinokibi, REvil) #iFE#UEZfS, Lockbit#iZRARIERE

BH—SE,

20215F8H, BFIARIENR, HEATDNMKEE FASEER TRE, MUR(INZERESER.

LockBit #1ZMIHANS =

RIBERHATUBIINMNE R 2T CyberinthIFARARAIRIE, LockBitE)ZRI4FRiET & R\ METIE
EEFERAHIERRO AR, SEilEER BRI EMRENWindowsiITiE RELUHITARE. I, BERFIA
REFHEMER. BRAFTIMEZ 2SI (ACSC) R, RIEEFIAT Fortinet FortiosfFortiProxyF =
AYmE (CVE-2018-13379) .

Lockbit#)ZRR {4 ARSI R IR BB S L B Bz HIgs. Zf5, &fERProcess HackerflPC H
unterFE BT EZIERFRUHIENIRS . EERIEEHIREAT, CIEROARES, LIENSE EIFERE L2A
Windows Defender, FH%5/&Fiz{TLockBit—#HBIS {4, LockBit#ZRIMMHIZERmBEETR, BE202148H
2H, BEMBNSERRAHHEERRIINEZERE,

FEZEFH

1. ERREERIEM “Merseyrail”

EEEITLZLiEABleppingComputeriRiE, 7£2021F48 , HEZEMMerseyraili#@Z] T Lock Bit#Z 4T
. LockBit#iZRIK(FZE BT IZMEEERAYE FhB4MmBleeping Computer, ZxREEREFIMerseyrail
BT AET—IERA "LockBit Ransomware Attack and Data Thef” BIEBFHFE, MTEREZR TS,
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https://www.trendmicro.com/en_us/research/21/h/lockbit-resurfaces-with-version-2-0-ransomware-detections-in-chi.html
https://blog.cyberint.com/LockBit-ransomware
https://www.bleepingcomputer.com/news/security/uk-rail-network-merseyrail-likely-hit-by-LockBit-ransomware/
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UK rail network Merseyrail likely hit by Lockbit ransomware

By Lawrence Abrams Apri 28, 202 0415 AM )

UK rail network Merseyrail has confirmed a cyberattack after a ransomware gang used their email
svstem to email emplovees and journalists about the attack.

Merseyrail is a UK rail network that provides train service through sixty-eight stations in the Liverpool

e Danian tv Punland

[E1) HEZERMMerseyrail B KHHEFIRE

2. BEERKITEBAEIRFHRE (Accenture)

2021581, A0S MTIRALEER. &R, HF. RAMIZERSMBRLTERSE. BT, BUT. Bk 88
R, BEFSMIUREERSHNEXITEBATRFREEE LockBtHRMHNK L. RHETEI T 2ER
BleepingComputer®kx, ZRMHIRFZCETNEHPIRE, HIBEEREZEFM.

A, IEMEBIRATICYblefITAREBAFR, LockBit#iZRRFIZE mEFRMAccenture 5B T 6TBRYEUR, F
ERSTFRAETHES., MIIEERE@BTAccenturelIRLARNE T ATNG, B—FKL e/ 5Hudson
Rock®7x, Accenture R THISIEMHEBEERI2 5008 TTEHIIZE T RER,
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https://twitter.com/AuCyble/status/1425422006690881541
https://www.bleepingcomputer.com/news/security/accenture-confirms-hack-after-LockBit-ransomware-data-leak-threats/
https://www.bleepingcomputer.com/news/security/accenture-confirms-hack-after-LockBit-ransomware-data-leak-threats/
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Accenture confirms hack after LockBit ransomware data leak

threats

By Ax Sharma

L )

¢ L. ) \

o
“accentute

Accenture, a global IT consultancy giant has allegedly been hit by a ransomware cyberattack from the
LockBit ransomware gang.

Accenture is an IT giant known to serve a wide range of industries including automobiles, banks,

gavernment technalaev enerev telecams and manv mare

[E2] AccentureEBR| RIS IRE

3. EEAah=

Ze2/mDark TracerF2021FE8H25HAM 7 —&EX, MEEMZAESHBMET (Bangkok Airways) &
2|7 LockBit ¥ IR, RIEZS T WEAThreat PosthUiRiE, WHECHEAL103GBIEURE, MR
AZIEE, IEESH31BATHXLEER. A, ELREIEIRAI=RAI8B28H, thIIRAKE 7,
FRAMENBENTEIRNAS, BRI IHERIZ200GBRIEIE.

E8ME=LE F8HA26HEM, T8H23HERILockBitMIRRMHNIT:, SHREUS. K. EFE. M3l
FRIESHE. BFmphit, BEfERELG. PRER. SERTHE. B ERAFEERMEHRIREERA
BECHUMEE,
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https://twitter.com/darktracer_int/status/1430494830560309249
https://threatpost.com/lockbit-publishes-bangkok-air-files/169101/
https://www.bangkokair.com/press-release/view/clarifies-the-incident-of-a-cybersecurity-attack
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LockBit Gang to Publish 103GB of Bangkok
Air Customer Data

The airline announced the breach on Thursday, and the ransomware
gang started a countdown clock the next day.

Auzhor
Lisa Vaas The LockBit ransomware gang has apparently struck again. having purportedly stolen
Augusz 30, 2021 103GB worth of files from Bangkok Airways and promising to release them tomorrow, on

A Dark Web intelligence firm calling itself DarkTracer (apparently a separate intel firm than
the better-known DarkTrace) tweeted a screen capture of a countdown clock from LockBit
Write a comment 2.0 that, as of Friday. showed four and & half days left. "LockBit ransomware gang has
announced Bangkok Airways on the victim list,” DarkTracer tweeted. ‘It announced that
103GB of compressed files will be released *

4 minute read

(E3] Sam=zERNEaERRE

4.IEFERI

2021588238 , REHMEHRENR, —RTIGRHIEIESHIERLUN —RKRmntERIEEFARER Lo
ckBit#IZIRM I T, LAY BEIFRAHESET EAR AT, BiRRMFRPEHE AT EHEIGT LockBité#)
EXINESN)ER
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https://www.boannews.com/media/view.asp?idx=100023
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LockBit 1RSI S

B5, AhnLabo#iLockbitEZRBGEASEUT.

7= (7
INES 959KB (985,528 bytes)
BlkERa] 2021575268 7rB3401%> (UTCEH)
MD5 6fc418ce9b5306b4fd97f815cc9830e5
SHAT 95838a8beb04cfe6f1ded5echd00bfocf97cd564
SHA256 0545f842ca2eb77bcac0fd17d6d0a8c607d7dbc8669709f3096e5c1828e1c049

FEURe SR IS4 (LockBit Ransomware 2.0)

AhnLabiZitfg Trojan/Win.Generic.C4565305 (2021.07.25.00) )

(R1] XHER

BEDTER, WEFARERARNERUARRGIC (KEY) #TINE.

; Microsoft Print to PDFMicrosoft XPS Documen oAttt - shell32.dl

user32.dll

ole32.dll

(E4] MnE=reafs
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LockBitEhZ=IX AR LAFERREER BRI (LDAP) HifActive DirectorylFFHIEER SR, EEIAFRH
th, CNffZRCommon Name, DC{{ZFEDomain Component, Z{EERATIEREMIEHENIIMEIIR S, AR
BlE—MRAVASRIREST, IAZAWindows DefendersCRH A, IRACERHEAMIRTRE LA AIBIARLE,
8IS, iE{TPowerShel AL EHRIRIES FHF B RS SIEZAIESHS,

5, BrEEmREREIA (Volume Shadow copy) . XARFIKERIFIKAWindowstEiR kS @A
BORMELERFIRS.,

LockBit ¥R ABRENMHINEZAINZ G, HSRIEMEEERETHRS SO, PiRsiit. mERSH
BEXHE. ERMERFEXMR. T REBMINGZIMIFTEXE, AR MNEXHERERINT “lockbit”
[E8%, BESIAEX T ENEXHNER. I, BERESINERFRERSICR.
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(B5] (&) m#Eei (A) =R

MEFEXME, B RS EEEAMERHTAITAER, BRAFRRSCHRRE.

3 voca kL)
LIRS (o113 IMPORTANT FILESLU{JSTOLEN AND ENCRYPTED!
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'3 LOCKHIFXY

(L 2

i e

AR (o114 IMPORTANT FILESFANISTOLEN AND ENCRYPTED

All your files stolen and encrypted

for more information see
RESTORE-MY.FILES.TXT
edt

that is located in every encrypt

older

(E7] EXRMmER

CREIESICRASHAFIDAFHEZTOR webfZRub, MNRAFPAIHEERER, MNRSRIESETED
&% "Leaked Blog” . IttHh, BEREIITEMNITENESRICR, XRiITEKEgregorE)ZREA4ERITNRE.

B neswre-My-rnes, ey |

(B8] lEgic®

IDAEEICRP5ISAITOR webfBZWubARS, MWILTUE _ERFABEZER, HENABEIHXSEERIAMINY
F#THEE. WMRHELeaked Blog, AILIBEZHENAECRENATER , FBEIALEZMIEEES
Lockbit&Fik .
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B |7->'| 1 »
- LEAKED DATA 1) CONDITIONS FOR PARTNERS AND CONTACTS

@ delrantownship.... @ abecho.co.jp @ sdfeg.com

Incorporated In 1880, with » popuation of AARNELUTSRAT IR LL2YS, Saltos del Francoll S A was founded In 2003, &
96,896 poople according to the 2010 consus, ORHACBeCEIZIBSL, BE2 (-4 & 2 company that aims to develop

Delran Toanship is comprised of 72 square FELTREI2ZUTILARNSINETH hydroelectnic projects 1or the generation and
miies located at the intersection of the LAMIE. ABECHOZA+-73. B2 transmizzion of electricrty in Panama. in 2010
Delaware River and the Rancoc ZLE. ChMLLERC2SY. the company began dewvelo

MORE e MORE ——o MORE ——o

@ ethiopianairlin... @ beardowadams.co... @ ceratube.ma

(E9] #ENZRIEAIE

&g

Lockbit#i G FBENIEE. FE. ENE. BERAL. SR=MSNMENEFHTTHEG. BRI, &FE
PIHES TG, BEEERINSIIRSER. JTEHR, Lockbit Ransomware 2.0iRAEZEEFHADAKHS,
XIEENWindowsiEiFH TN, SHEXIRK.

WEEERAET A XA NENESRENIRGIERHITIERENR. AT PRI ERR G RR, F
BETTHNERLZETN: AEDAARERIML,; BERITHRBERKIFENFIB FEMFFIARZEERINEE,
ERRIRANMRSIEITERRRE, UARERSFENSRMAEEEE, MTESE LR
BEHIRFRFEIRINUFERE, WIBIREE,
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