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Malwareless Malware Fileless Malware Anti-Forensics
KEUMBERA BESRBRERIRE SRS AR BRI
BTRETEH LIgERS LAggite

Trojan, Agent, RAT LOL(Living off the Land) Tools

[E1] TSR PR R A R

EMNBILERAF, HFERESAMEBTENABHNKE. THE, BEMKE Web #HTHIKNEEREE
BABER TERERAURER. BIERMSIRE (FINpKE. Web PrkiE, NERINERS (IDS) )
I LABS XA R R I .

MRWEELEFBENEZERNE, FIRESIEFEE T B FHb M4 BB S INEE . MBAHAIAE
K&, RALAIRES(Anti-virus) EEARIGN, ZEFBRXETE. BRSREEELEN S, I
TENT RIS, TRSERSITE, BEhZ—mEN B HIAREEE.

BMERSREREMNEEERE, BEor AREAILFIREGE (forensic) A, HHH—EAE
IS ERRGEENRANBRERGER. WHEENA T REFEREERANER, =RATEMIRRT.
WEERIXF T AR AREBGE (Anti-forensic)
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XA BE R R HEERY R E
XM REFAAERRIEHIARERA, (BRI ALER]?

BYtE, BN PowerShell BTFAEXHELLR, EET EE APT (SHFHERIERAD) BEENEHR
BAFINE Dz BRTRURRIERE. THR, AT TIFEEBET PowerShell RIFTSHIEINRER
WERNTE, RMEERRAENES. AREKENAESMS, KT REERIZIERRL.

HXZ, TXHREEDTinRRemiz ERNKNEE" (R, BT XEIER RIS
ERENEITTEEENE, BURTLOAN, FTXHEEARREH 7R —amHIAY EDR %
BRI RIS,

HAERERIERERM (Advanced Volatile Threat, AVT) ?

EE(IX "APT & ROZBERRET. BhEATXHE "l (B8%) HEmin” . & APT
WHESBHNESHHP, RMTRESLXXEE, FLtE APTFRAOAVT, BIEEER (B5) ERMRD
(Advanced Volatile Threat) .

AVT WERABRELTXHBERA, WEEFERRERFHEITRIREESEE (in-memory malware)
M LOL TR, REESERTARTE NEERE., LOL TRREHNBSEENZENX "Living Off The
Land” RY4S. AJLUEMEAN, WEEERGIETEREGRARNNENTLER, mMEIMEIE.,

X E IS SRR FERE?

REEIMRERERTIGEMASERRE LB MHIIEEEE. T, SERBREETRES. BR,
EXMER T, BERRSGE, MERNTERBEEHERK, DRBXIITIEZ RERE BRRFRIEHIN.
XMWEEMSE T RE, RPAERS, NEEERXMEERERFAZ L.

Et, KEOBEERIEEREL (persistence) &g, BMFESBIRRES, TENGHEBRENET, F
BrlLMRFETIRR. Ak, BROPERREBERAT, WNERUER SRIERFRIRMEAITS |
FlanEME. RS, ESitLl. Windows EIEHISE (Windows Management Instrumentation,
WMI) ., 5, BRARERERE, BtErEFESRRNRREFNESUEEERME, KR LUEFERE
R FHMNEB. AREARIREXIELIKR OSD EEXIig .2 7MI HDD &Y,

WEEAT AEFERTXHEAR?
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Bt NbEQURIBERE, MRNEESINNEERREHEE ERUNHTAFE, UASHEE
HRIBDRR SN, RRBAENR. B, ENAIFEITERBRHENTSMRTTESR, NREG
TXEAS LOL TE—&EFER, WETESANTRIESEN, Rt LEARZRFIIIET.

HR, NtEERNAERE, NRKEEATERIAEENHE, WEERRNEERE. BA,
é’l:@:Muns Total Z3RpIMut EEHEEMBRET, B EAM? ATATRAMAMESARSNEEN
SR, BUNIEERR, FAMEAREXHEENN. REEEHeeESNEERNERRTFR
&#. MRCHEE, NSBEeMRSFEzUNRAsEREERRIRIZE.

KX BRI HIRFNIEN

NBIFMA, BEXHHIERRIEHIAIRAR, 2000 FRH, EEELIHBAFNERERB, 2EX
PRELHIL 7 RURTESID. £ 2016 &, fEE[EFA PowerShell, TXHIEFAEMHIEMES, £5
E, M 2018 FeFIRRE T ERET PowerShell RFITESHRARINR S,

FilelessI 5 H918 0

2014 2016 2018 2020
- Poweliks » BEAEHMED
_ « Whighost
e SIS + Duau2.0 .+ @A PowershellBSFE 3 (Fileless) it
- REZRRHER EMEE
C BETWSEATH

[E2] SFETHBERIZEN

{ERZTE AR A

EMITRE ATT&CKA, FEXHRARDENELMEA (tactic) BEFA (technique) . BR, AJLAEY
{EFPowerShellEfEX TEFRBIENERFIIHIARKEH. MITRE ATTACKSHTSELERE.
RNHENE P ARITHATHREEE, BREHLTFERENNEAHRINSE. MITRE ATT&RCKZHT940
WERAER, hitKE940% (351 FERFIEHRA.

admin@338, APT1, APT3, APT12, APT16, APT17, APT18, APT19, APT28, APT29, APT30, APT32, APT33, APT37, APT38, APT39, APT41,
Axiom, BlackQasis, BRONZE BUTLER, Carbanak, Charming Kitten, Cleaver, Cobalt Group, CopyKittens, Dark Caracal, Darkhotel,
DarkHydrus, Deep Panda, Dragonfly, Dragonfly 2.0, DragonQK, Dust Starm, Elderwood, Equation, FINTO, FIN4, FINS, FING, FIN7, FING,
Gallmaker, Gamaredon Group, GCMAN, Gorgon Group, Group5, Honeybee, Ke3chang, Kimsuky, Lazarus Group, Leafminer, Leviathan,
Lotus Blossom, Machete, Magic Hound, menuPass, Moafee, Molerats, MuddyWater, Naikon, NEQDYMIUM, Night Dragon, OilRig,
QOrangeworm, Patchwork, PittyTiger, PLATINUM, Poseidon Group, PROMETHIUM, Putter Panda, Rancor, RTM, Sandworm Team, Scarlet
Mimic, Silence, SilverTerrier, Soft Cell, Sowbug, Stealth Falcon, Stolen Pencil, Strider, Suckfly, TA459, TAS0S, Taidoor, TEMP.Veles, The
White Company, Threat Group-1314, Threat Group-3390, Thrip, Tropic Trooper, Turla, Winnti Group, WIRTE
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{EFRETFPowerShell9F SRR R EEI T H)

20165FXEDNC (RERLEERR) HERFWE

£ 2016 SFEERWRAEREE, AETHENAZRBHSIINNGEERNERERTEXARNSEYE. £
—=S4rh, IEEFERTE WMI _LiEA} PowerShell One-liner B8R, <F PowerShell One-liner g9

HHARS, BEREH TR,

I, EEZREAF Crowdstrike H#{T 7 AHRRBNBIESTEAM TER, BXTHREEZENEEE

BRI T,

2017£E, RIXA0NMERI140NMERBRBEZINE

REHTETE 2017 FRM 7T —HIRE, REFR, £IK 40 MER/MXENL] 140 MELR (BIEBUF. £/
BE) BRI 7 RUEANKE. 1ZBEFEA T — G PowerShell One-liner [T AEIERRFIRSSHITGIE.

2018F~ME: MFERHBRFBAIZEN

LARI, FBRERRES fENTE (Drive-By-Download) . f{AZpkIEEAFNE FHMAHIHHET
U TIERE, BN 2018 7R, BNIFHAERIXHHRAHITERE. Ahnlab & ASEC EEATMATED

RIHRIZEBT:

&7H tme
2018-04-17 TR & 1BA9GandCrab v2.1
2018-06-05 TR HIMagniber 8 Rt R HIL
2018-07-06 fSEFPowerShel EIA{EIEAIGand CrabEhZ=EU4 (Fo3Zi4)
2018-08-29 FET Javafll A HIGandCrab#iZE %4t (ESMIERV3)
2018-09-03 {&5FPowerShell{&i&f9GandCrab v4.4(Kill-Switch)
2018-10-01 {EFWMICHIBRV3 LiteZhgEAIGandCrab v5.0. 189517
2018-10-29 HEE! LiEREGandCrab v5.0 AIFFE/EFEEESE
2018-11-16 iHER! SEON#IZRIMY (T3HH)
2019-09-06 ATz THIWannaMine (SMBiRER)
2019-12-03 BBSMBEEIIEERILemon_DuckiEEARBHYERE
2019-12-17 V39Tt NIRRT S 4RI BlueKee pisiR AT
2019-10-11 [ER] LSO EERIEmotetERATE
2020-02-14 | V3RUTARNUIIASRMIERR (CVE-2019-1367)  (FoSTiaL)
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20195, HEXBIEZMyKingsfEP R4S

£ 2019 5, SHEFE—ABUH—F1EZH MyKings FEF LR, EENENRETINESDIET &
B (CoinMiner) , WEHEEFATKIEZIE (EternalBlue) IRABRTSNESK, FI& PowerShell
One-liner ;EAAZENHESITRIFIBRSS .

2019%F, CLOPENZRER{FRNR

EE, HEA 400 SMERRSRT CLOP #MERNM, X—H45[RTZ2TIAIRE. CLOP BIZI4IN
RERIFEMERT (APT) FIEIZRIMARIES. WEEER T —H#R) Cobalt Strike FIEHAEITH,
MTEXHIRRE, ERTHS PowerShell One-liner jEAAARSHIRA.

BRI REEHARRRG EZMLHENEES D

B 2016 FELLk, FIA PowerShell BIFTSSHABIE APT IES-EERBD AEEH] Windows R
NBEMHE. BREETUETRERAEFEITHEERDB, MzABNRE—INKLY 200 FHH
PowerShell One-liner, B4b, ATHEHSEERFEHIN, BMESRERNEFRHLEAEXHRIARE
PowerShell One-liner f&fF{ERiER L.,

RTANHREACERNG, FLAEBT—ARABRSIARERN, AT THRIEENTH, FTEIBER
FRETICR, FRHEGEBTRE. ATREERNTHEELRELIREA N ESETENANINENARE,
RILEMIX—m= L, STLAFIBTAER EDR RIS 2ESRIERE,

W& SRR BT RIEMEARSAGE. A THEIEXYEREHE, WERTFABERS, GnAnET
AR, REMATSES. (B2, WEHHBR&ASASER, AT RIRERAFIGERAZER
REZE, BHETNARARMTREMRSTE, MEREMSEDREHRIBERA,
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