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AhnlLab Endpoint Protection Platform Strategy

AhnlLabiRd "BENZERE" RNITEERRE

HF P EHIIRERS

HSERHFEWA. HFEARRGEHFIERERZ BNFRIRFNTEEN , HEEREIE— N 2RI UER , m
AMUXZBITRASEREWS, B, FIA "=iFE (Cloud ) " | "# 3K ( Social Media ) " . " ATE#E ( Artificial
Intelligence ) * . “#BEM (IoT ) " #0 "X&WE (Big Data) " FITHRARIEF(LEEEL ( Digital Transformation ) 87T
LRII— KRR, HAHEEAMIEET "BoK (Technology ) " RISEEY , IREFE “A (People ) " #1 "BifE (Process ) "
AR | XRFECWEEWSETHINKIREN— MR, REWNL | REEWECLE IR B E TR IR R
FHER | HEZENBASRERAPEFNRNSHFHIHNS.

FxeRHE  HFEUAY XAFEUSHNAEREL. HFWSHT X, MY K TIERIKEG (Risk) , BIHEFETE
BARZIRIFTRIEFXEE ( Digital Risk ) . JHXLERFIAY. MELTTURIERS , EHHEERASS. Wit , HRERRIDHTHIY
Gartneri®iff , FTETNR SR AETHIMAIZB SN | RERNTFEEL—PMEFTIKEN (Resilience ) FIREER , BIfEAR
SLERHBALURE. REEA., B, EIEERERRKIXLH TS TRVZNAIED , B TEESEENZAY
B, BERES MRS RIEIRERIEES.

Old Mindset New Realities
Signatures Algorithms
Point solutions Platforms that correlate and share
Fixed perimeters Adaptive perimeters
Ownership = trust Reputation services
Security "boxes" Security software, some in hardware
Security solution silos Security as an adaptive system
Manual policy config Security automation
Block and prevent Detect and respond
Incident response Continuous response
Protect devices/networks Protect informaticn

(B 1] 2R a3 (kiR : Gartner)
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SRIEFIREIGRZ SR “EhFRHE"

IEAN_EEmA , 2] Bt EET USHFR AR ER. Am , MOUEF BeiElsiIZ 2t A
BRM , XERE] BERAN—KER, Y7, 2HFRRESEIEEIZTRRG ( Ransomware ) FiE | JIEREIZRIGHY
BB, ERTERRIGIR AR 2,

&I, BEHRTARNSEIEN | MErET EWEERFRDTRABREL. HRUECHNSHFRATENR LA
f.

22015108 RITHORIERELE ( Cyber Threat Alliance ) Y "EFITTERIEIZELAINDE : CryptoWall 3.0 RIREBHSHT
( Lucrative Ransomware Attacks: Analysis of the CryptoWall Version 3 Threat ) ” 48 , CryptoWall 3.0 fI%I{EEES
HEEE NGRS 7325128, R —FMAE , CryptoWall 3.0 SiAE TN SHICTEIIE. BEREHRR
CryptoWall—#E | BIFEAMRIEIZRIM | SRR E T RERIAEIEUG 13T,

ME—AREVIRM | BVERIHFEHEHINAEF RANRA., MESIMRUTSRIFEMR (APT) | FRZMIERARSI
HEWERGEN, ERRTREEERETENRRN SREERYE" | BHREMHENEXHEIZRESS | BEREE
K. BTXERE  WENREERLEL LTS RNFRRIRELE#ZAR G

AhnLabRI#nFERHERSE “V3+MDS”

AhnLabiBidinREERTIZ- "V3 Internet Security (LATEIFRAV3 ) " FIAPTIBMNARRTTE "MDS” HIEZ) , BRUNXY
BEREM. VIETHHSMETZIRMER , MRETEEMMTANSEEAKIGNF=E# TG, TH  BTTA802
WS AR LGB ZREARYISE. YT, XHINES2SERTA.

APTIANIAEIRTSZE- "MDS" RILATERIESEWERAIAR B ERI AL AERRISE | AET AR HTEL R BN EXploit i TEE
M. B, MDSTERREFMA "IETRE (Execution Holding ) " INREREMNMICERIM. "EITRE" 2ET
REXHEMD ST R ATRIEARIRE LEZ S RIIETT | R BEs A ER P ENITERITA.

Bl , EATEREBTHRERT LURRIRD LE AT SEROFTEL B R IR BASE. BR. FEXHS | FREdEa 0 | HEF
WrEESE  RAREROHFRRER. SMDSHIDHTERAE IR , RERESTRRES BB DTS
R, MRSIERAEREE , NSRS TRERRIFRFIERERIZX 4.

Execution

Holding"

Ahnlab
MDS

AhnlLab
V3 Internet Security

Ahnlab
MDS Agent

(B 2] AhnLabBhZARMENERIAES | MEPERIRRRENE
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RIONERTHIESEGIRE , GEREWEEREiRA. AELLXFE X TimmKE: , AhnLabigiT "mm<einE

( EndpointSecurity Hardening ) " ##BR75% , & AREMHROFHRENEIIESKANEEIAE. KFRMINERGEE0
fREMRAZ- "V3 Internet Security 9.0" | IBERGAIFEN R RENBN T S8R5 Z- "AhnlLab Patch
Management, APM" | itENliIRRBIEEH#ERTTZE- "AhnLab My PC Inspector” £,

PRSI R NESR AR
FERETT RIS
Anti-Malware/Host FW/HIPS/Device Control

- V3 Internet Security 9.0
- V3 Net for Windows/Unix/Linux Server

0

W

BERSHFNOSfice. Adobe, JavaSHigEF
B NRSRA |, FEERFHFIOHNT

Client Management Tool

AhnLab Patch Management

2

EEERFREIR S
REiRE

Security Control Assessment

My PC Inspector

(E 3] AhnLabRIShZRER(HIBRIEES © &L RNE

BREH : ARTIAPTIEFIZFIR (DRI SRS

ANTIRTBHHAPTIEFNENZR(E , 511 T AhnLab MDSFIV3 Internet Security 9.0, #&27E201553|i# 7 AhnLab MDS ,
ZIEHE20165F5|# 7V3 Internet Security 9.0, BIIMDS |, {RRITRNATREX M , HIRIASEIRE. RGBSRV IRER
BEEIEERY | TeRERFIRENRZ 2.

ARBNZERABRARE : "B5I#HAhnLabRAEIRIMDSFIV3fE |, FAIMEIZRIRAAIEENEAE T BEH. M HEIRE-MDSH
PSRRI - VINEMREE., THE | AhnLabiEEMNEHIETITARSHIER | i1DecoyiZifiiA%E. FEIt ,
MEREHAhnLabAUARFIIRSS.

FEENESFHMDSFIVIERIZ L |, i —2H18E © "B LA ZE BRI SERF IR E | FebfuEREyEE. /U
HE | BUEEESERE , XD T AR RIFTIRNRIRE,
AhnLabRbiS{FIPES ( Endpoint Protection Platform ) fkHg

RELEETREBR , WF/UARIBKOFHANSHERRAFIERAZHEERRNRERINRSE | REES 2B
1, Gartnerth3@d , [REARFEMFNLZERATZTEMEIFNLZLEN  LAER "BENTE5EH ( Adaptive
Security Architecture ) ", LUFENERBRIERS .

AhnlLab 4



AhnLab Z£H7)2016509H

m - Prevention # Detect & Respond

Enterprise Mobile Management

Vulnerability Assessment

[ Security Control Assessment{AhnLab My PC Inspector) ]
[ Client Management Tool(AhnLab Patch Management) ]

[ Encryption (MDF) ]

[ Scans for personal information and prevents information loss ]
(AhnLab Privacy Management)

Application Control
Application Control +_ _+ (AhnLab TrusLine/

(Analyzes all ﬂes & Process)

AhnLab EPS)

I Mobile Anti-Malware(AhnLab V3 mobile) ]
I [ Anti-Malware/Host FW/HIPS/Device Control(AhnLab V3 Internet Security) ]

| T ) ) -

| I Endpoint Detection and Remediation

R ?
| lm————— — — —
& LX)

Sandbox Analysis (AhnLab MDS) ’

[ 4] AhnLabfIEIERZSZE

AhnlLabJisk Mm%z e ( Endpoint Security ) FER#R#tE ( Product provider ) & AEMEMBEIR ( Threat
Intelligence ) FIFE&IR(HRT ( Platform provider ) , EEENLZ LS HE , AhnLabIEHHIBESERSMAGE , HAM
KREDHT (Analytics ) FlisH= ( monitoring ) XA, 5312 , 1§ "SLHlZR2" EIAhnLablIEEES |, taBFRANSHNE
4eit, AhnLabRIB1RZEMN L2 ERIERIE ( Lead time ) [FEIR(EK , STHmIUFNNEAL ( EDR , Endpoint
Detection & Response ) ARRREKREEF LS.
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ZFAhnLab

AhnlabfIRIHEREAFIRS A MTHESSHAHFBRNZ2TEK , BRRNIZFISESY , AT AREERITE— N T2NTEIRE,
IR/ UNZLES | SESTIESNERTRSE RS SIHEHRERES M. BIRerm. MERZEEr M. MEZ2IREUR
HEIRSS.

AhnlLabB2FEHE 7 Hiziti , ESEEKARERERKITSERMX.
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