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EZ=tE . “$how me the MONEY!”

$how me the MONEY!!! fEXEARBISRIAFEMnet B IEE ASEMRAIHIp-HopE/ AT B |, tEARIENEE—RIAYI
"ERRAE" RGN FEE , MER—OIEHHE T REATHSRTAISR. REFZETF  ILEIEN LREIR" &

BER "eREL . R REEHAZRTHSERGNERNR k.

AT RSF L HARONERRIEERE TG | AR X LSRR HME RIS FITah 73 %,

BAEMZRMER?

A0 (Encryption) , RUSRMSHIE LN ZREIIEEEIE | EERRNABFERE T CNENER |, BEANBENTTE D
REETHERNRE. 1

— Encrypt Decrypt
Plaintext & Ciphertext & Plaintext
Public Key Private Key

(B 1] HEinEnERdE
FIEINZAEARTEN (B 1] fror. XYREEABXASXEESETEF R AT ER (public key)i#tT4ME , NAERME. ZIIiE
HOEISIENMRE, MEISIE/REERERAAEIR (private key ) |, ZRERENIERAIEIE.

NENERREREEXEESEAIRDENAR. NEREANENEATRIEERNTAN. NEEHI<EL. BEE
BER , REEHMNEMA AT EIRF BT,

==
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B2 WRHEHRZTEXRE=ERFTINEE  XMSKARE. SRENNBAINZSIENE e RERIEEER
ZEENEB SZREASRAIBF AT EF BizdE. EERERFPWSIFAANZRARINZETRH TS,

XMSRERE=EF ——THIERZBERMA. BLt , SFT Bt ZERr  EXNESHESIRNAITS  BER
BRTH. Bt , BXMEFSRIERRMG. MXFATERENIZTHARUTHFAR , BLKaRA "SRRG

(Ransomware = Ransom + Software)” ,

HREMINZRFERMIERZEM AR ? RIAE | HRVANEIEENERER. ENTRFPNERSHESAEE. S48
MEREEEAXD  EENTHRENRTEREELR 0. HERTMHIEEREZZHEMILL. MBS , S2EENSH
& BRREEESEERZEREAEEN. BR, SORSHRVEINESERHEEFKELENKETR. XAJEREX
TBEFT | BIRMNESEULMSEIREZNT  JEATLESESEEETTES |

2016FRMAEBHTRM

fEAhnLabZ 2R L (ASEC) Fit , SERMBIMARRABBRFFARHITS2Y , ZEEDBIRE—FERM25T , 5=
FEEM27Y. 2 (B 2] EFBERRECIRTIRIENESZ2RMER. ERSRRNSHRNMGT , JUBERSES RIS
R, IREENETERMUBBIRE D RAECRANEIZRRY | EHERETREES.

LEAS20155 |, 20165 ¥ FRiRIBRYIRRREE, MERRETLIBEEIE. B2015FEEERNELE (Cyber Threat Alliance) &
1709 BRI ERB RIS - CryptoWall 3.0 BRI (Lucrative Ransomware Attacks: Analysis of the CryptoWall
Version 3 Threat)” 1148, CryptoWall 3.0 FEEESHFSEERMLITHRS 73.25(252. AEI—FAIRIE , CryptoWall 3.0
MARE T ZHYICTRKES.

W FEERIAT B A HAES RIS | MIREER S EE DD BATBRMEEE, BEE | EiREEMEADDridexiy
FWEB RN T ERSEHFWEIERE. TEEI T BITERRIGIRSS (Ransomware as a Service) NG RAIE#HERG , R
BY(—EMNER , fEEEZ N ERIERINEEN—FRTIIRS.

Ransom32 K‘:;“;‘cg)" y  CERBER i 7 TrueCrypter BadBlock ~ ZCryptor
2016.01.01 AL ne e 2016.03.07 2016.04.27 2016.05.24 2016.05.26
| CTB-Iodter TMSA'T TeslaCrypt TeslaCrypt The Invisible
for Web (5aMas) 41 4.2 Empire
2016.02.23 2016.03.17 2016.04.20 2016.04.28 2016.05.26
Cryptodoker it Teshacrymt CryptoBit Alpha SNSLocker CryptXX
2016.01.04 i 5A 515 2016.04.20 2016.04.30 2016.05.20

) | | |
TeslaCrypt Locky DMALocker

30 Ranforiae 20160522 2016.05.06 20
2016.01.12 2016.02.16 o B 2016.05.19

| | | I | |
Magic PadCrypt KOVTER En ’T";::gg;: g

2016.01.13 ‘ 2016.02.14 2016.04.15 2016.05.09 ‘ 20160518 2016.06.03

| | | | | |

| |
Lechiffre UmbreCrypt PowerWare Jigsaw CryptoMix

2016.01.16 2016.02.10 2016.03.25 2016.04.11 2016.05.09

‘ = ‘ T [Eeesd ; &) ‘ | |
i DMA Locker [ :
Y =N Coverton CryptoHitman CrypRen
i e 2.0 2016.03.26 2016.04.07 2016.05.41 2016.05.12
2016.02.08 ‘ ‘
N __B I g S |
HydraCrypt NanolLocker KimcilWare Rokku SHUJIN
2016.02.03 ‘ 2016.02.04 2016.03.30 2016.03.31 2016.05.12
[ |

G @ &

DMALocker TeslaCrypt 7ev3n

(B 2] 20165 RIAIENZIR

2 BERAHERH20165E6810H
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RI%F ? TeslaCrypt (EEEHREILESITH

7£20164F , TeslaCrypt{BZAR =i HI, TeslaCrypt2CryptoLockerfyasfh , $tXIFAF T EN P AUER S TRER, &
ERNS IR (Exploit Kit) , RAFARIBRIER FEEEEIEGRAENNLG , BEREEN (Injection)RIE{T-HAIH
2, (EtHINSFIFREFHMAHHHEE &) avaScript SUHEERIZ .

m TeslaCrypt 3.089%17%

TeslaCrypt#h ERG B EFIRERLLKR—BEAMALSR . SF1IBHI T TeslaCryt 3.0MA, 52.00EFEHNE  XHNEETE
BEZHT "ox” [ TTT"  "Micro” | “mp3" &, 2RI 7 EFHBHHHEE T JavaScript3{4aITeslaCryt# R
4. FIFJavaScripts3HAUERETS T EEEFI FfELocky I ZARMHERE | SR T —1IXIK. TeslaCrypt{EE NS E FFE AR5
BRETHNER.

n NMEMIIZESGERITeslaCrypt 4.0
SEIRG , BHITeslaCrypt3.0FFAABXHEI T TeslaCryptlIEFiZ#MTeslaCrypt 4.0, TeslaCrypt 4.07EMNZEEEAME
BRI, ABPRER T ERER. BEEIIAXHNAERRE , A HREIHRER,

m TeslaCrypt R4 1E

58188 , RETEEAREINEE. TeslaCryptBhRIRKMHHEERALNH T ERBREEE , HA/NARER. SEEXHFN. €2
AFESETHNREERBERZEE @A TeslaCrypt EE B RIRHBEZR. WREINIRE TeslaCrypt{FE B E IR 1H
TeslaCryptEh 4R ERRZZE. 10 (B 3] Fimk , TeslaCryptiEN RS EEERFANTT 7 EMEZE, HEWEEH
WatmfE  ITEREATNAMEIERREZHHE T RZiiTeslaCryptiZEi TH,

Project closed
master key for decrypt 440A241DD80FCC5664E861989DB716E08CE627D8D40C7EA3G0AESSSC727A49EE
wait for other people make universal decrypt software

we are sorry!
P—— ; B
S @ € 3 moigictdonen clo.- » =

Project closed
master key for decrypt
440A241DD80FCC5664E861989DB716E08CE627D8D40CTEA3G0AESS5C727A49EE

BloodDolly Decryption software
we are sorry!

omricad beepngeemputes com BloodDody TedaDecoder op.

[E 3] TeslaCryptEEAFFEMEEA

2016F I EBL I RAENZFRE “Locky”

20165 ¥ FHRATSHERREGET FLockyBRKt. BEERE , BFRGIERECAEERERISER, YEALocky
FFAMSOffice (U RINEEEERS | TERBUE B FHAMAHEETEERERNIWordXtE, NSEIFEIRIE , FIFE
JavaScripty {44 EHEIERS. IBREEI , FIRBFIMHEREREDyresk DridexfUWEEBIBIIAN T Locky i, ZEIE
£ , FIFEBFHMEE & )avaSripty MIHEBREERGHEAKENBHESR | SHEHRBRSRELTKED A7 BT
JavaScript3 MR R EXE.

B iESIRRERCerberfh ZiR 4

SE3FYIARMAICerber# RS RFITENANENER |, BISIEERIEREAF. Cerber#MFR KGR ENESNAIEIRIK
%, ESBESITENERSHIHERERS. SAPITENEEBRE RIS |, NBaEHENTENHEAZ 2B, R
ARUEEEXEDIHTEN , WESHAHRRENSHRER  ERAPXTESNRNMER. ZBRREERT
Malvertising 5= , BNBIIEBRENS SRS E0Flash 3 HERERNRG. H | I EEIRZ( R T Nuclear Exploit
Kit, #EES , EPEIM TERIEEEIY RaaS(Ransomware-as-a Service)75TiIRSECerberZax {4,

AhnlLab 4



AhnLab Z£H¥)2016507H

TN Y X

crossnco. QMUY U288

CERBER

Your documents. photos, databases and other imporiant fiies have been encrypled!

To decrypt your fies follow the Instructions:
1. Downioad and Install the «Tor Browser» from hitps./Mww.torproject.org:
2. Runlt
3. Inthe «Tor Browsers open website:
http.//decrypttozxybarc.onion/ I

4. Follow the instructions at this website

FIEL:) Lo wim -

[E 4] Cerber#hZRAR(ERERFE

IREMNZEERMaktubEhZEER 4

SEI/RKIAIMaktubR—FREZRIF. MaktubRIFIARFHRIETRANAIES "maktub” , EER "XESIFHI(This is

Written)" giE "XEapia(This is fate)” . B , —REMRRESIRIESHHITINE | ﬁ'ﬁMaktubEJJ??MﬁF%Eﬁ‘EiﬁZ#
1748 , NTREINEERE. INES AR RE 2REHAY,

70:04:01

HELLO! {1}
We're very sorry that all of your personal files have been

encrypted :( But there are good news - they aren't gone, you still have the opportunity to restore
them! Statistically, the lifespan of a hard-drive is anywhere from 3 to 5 years. If you don't make
copies of important information, you could lose everything! Just imagine! In order to receive the
program that will decrypt all of your files, you will need to pay a certain amount. But let's start with
something else...

[E 5] MaktubB)ZARHRERAE

FTERTE R AERBESAY “Petya” F1 “Mischa”

2016538 , BT —FEA "Petya” HIZMENIRIMY , BITEBFHREMHERE, PetyafIEMBRITHMBEREAR , BRT
INEZERLRBHI , RKERHETSISK | BHEERAEIET5ISERFRIEEND  SHEKERENMNE , FEd
TorlBZRE AT,

$99%

udu
u$5Su
*G95%uugss  955uuggeo=
*9999999%  =9959959=
uSﬁGSSSS%SS«%SSSu

uuu S9u$ $9 uuu
99999ugudugss u9$9%
*595959595= uuS$$$53
u§$99959959uun 995595
§999%x%$9559$9959uuu uuS$S$$$$S$“*S$$~
*x595599 S

e

u$$5mlu$3$$5$35$ullo**$$5$3$55$$$uu11535
$999999

e #x55999999999%

*59558x *x§558xx

959% PRESS ANY KEY? 5995

[E 6] Petya#hZRAR{(FEERFE

58 HIL Ttk PetyaliBENNRAIMischaBh ZRER 14 . Petyaib?EMfF,m%ESzmﬁfél X, FEEMNERLEHE.
Mischa#h A I FENNZEMBRIIFAFEIRH R LUSE— . BEBSHBMHEHITER , FSRHF RERE b RISEE,
HAFEITEBRSISUYRT |, 2R “%PL&F‘&%J(User Account Control)” &, HIEAF EEEEEZZEFERE
RipERGR, NRAFIEE 2" ,JLJHjiju'—ipetyaib?‘w#ﬁHE’\JEE'“??E'!zu%ﬁiz% "B, XS EPIT BRI T
&, MischaB =R LABIER Z RIS ZRGFIPetya I RV ESHR. BifiBidRaaS(Ransomware-as-a Service)iy75
AMREE , FSEETHESHEIRIIHEETIRHE DK,
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[E 7] Mischa#hZ4 4N MBRAYFRE

L

(E 8] i@JRaaSiZtAIMIschaghzZit

RIESRREMZFRGE “CryptXXX”

CryptXXXTEA B ENREAIE 2T, EEBIFIAFlashalIERRAIN SEs I HiER (Exploit Kit)&iE, EEHEMNL S
HRARKE T M7 5K RESZE Crypt XXXEI R IIERIS S | FHEMESZEE . AMESA+a , I T CyrptXXX 2.0
IRA , EEZETAELY. B , REHRENZEMRARNIKE TXHTCryptXXX 2.0MAMNEZE TR, 5BXK , CryptXXX
HEEBZERHBERZET3.00RA |, IWREFNEEBNMEN T HEREHRENRERER. ERX—IRANEHERR
HRBUFHIER | ZERRGRANBEAGTEEERE, AbRETZEFNEXNESBREEIBRESH. X
It CryptXXXBWEE A T RRIZSEIRESL R 1 3.1F03. 2R A,

68%] , TESHEG B ML HEBIEIZRIEEDECryptXXX 3.0, FIFFlashFIERHEEREI SEECryptXXX , F
P s R EE e M BB A BB AINLS | B %% CryptXXX,

—RRit B PINITRBAEIER M ?

EEES, "Whoami” fi, BIXHFNEFE. "RE—TRARTER" | "ATBESEECHIHENEER  RANREREH
FEREFETHAREFRRERSSHEAN  ARTREANZERE" . ESIHNNARFNRERRLRE  RRAFEREEH
AEERIA |, XRBBRMERS. AL , NRERBFLTEEZEHIBEE | B SBANERFPTRIOAMERTA
i, BUEERREF RO SZRRNAHRREREREE., Eit , XA T REERIPKTAIRE, RITSHEE

—8 , XEMRERZERAFRRZETNERUEN , RAEE ER LRSIz A rIERD .

SMARRITEE R | (RIFPRFPERETE
1. REEFRERFINARER LSRR ERR
2. KENAHKERABE N ERNER=RMHIIWindowsee B
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BRIFERIELSMIEMN LSS , 20Edge. Chrome, Firefox&
{EFRSFMRAYIE, java, FlashZigRs

MEFRELE , &IFMNITENIMBR)ava, Flash PlayEi2F

PERT RN EELUE | RERBEUESHERBNENFHERES
IERBE AR R SE

HENAZEEREFRBRLAIMY

t0IE | REMILETERGANRR

10. REREEFIFr ol SeA9eE FHBAR 4

© o N o v oA~ Ww

LR ECE RSB HITEEIRE | IREHMENAT. NRBEERIXETITEEMERAIR | BBAREMIT K
BNEEYIRE" XA AR AT RAIRE. XOLLERERNREWIRHERAER , Aok ERIMNIZE
A BEIARRERION "SiEE0n" XA,

SEFR

1. KESFSTAML S, BIZIME Top 6 http/www.ahnlab.comy/kr/site/securityinfo/secunews/secuNewsView.do?curPage=18&menu_dist=2&seq=23631&dir group_dist=0

2. bR EETRENERIG | TR TEMELRE htto,/www.ahnlab.com/k/site/securityinfo/secunews/seculNews View.do?curPage=8&menu_dist=1&seq=243408key=&dir group_dist=&dir code=
3. Ths : 1809 vs. BISCHIBIZRARIGNARIFSZE htto,/www.ahnlab.comy/ki/site/securityinfo/secunews/seculNewsView.do?curPage=&menu_dist=18seq=243378key=&dir group_dist=8dir code=

4. 2016FF—FE , BTG WLE ?  http,/www.ahnlab.comy/kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=28seq=24838

5. EhERRG | EREWPLLE{L ?  http/www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=2&seq=24838

6. RIEHITRIEIZRLY: | TR | http/www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=24288

7. Criminals behind CryptoWall 3.0 Made $325 Million http.//securityaffairs.co/wordpress/41642/cyber-crime/cryptowall-3-0-325-million.htm/

8. Lucrative Ransomware Attacks: Analysis of the CryptoWall Version 3 Threat http.//cyberthreatalliance.org/cryptowall-report pdf

9. Locky ransomware, disguised in Word docs, latest from Dridex creators Attp.//www.scmagazine.com/dridex-actors-likely-behind-vicious-locky-ransomware-strain/article/475420/
10. ESET releases new decryptor for TeslaCrypt ransomware http./www.welivesecurity.com/2016/05/18/eset-releases-decryptor-recent-variants-teslacrypt-ransomware/

1
12. TeslaCrypt Developers recommend TeslaDecoder to Decrypt Files htto./www.bleepingcomputer.comy/news/security/teslacrypt-developers-recommend-tesladecoder-to-decrypt-files/
13. What's cooking? Dridex’ s New and Undiscovered Recipes https.//blog.fortinet.com/2016/03/23/what-s-cooking-dridex-s-new-and-undiscovered-recipes

14. Group Behind CryptoWall 3.0 Made $325 Million: Report Attp.//securityaffairs.co/wordpress/41642/cyber-crime/cryptowall-3-0-325-million.html

1
16. Ransom32 — look at the malicious package https.//blog.malwarebytes.org/threat-analysis/2016/01/ransom32-look-at-the-malicious-package/

=

TeslaCrypt shuts down and Releases Master Decryption Key http.//www.bleepingcomputer.com/news/security/teslacrypt-shuts-down-and-releases-master-decryption-key/

[

. Antivirus is Dead: Long Live Antivirus! http.//krebsonsecurity.com/2014/05/antivirus-is-dead-long-live-antivirus/

17. Locky Ransomware Installed Through Nuclear EK http.//researchcenter.paloaltonetworks.com/2016/03/locky-ransomware-installed-through-nuclear-ek/
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