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HREEPHH LB EES LS

2000FHIFH A EEF N EE RTHI S EMIRIERIERIME. 2001578 , EEREMILAETH CodeRed $FR5|
20 DoS k. #EME20035F1H25H , K47 Slammer $EH5REANEEAERS | iZBHEFRA "1.25KEL" .

EE
EREIL HE HE TV5Monde HNHE
DDoS Kt 3.4 DDo$S i 6.25/EW T RERS TR TS SIS
=E #HE i GiEava ! BRI ESES
Code Red 7.7 DDoS ¥k Saudi Aramco EZH Havex Z2EUM HEREALKIN
2001 2007 2009 2010 2011 2012 2013 2014 2015
e PR 8= s= =
1.25 EEERIAEL B RZEBLES T 3.20 REIHEE BT Ee T ERSIBTRERE
(Slammer) (Stuxnet)
BEET HE BAE =R
BFMuGESEDDoSKE  HERITMBES NG HEWEZEE BNESEEWE

(B 1] HRFEHSEMIRIEEZIESMN

I SRR BRI KE B RN 2000F HEHIF AL, 2007648271 |, Zi2/EIL ( Estonia ) HMENEEMEE
MIRIE , BiEES. SN, BIEBEOAE. RI7. EEEFERRIESFEZE DDoS Wi, WAKNESH T EELKNNES.
BURFHKR. R17. BahBEFEDBINENMNERRRRER 7 KIA=FREE.

2008F6R , t8&FH L ( Georgia ) BUFMILES 7 AMER DDoS W , BEATEIFEIS2/NET1558 , &IK6VNET , S5
BURFRG, EZRRITEITSEEMuL24/\T RS,

20105 FHAHIL T AR RAESHIRSBBISNE , MEFHIHSEMIRENERNE. &ANKNSEHZ2010F68 KM
Stuxnet f5&., Stuxnet IFHFS (BRI wE ) SHFR EENE N ITUEHRARSBIAMERS | 2R AT
windows ZEZEHIFGI JF SIMATIC WinCC REERI7 N TG, 15BIR XTI 1FAFRY SIMATIC WinCC iz S0E
K& (SCADA) RGEH{TINE. %S E201059 HiEpRRIZFAuGRES:,

BRI B — N SR HIE 201 26 MR HMAR AR Saudi Aramco IS, FFESH27H |, HINRE YRI5
IRRPXS AT (RasGas ) ERWBMELEM. 20155 , BR=RMNEXRELE , SEMNT LHIRERBRE ST,

MEESR=FEEH  REATHURE. MEMEDRENNEKE  SH—RHRNEEAME  EEBHZEFER
K. BAEEEH—MITAREERNBERRERERENER  ERETFEREBIFLLS S, BIREME. M REBAG
4b, EF6R | F=ERMTABNMETTENREFES DDoS Wik , KTt KRGS VG , SEGBIE 1,400 A9k
BEEETD. XESREREIMEATH BRSNS E.

(B 2] #ERENENEALRELERETF (kiR : SecurityWeek )
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15 EZEEBME TV5Monde BEIMEREMSHAZRERERTEHIKAS/NTIISEYG , LIeJBNaBRES N
03FHEFRRTNEAEMNBERRESN | ZINNEPRIFTERHESH | SEAL/KIBRENESM | <EER
ZEBHFRUERESRHE | I REMIRIEAIIE S M UEHEER E,

ARG SRR BRI SR EFRISLE

ERTER R AISEAIS | MR SR =M RSB Saudi Aramco #HEEH , THRLIREII TS EMISENREHFI A
APEERHFIIRE TS,

1. ER=BMESEEWE

20055F12H23H , B5=HJ Kyivoblenergo KEILKERRR , SHEXRTFARISHFHAINNHFE | ERLISH M ERE
FaA—FREE., XEALIUKERSHFBHIMELRE. BIMESE=FAZMBXAY Prykarpattyaoblenergo &KFEIAHALET
B, AESEAEEESES. EERERRAALTIRE , TEALBEEE. FRE  EIRNER=EREEHBHRIWRIE
FESRHURE T WERIREAYRT BEME.

MEESHNE R SRR EFREY  SERFtFREFAXRE. SF1A  XEELIREMAE  SR=RIFESEMH
EHMNSBKEIERRY , SAL8AAH THIMEXOHRSE. RIFXIRE , MEECHEBRITBNREIREBAERFFHIE
BXER  FFRTERIEM (Firmware) EMUF A EREER EBHT 7 IE.

SRR , SANS ICS HAFIEmBATRRBRUAT Eset TR , DRIEFFRAIEENE ( BlackEnergy ) RIEEIREGA
BIIRR. B, FESHRE—TARIRI2015F118 |, Bre=f CERT POEESF=1EG4HHEKNISEX BlackEnergy
TR, E, JLATEE , £33 =H BlackEnergy WM EEEHLBIRTTATH.

BlackEnergy HAERIAMENFHEEERM , CRERHIMAE2007F , HESHNM TREXARF A ZEBE
BOTNET , FERTFTENEFME , 34FEBRCHE DDoS K . WE , 2008FE/EE S BTG IS4 ERT
TR, RGeS, , BRIt s e T,

BlackEnergy SEEM 4 EHBHEERMR Dropper MILRHITEEITHNRBEBENIKNE THBA , HElE
FONTCACHE.DAT &34, 24b, mBERNBTHARSM Excel 3X#Y, 3 TFF Excel MHEHAR S RRLLEEEEN
“(FRNSE" %I, Z=EIME1T. RCIBRER— vba_macro.exe {4ZE%temp% 343,

Yeara! Lleit nokymeHT 6ye cTBopenuii y Ginkw Hosoi sepcii Microsoft Office™
Makpocu noTpibHO BKMUNTU ANs BiAOGPaXeHH BMICTY [OKYMeHTa.

N RMRAEYE

(B 3] FRESr=RMEERIEXCeSILAIZRIIRE

Vba_macro.exe X6l FONTCACHE.DAT {4, iZ3Z{4(h%Epk WinPcap FI#EX34. REBFRFEM3A WinPcap
RS

00 00 00 )0 00 00 00.00 DO 00 00.00 00
00 00 00 00 00 ( )0 00
6 6 49 B 3C A1 RSDSH gked * In+<i
65 3A 5C 72.65 6C 65 61 cEfp e:\relea
63 61 70 OF .34 SF 31 SF ses\winpcap_é_1

73 65 .77 69 6E 70.
30 SF 32 30.30 31 5C 77.69 6E 70 63.61 70 5C 70 0_2081\winpcap\p

: 61 63 6B 65.74 4E 74 78.5C &4 6C 6C.5C 58 72 6F acketNtx\D11\Pro
: 6A 65 63 74.5C 52 65 6C.65 61 73 65.20 4E 6F 20 ject\Release No
4E 65 74 4D.6F 6E SC 78.38 36 SC 50.61 63 6B 65 NetMon\x86\Packe
76 2E 70 64.62 (i1 00 00.00 00 00 00.00 00 00 00 +t.pdbl
FB 7D 00 00.F8 BB 00 00 D7 00 00.00 00 00 80 =} °3

[ 4] {R%ERk WinPcap 18304
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2. Saudi Aramco EBSBEWE
2012587150 , tHREANGHRATLES Saudi Aramco BEMBKE , KABZHENRFAERE. BXRME—ERA
"IEX Zll(Cutting Sword of Justice)” RIBMAEKILIRINEZMAIFTA.

We, behalf of an anti-oppression hacker group that have been fed up of crimes and atrocities taking place in various countries around
the world, especially in the neighboring countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and ..., and also of dual apprcach
of the world community to these nations, want to hit the main supporters of these disasters by this action.

One of the main supporters of this disasters is Al-Saud corrupt regime that sponsors such oppressive measures by using Muslims oil
resources. Al-Saud is a partner in committing these crimes. It's hands are infected with the blood of innocent children and people.
In the first step, an action was performed against Aramco company, as the largest financial source for Al-Saud regime. In this step,
we penetrated a system of Aramco company by using the hacked systems in several countries and then sended a malicious virus to
destroy thirty thousand computers networked in this company. The destruction operations began on Wednesday, Aug 15, 2012 at 11:88 AM
(Local time in Saudi Arabia) and will be completed within a few hours.

This is a warning to the tyrants of this country and other countries that support such criminal disasters with injustice and
oppression. We invite all anti-tyranny hacker groups all over the world to join this movement. We want them to support this movement

by designing and performing such operations, if they are against tyranny and oppression.

Cutting Sword of Justice

[B 5] XF Saudi Aramco KERY “IEXZ8(Cutting Sword of Justice)” AIFEIK

Saudi Aramco W {FERASEEREWIRI "Shamoon” & "Disttrack” , XFhEEHIIEBIREEEREWSEERSE] , ©
Beg=Z R Windows H2EFhAIEUREK A MRS,

Dropper

Wiper dropper

Reporter

64bit Dropper Internet

Wiper
Dropper

Reporter

[E 6] Shamoon EEK{HLEH

Shamoon EEHRA4HILEN [E 6] A, Dropper B{FRARBHIMERRITEMMBRREIRS , (NEEMMREEIIEEM
&R, BEHEN  SRIEIRMEHEIERIA | 17Bt=87 "Distributed Link Tracking Server”

[ e =l
General | Compatilty | Securty | Detais | Previous Versions

Propetty Value

Description

File description  Distributed Link Tracking Server

Type Foplcation

File version 5237900

Product name  Microsoft® Windows® Operating System
Product vemion 52.3790.0

Copyright ® Microsoft Corporation. Al rights reserv..
Sze 966 KB

Datemodfied  8/21/2012 10:15AM

Language Engish (United States)

Oniginal filename  trksvr

Bemove Properties and Personal Information

bosty

[ 7] Shamoon TEE{4HI Dropper ZHiBfER
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HURBIASEE R C\Shamoon\ArabianGulf\wiper\release\wuper.pdb BIPDBIEE. NFEFE "ArabianGulf” BJLISE
EE—MEEERKNENSRATEERY.

0 00 00

(
FToJi-yg
C:\Shamo
onMArabianGul fAw
iperirelease\wip

00.00 00 :‘.ﬁi 00 00 00 er.pdbll
0

00 00 00 00.
00.00 00 60 O 0
.00 00 00

(E 8] PDBERESHUSEF A

LT TEUEMBR Y | IXENRR S (drdisk.sys ) G#RAER , BEI— I XMHEFIR. IWE |, LA JPEG BRBERFRFENMEX
. E_}: , BEMER MBR FLAERRS , A “shutdown -r -f -t 2" &R, WEEREEESREINE  NIREWER
FEEER.

XU SERER SRS

EER , BfF Ahnlab ERREZRE 201652l , RHT "WEEMITAREREMIREZ 2" 22016
FHAURRENZ2RM. BE2016FFHARE T —FIIEMIRBHIGESM , 1 "SIMFEPRBITHRIE" . "BES
REMERETREIE" F5H.

HEBMIRIERT A SEMNERRE , BLEAREREINZERE., EERREMEE "R ARRTE" & "R2A
RRZEAME" FiFR. B RIBNRAASHREZRLZ LMK , ERRARBHWFERRE. XEPREMIRESZMK
FNREWLEBEI— B,

MEMIMBRIRM PR 2RIFHESEMIRNE , BAENZEENIUHNRERIE | E8 M RRETUIET. SWER , 1EH
RESEIWVAENRERE , BIET=ENEIIRNESERRNRZ 2R  FORHBRREYT SEEER Y. TERENREIN
MBREZT L. WARR. EREEERFTE—ENNE. —f , ERMSHRBERFH — TRRRFTECAREE., H
I, ATHLERESERE | I EERFHITEPRE , MEREEREIDL. XHFEEEEIHNREER. B,
J‘E—E%%E%WAVEF BREENNERERLR. BN WEEEUEAERENENEEIMAIHTSERIRIE , MEEFE &
& BEEF BBRREHSERIRIE.

- Data breach digest. (http://www.verizoneenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf )

- Analysis of the Cyber Attack on the Ukrainian Power Grid (https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf )
- B SR EPETRPNREELESR (http://gov.seoul.go.kr/archives/86261)

- EiHER, ERNEZLEEIR ' (http://www.bai.go.kr/bai/index.do)

- Kang,EnSung, "M BEEHEEZA? (www.ciokorea.com/news/25437)

- EEELTZSLEB 'Sector Risk Snapshots’ (https://www.hsdl.org/?view&did=754033)

- http://www.securityweek.com/hackers-broadcast-porn-tv-screens-brazil-bus-depot

- http://africanspotlight.com/2015/08/08/hackers-broadcast-porn-on-tv-screens-at-brazil-bus-station-photos

- https://monthly.chosun.com/client/news/viw.asp?nNewsNumb=200908100021

- https://en.wikipedia.org/wiki/Cyberattacks_during_the_Russo-Georgian_War

- http://www.economist.com/node/17147818

- http://money.cnn.com/2015/08/05/technology/aramco-hack

- http://ru.tsn.ua/ukrayina/iz-za-hakerskoy-ataki-obestochilo-polovinu-ivano-frankovskoy-oblasti-550406.html

- SANS : https://ics.sans.org/blog/2016/01/01/potential-sample-of-malware-from-the-ukrainian-cyber-attack-uncovered
- Ukraine CERT: http://cert.gov.ua/?p=2370

- http://www.mta.go.kr/policy/its/management_sign.jsp

- http://www.ittoday.co.kr/news/articleView.html?idxno=42719

- https://securelist.com/blog/incidents/57854/shamoon-the-wiper-copycats-at-work/
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