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SIRIERTIA , RIS RRE IS ENR AR E. (ERIIAIINET ISR EH M EN R RIS,
A, EJJ%?E’M’—?ISZEEZTE',&{US‘f’ﬂﬂ“’fiﬂ’ﬂlﬁzfﬁﬁé‘ﬁ 201555k , HELT—AY “SamSam” HIEIRIMG , FERHNIGFHE
EEPRERNESNMARRE. B Eﬂﬁﬂ#lﬁlii%ml_l_ "PERFIE " B BB AR R R U SEFERY . T
“SamSam” FRREMEATTH JexBoss iFiE. B RRIRS SR L , ERER—MNE LEERIEMTEN L.
RENEEEXHMER |, £/ HTML XX4E %Dﬁﬁ)'—“'SZ#E'.%EUJHﬁ.,

£ Ciocumerts and SeflingswDefzult UsertDe skioptHELP_DECRYFT_YOUR_ALES_0, hitml

6 CDacumants and SetingsWhetauli User#., | |

##hat happened to your files?

Al ol vnu n orta t mes en crmed th FEA-2048, AS6-2048 is a poverful cryptoarachy alaorithn
For nfo ikip
at(cn(lnn Dnr\ l rananu ar edi ( nncryntad iles because it will be inpossible to decrypt your files

#ow to recover files?

R3h |5 @ asyanetric cryptograchic algorithe, You need two key

I-Public kev: vou need it for encrvotion
2-Pr ivate you need it for decryption

5 you need Privats key to recover your files
It's not possible to recover your files aithout private key

#How to gel private key?

your Private Key in 3 easy steps:

© Vou nust send us tne Bitocin for cach affected PO to receive Privete Key.
Stes2 After you send ue one Eltcoln, Leave 2 cownent on our blog with these detall: Your Bitealn transaction reforonce + Your Conputer nans

<Your Conputer nane is:YWIPSP3KO
Step3- Ne will reply to vour comnent with = decryption software, You should run It on your affected PC and 2!l encrypted files vill be recovered

<Our bloa address

<Qur Biteoin address:
#Hhat is Bitcoin?

[E 2] EXMBEPEEHM=ZR HTML 324
AhnLabF=Re] LG HHENZRZG "SamSam”

<V3FE=Emighia >
Trojan/Win32.Samas

<AhnLab MDS i2li&>
Suspicious/MDP.Create
Malware/MDP.Behavior
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KBANETTEAT EREEMET EMEREREEEEERES (Hospital Information System, LITNEFRAHIS ) .
HIS BEERAENIS |, SAEEZTER. BREE. USEE. BEEERSMETE {%{E%i—% TEHZ , "BFRH
( Electronic Medical Record, EMR ) " | "EIB{E#ZRS ( Order Communication System ) " | "BEfF s/ ESERER
% ( Picture Archiving & Communication System, PACS ) " g HIS % ORFMEBENHRER | XERFEER
HIRME | XAiE BT,

(B 3] EENEREERR
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PACS RNREEREGRIZENRS  BEMEFFGIRE (BIEMRL, CT, X-ray &) FENEGERRFESX , SFE
RHEE—ERRIN T B RRIERER. CEESEENATNESRRE—E. At , B\ HTEREENEERR.
Boh WEZZERIZHBREENSRERAASE , ATHETRENLIINIESR  WEHNEHEEBREE. BE
PACS EFFGERBIIMBERTFE ( Network Attached Storage , NAS ) {717 , SIREERMHNRLERBRILRNE
FimRSEXEHIEHTINE , EENER—WESRFRSOEIERE | SIEMRRTRRIRNE,
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/ \

| er )
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[E 4] PACS R&GHEEE

TFETE PACS IRSBEBRHNIEFHGEUIERBEERSIF S ( American College of Radiology , ACR ) fIsERESHIEH NS
( National Electrical Manufacturers Association , NEMA ) BB S ZERSIETENEZ & i5/HE , BILL DICOM
( Digital Imaging & Communications in Medicine ) XA FHEIERE. XHAARRRTEGHISHZIRIRE | T2
SHEEAEIX (Transfer) . #2fiF ( Storage ) Fl#H ( Display ) RIRWAMRENIE. RIBFRENE , #&EET DICOM iR&E
B8 MEXNEAERENME. F. UESEPAGE. NRXLEERHERENZSHLRINE  FTELSHEATEN
BR. REASEHEME "KENESE" + , aLEIERSEATNETEERMEARER. URXEERINER
BRORANE , RIE AR RS EEE R feBHER,
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oot o5 Bedy Pat Eanined THORAX
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[ 1A Detecte Brvang w,
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[E 6] i@id DICOM Viewer EEMEFS% (£ ) 1 DICOM Tag REFHNISMERER (H)
* E& : http://www.codeproject.com/Articles/36014/DICOM-Image-Viewer )

SR RS SR RO ENZRER  ?

7T MNFFESHRIEIZR M, AhnLab FFEERIIBEXSHMRRELMETETZCHER. B SREMIBNARRTTZ-
AhnLab MDS #9 "iZ{7{R®& ( Execution Holding ) " TIREAMXAILARIXSEXNRIEZIRG: | IEAT ARG SHFA0ZRENZREN 4,
FCE , AJLARA LRSS T3 ( Drive-by-Download ) K.
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JBE(T{RE (Execution Holding)Thi
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[E 6] AhnlLab MDS B9E{T#RER ( Execution Holding ) T&g

Ahnlab MDS 8y "iE{T{RE" IREALURZNMXERIEIZL , MTIEESTHRREARMAEESEHRXHREE
17, BRRERE | (XAFFIEAESENXEGET. BRKE "SamSam” TEEF BRFERSSBORANGIRSSS | E41
MLERImIEIT Trigger T MZIMERX. WEREFEA AhnLab MDS BUZITREEINEE , ATLATB#IEL4EINEANEE
IR BRI,
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CYBERATTACKERS DEMAND $3.6M RANSOM FROM HOLLYWOOD HOSPITAL
http.//www.hipaajournal.com/cyberattackers-demand-3-6m-ransom-from-hollywood-hospital-8313/

As Ransomware Crisis Explodes, Hollywood Hospital Coughs Up $17,000 In Bitcoin
http.//www.forbes.com/sites/thomasbrewster/2016/02/18/ransomware-hollywood-payment-locky-menace/#1dff2c6b75b0
Hollywood Hospital Victimized by Ransomware Locky Spreading Fast
http//www.ktvn.com/story/31274059/hollywood-hospital-victimized-by-ransomware-locky-spreading-fast

A Hospital Paralyzed by Hackers
http.//www.theatlantic.com/technology/archive/2016/02/hackers-are-holding-a-hospitals-patient-data-ransom/463008/
XA R AT

http.//techholic.co.kr/archives/51555

EE—ER , ER=AMEEERIRGIRE | BT REIREH
http.//www.boannews.com/media/view.asp?idx=500528&kind=4

REZREFTERERKATIRIER

http.//www.boannews.com/media/view.asp?idx=50174

FEERZIBRRGLE  REINIRTT=E
http.//www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=18&seq=24661

SAMSAM: THE DOCTOR WILL SEE YOU, AFTER HE PAYS THE RANSOM
http.//blog.talosintel.com/2016/03/samsam-ransomware.htm/?m=1

Check Point Threat Alert: SamSam and Maktub Ransomware Evolution
http.//blog.checkpoint.com/2016/03/28/check-point-threat-alert-samsam-and-maktub-ransomware-evolution/
RS ERRRNENG | FFEIZMG "SamSam” AIHI
http.//www.boannews.com/media/view.asp?idx=50117&skind=0

SamSam I 9REERF RV AIE X ERNZRER

http.//www.boannews.com/media/view.asp?idx=50198

Samsam may signal a new trend of targeted ransomware
http.//www.symantec.com/connect/blogs/samsam-may-signal-new-trend-targeted-ransomware

No mas, Samas: What' s in this ransomware’ s modus operandi?

https.//blogs.technet. microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/
Evolution of SamSa Malware Suggests New Ransomware Tactics In Play
http.//researchcenter.paloaltonetworks.com/2016/03/evolution-of-samsa-malware-suggests-new-ransomware-tactics-in-play/
DICOM Standard

http.//dicom.nema.org/standard.htm/
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