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1989 FHIM TPC Cyborg Trojan (AIDS ) , EfE&/9)oseph Popp. ZFERERRFAUTOEXEC BATXHRISIER SR
REL , —BRREHREVAFIORET , REMENNHEEHINE , SERFELEEERH. AfF  BRSRER , BRAE
FRSEFIERSH] , BRAPMES | LIRS, 8iEWikipediafJit Bl £BXANICRIEARERASPC Cyborg
Trojan/9sx#IRIENZER ( Ransomware ) ,

2005F HIAIGpcode M ZRIRHERRRSAEENNZ AP (¥ REA doc, .txt, .pdf, Xls, jpg, .png, .cpp, .h &) , REE
SHFBELEETR,

2013485 HFIMICryptoLocker vi2a , EIRRMHEN 2 AR ELRBUKEANSITFOFRIVE THIbAL, 2016838 , 5
—KEMEA "Locky” HUFRIBIZRIMFIEIREELER , BRIAMS OfficelIRINRHEERSE. A USEMBMR201655—Z
ERAREERIEEAERRMY.

I

01. EFJavaScriptiBSH#ZENE “Ransom32”
Ransom32R2 B FIBMAERIES JavaScripESMNEFa#IRRM. BF  SIRERAHHAYavaScriptNiBERH{T 7R
& BETHARNREN FESERREEIBFITENIET. BERTorME | FHERAESEBFIRSALNIARITINE,

£\ ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED 4}

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this
computer. This menas that you will not be able to access your files anymore until they are decrypted. The private key is
stored in our servers and the only way to receive your key to decrypt your files is making a payment.

The payment has to be done in Bitcoins to a unique address that we generated for you. Bitcoins are a virtual currency to
make online payments, If you don't know how to get Bitcoins, you can click the button "How to buy Bitcoins™ below and follow
the instructions.

When the provided time ends, the payment will increase to 1 Bitcoins ($350
aprox.). Also, if you don’t pay in 7 days, your unique key will be destroyed and you won't be able to recover your files
anymore.

Payment raise Final destruction

3 days, 23:59:43 6 days, 23:59:43

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin
address:

Checkpayment  How to buy Bitcoins

A\ If you try to remove this payment platform, your will never be able to decrypt your files and they will be lost forever f}

[ 1] #Ransomer3 2R m
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S BRHHEREREIZFIR “CryptoJoker”

CryptoJoker{FIAES 256 5BH1TIN% , FHETHEHMHER , IIEEXEHT BBER ".crhjoker” . INEEETNERER
(FRZEMEIE.

ENGLISH:
Your personal files were encrypted using RSA key cryptographically!

It decrypts files can be knowing a unique, private RSA key length of 2048 bits,
which is only for us

Write to us at mail: file987 @sigaint.org Spare mails: file9876@openmail.cc or

file987 @tutanota com.

Instructions for payment will be sent in the opposite letter

Konupoeats knoy

[E 2] #CryptoJokerBRE

03. BidintRis=hlEIRRRAIFRRG “Lechiffre”
ZHMRRHINETIER | %T "I B "INET BMAY “Lechiffre” EE—E&E’\JEJJ??X#T\IEO WEEBSHEI R WETTE

ERSRANERTEN , ATTRADERTEN , FEAHTER, MG BEEE " LeChiffre’ | (£RBase6d
0.

Attention!

[E 3] #LechiffreBRRE

04. " EBaTREMP3M#ZERE “TeslaCrypt 3.0”

fE&ETeslaCrypt 3.0M9HI , IIBEEEFNIXHBRROT REKETEMN. TeslaCrypt 3.0XMINEE , X4 REER

“xxx" . “TTT" . ".Micro” | "“.mp3" &,

NOT YOUR LANGUAGE? USE Google Translate
What happened to your files?
Al of your files were protected by a strong encryption with RSA
More information about the encryption RSA can be found here: https-//en wikipedia

5

What does this mean?
This means that the structure and data within your files have been irevocably changed, you will not be able work with them, read
them or see them, it is the same thing s losing them forever, but with our help, you can restore them

How did this happen?

Especially for you, on our SERVER was generated the secret keypair RSA - public and private.

Al your fles were encrypted with the public key. which has been transfarred to your computer via the Intemet

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program which is on our Secret Servert!

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
changed

If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not
exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing ta your page

below:

1.http:/fp! 3knif. M)/ W R e
3r.oftpony.at/CEC < W= W ==

3. http:/frr jbi! M/ -l .=

[E 4] #TeslaCrypt 3.0RRAmE
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05. ZHWindows22I82a08Z IR “7EVIN”
TEVIN{EERIBATIREESW SR FHMEAXEHAP | SSAP R hasEEbit | MR AP PCAIRLEEIZR
B, ZEERREBIIENEMMEFGIREFNS|ISER , ZHEBRPPCHRERER REREIRT. MENXHEHYT BEE%R

"R5A" | XHEMNIFFIEENEIE.

[E 5] #7EV3NRRRE

06. FIRYAILETEE (angler exploit toolkit ) fIE1ZER4 “HydraCrypt”
HydraCrytp FIFBHISKETEEHITER BT BEES " hydracrypt ID_[SAIFEHIXF]" |, (EFAESESHHAITIN

=
Lo

&] HYDRACRYPT =

All Your files and documents were encrypted!

| Encryption was made with a special crypto-code!
| There NO CHANCE to decrypt it without our special
| software and your unique private key!

To buy your software You need to contact us by EMAIL:

1) XHELPER@DR.COM

or

2) AHELPER@DR.COM

Your email text should contain your unique ID number and one of your encrypted file.

We will decrypt one of your file for FREE! It's your guarantee!
Remember! Your time has a limit: 72 hour.

If You will not send any email We will turn on a sanctions:

1) Your software’s price will be higher

2) Your unique private Key will be destroyed (After that your files will stay encrypted forever)
3) Your private info, files, documents will be sold on the Dark Markets

[B 6] #HydraCrytpRRRm

07. EiI{ERIPD I EERAYEIZENYE “NanoLocker”
NanolLocer{FJAES, RSANNZEZSA , FFERFRMAM _E{ERIPDFXEY | ESEFETHESR, IIERERERAE , 7R
YT IR IR,

NanoLocker 1.27 z

Youri ypted: photos,
To get Key to decrypt files you have to pay 0.25 bitcoin (sn:l s1oo
If payment is not made before Sunday, January 24, 2016 the cost of Key will increase 2 times
and will be 0.5 BTC.

Please follow these simple instructions to get Key and decrypt your files:

1. Create A New bitcoin Walletin the site blockchain infoiwalletnew

2. Buy 0.26 BTC and putit to your new waliet.
Here are our recommendations
Localbitcoins.com (WU) - Buy bitcoins with Western Unvon
Coincafe.com - For fast. simple service. Payment Methods: Western Union,
Bank of America, Cash by FedEx, Moneygram, Money Order, in NYC: Bitcoin

m

ATM, In Person
Localbitcoins.com - Senice allows you to search for people in your community to
sell
bitcoins to you direclly
Bitquick.co - Buy bilcoins Instantly for Cash
info- ectory of bitcoin exchanges

3.5end 0.25 BTC 1o address ~M.Sec w™ « == e s i from your
bpy BTC address to clipboall blockchain wallet.
Login in your Wallet,
‘opy Public Note to clipboa Press Button “Send money”,

Press Button "Custom™
From Your address
To, ~ e o e e ——
BTC:025
Miners Fee: 0.001
Change Address: Any
Public Note >

Key Field B Decryptfiles.

[B 7] #ENanolocerZ&Hm

AhnlLab 4



AhnLab Z£H¥)20165404H8

08. {ERRZRAINAENTRME “DMALocker”

DMALockerEFAESINZEZSA , RABBEAINE , WTHEEIEEABE RN — LA U BEHITINE.

DMA Locker

All your personal files are LOCKED!

[E 8] #DMALockerBRE

09. 'REEEIDIMEIZREE “UmbreCrypt”

UmbreCrypti@id BB FHRMA4BHH-ERE , FERAESIIZER. MEEXMAIT RRESR "umbrecrypt ID_[BPCid]" , %
FRESEHLIUNE , W—ERGEREABR RIS TINE.

| UmbreCrypt

INOTE:
I
|
i

number is .

|number is shown on this picture )

[ you within 12 hours.

| For you to be su we can decrypt your files - you can send us a single encrypted file and we will send you back it in 2

decrypted form. This will be your guarantee.

All your main files were encrypted!

ID: "= =",

Your personal files (documents, databases, jpeg, docx, doc,
etc.) were encrypted, their further using impossible.
Encryption was made using a unique public key RSA-2048
generated for this computer.
| TO DECRYPT YOUR FILES YOU NEED TO BUY A SOFTWARE WITH YOUR UNIQUE PRIVATE KEY. ONLY OUR
ISOFTWARE WILL ALLOW YOU DECRYPT YOUR FILES.

|- You have only 72 hours from the moment when an encryption was done to buy our software with a loyal price, the payment
amount will be increased multiple after the lapse of 72 hours.
- Auy attempts to remove this encryption will be unsuccessfal. You cannot do this without our software with your key.

Do not sead any emails ith threats and rudeness to us. Example of email format: "Hi, L need a decryption of m fles. My ID

(instead of three dots should be your ID number which could be found in the same fokder where the earcypted file, also your ID

| Contact us by email ouly, send us an email along with your I1) number and wait for further instructions. Our specialist will contact

‘Contact information: E-MAIL1: umbredecrypt@engineer.com
.} E-MAIL2: umbrehelp@consultant.com
e

[E 9] #UmbreCrypt@Rm

10. 3§ LiveChatfE&HIREIFNZFEDE “PadCrypt”
PadCryptth @i@id BB F I UERE. SZTEERWEBFIREFINEES

gy, FHERAESERMERA XM . BEEHSHRER .

BEXRAPXIES.

TEHRERENT EEA "pdfscr’ BISIHHR
FH—FSHEANATA , JLURRAED

“Live Chat" 1% , miEfEs#Live ChatsSERIELIIRE L. BIREEFRHSIRELIIKLive ChatBOAEEEIZRG.

Your files and documents have been encrypted!

Time Left

00:00:00:00

What happened to my files?

Your photos, documents, and wdeos on this computer have been encrypted with
AES-256. To get your files back you will need to purchase your encryption key
within the set date. failing to pay will result in the destruction of your key.

How do | obtain my key?
The key produced for your computer is stored on our server. To obtain the unique
key for your computer. which will decrypt and recover your encrypted files. you will
Price will multiply on need to pay a fee in Bitcoin/UKash/PSC piror to the key destroy date. After that
01/01/1970 your key will be destroyed and nobody will ever be able to recover your files

Payment Method

Bitcoin (Cheapest Option)

[ 10] #tPadCryptReRsRm

| 0.8 BTC
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11. @I KELIRHREEBRIZIZERYE “Locky”
Locky 2181 BB F AR AP I THIAS ST B FA P PCRIBI RIS, LeokySEFAAESESATING , INBEXEIYT BRRE
& " Lokcy" ., Bay, Locky5Dyre, Dridex{FEBAFRIEAEMNLIRMRE , INE T FHFAHRK,

= _HELP_instructions - Windows A 2! B[A 0]

(E 11] #LockyRERFmE

12. 1\ EMac OS X¥E& ListTHI#IZERME “Keranger”
Keranger@2%— M geBEMac OS XF& LizfTHIEIZEIM | FEFARSAEEINE | INZEEXAAY BEESR “.encrypted” .
ZENRGHIEIBRIBIIBit Torrent FEERA TransmissionSKSLIAY.

« c nitps:/Awww. transmissionbt.com

TRANSMISSION

A Fast, Easy, and Free BitTorrent Cient

MAIN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT SUPPORT
Feature Spotlight:
+ Uses fewer resources than other clients
Transmission 2.90 « Native Mac, GTK+ and Qt GUI clents

« Daemon ideal for sarvers, embedded systems, and headless use

Download Now « Al these can be remote controlied by Web and Terminal clients

Release Notes « Local Peer Discovery

Previous Releases « Full encryption, DHT, yTP, PEX and Magnet Link support

Learn More...

Donate to Transmission Bandwiath peowised by

[E 12] FIFEEREKerangerfIE 7Rk

13. FERESISITR(MBR)BIFZRIRY “Petya”
2016538 , T —F2 "Petya” HZMEIRNMG , BIIFRFHMAMIHERE. ZHRUMENHETSISX , BHE
BRARET5ISEXFREENN | INEREMEERTMRER | B TorfEZRENET.

uu$$$$$$ESEIESESESun
u$$$SSSLIIILILIISESISIu
U$$$S$ITITIHSESISISESISBu
u$3IEIESSEII$SE$SESESSu
u$S$$ILSLILITITSLISSESESSu
u$S$$ESn  #IPS= #$$$I$3u
»$EESw u$u $$8$w
$$%u u$u usss
$$3u us$$su u$ss
»$$$Suusss  $SPuusSESP
*$$$ESPSm  #$$SESES
u$$SIESusPSIS$Su
un$ugngugugetu
uuu $5u$ $ $ 3§ Suss uuu
u$$ss $$3$3usususss u$$ss
$$$$8uun »$$$$ES$S$ uus$$$sss
u$s$e$$$EESun uuuus$$sEsssss
$EE$xnIIITITIEIRUUL UUSTSIIISFSanSEn

s #n$SESESSESPun muGoemse
uuuu *»$$$$$$$E$$uun
u$$PuuuSISIEIEITuL *=$SFSFSFSISTuLLSSS
$$$335888Sremmnn wu$SESPSES$S$~
»$$ES e #u$SEGwn
$8$= PRESS ANY REY! $8$8=

[E 13] # Petya FERFME
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N ERRIBNERER M | BRI B FE IR P B S H SR | XEBRREEET RN RIS R T SRR T ZAIB
2 RENZEERD RCRECNEIXMEIZRI . B, BRREERMZBEZHTING | SAHRINE S SCRR RN
. UEHHTESERY , FEAFNS. Bt FERSITIRRERBRIEFERM , SIFKEIFRIATRER ; 25 |
RIS D EEGFUMBESS MR T sE RN,

AhnLabfV3F=REFIFNE RS R EEERARE R ZAhnLab MDSEILAGTI_HIARYEIZREN . T BHLEMREIZRER (AR |, V3
FBREER RIS IEEFARHRE . MDSEFUZERA "IZ174RER ( Execution Holding ) TH8E.

AhnlLab 7



AhnLab Z£H¥)20165404H8

EiEE  BRmSAEL(TR)

EFIR B ?

2013FEXR , HET— MU "CryptoLocker” BISE FEERSRIBEEIZREMY , CryptoLockerfIHINAT LA R M LEIETEW
AT R, ZEEERRGRIARSAINE S | INRXHINE |, MR EATERE NG | FZEFEBRIATAERI%Y
. B, ATREESNBNIEER  FHATorME , HEKXLULSMZOES. £F  MBESBEMEL ( Domain
Generation Algorithm , DGA ) R AIURLEAR IS . XL S CiB s EE X iR AR R R A R
BERRE , FREXLFATLRESHNONERE. FTEEEARNBEI R IERE A RSN ERRHEE,

RMERIEEFR

CryptoLockeri@ & LAFE FHB{HFH 4B & B EFRRBIIHERRFRERE, XFMEEFRM2000F4) i ERIRBMFAIHINE
FaTEFA. B2 BREETLIERIERRNSSITMRET | XFMERIOERSVNESREM. B, FEEATIA
EBERATSE | REHHANEBEZRIRHEEREF. BRI XM TIOE  XUERERHINAEEESN. R
EHEITARTHABITAENRBESARN | XMMEESVNASER. Wb, WEENTEXNESTEABERER , 5455
KEIFNGE. HESMIHRENTEE SR AWindowsi2ERZZR2RIE. NARFNZL2RR. WeblRS81N%s
BREERERERBHER. FRBEE S (Malvertising ) Fik , BIIEL SMEFMILEEERERY , EFIAEBIt
Torrent FEEHERETEZHE.

&SRR

- I'B&ADOC, PDFREIR
YDHBROENZRER (A2 DOCK PDF XU AZEUEHE . BRINAWRE iZNA. HBAFNRIEIB-FERH4AMS Wordsk
PDFREIN M | EXRMEBREF TN, TEME—BERET , BFPCERSXHRAX S RINE SETTIETH.

- (R RFREREH (§R&A.SCR)

PRI NR S ERTB RS SR BRFIER (Screen Saver ) , B2 , I F RV EBETRFEF RS ERF. RE
ikt , FFERNHEREREBAEREADEE, XERASCRY BEBNXEUNREXEY BE&HXY , mkElaiiT. KES
M AX—REREEERE.
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-XEEER

MRERRSE X R — P A RIGEENBHREE SR BI . STTAXMESENBINXE  NERTIER
NN , FFESAEPATEWRBIXRFESA "R . XEESHNANEEREN)avaScriptftil , ARIEMELIRME
HUFEEE. @idizlavaScriptXEISINBIER | R THERIRHHAHREIET.

- JavaScript3{& ( .js)
RIEEEH A B ATEFESJavaScripthIEI R, & BB FBEM ISR N AT T3 4% AkJavaScript
{4 , BliBidJavaScript3]{4HERBRE. S3GHIETT , BIREEINGG , RE TEERIGHEZEIETT.

HHERIENZIR ¢

- RABRRHRIINE

EITMET | FMBNERREERAESENAGEZXS . BRATFAEMIP, URLRIVS EXERN—EERIIRETIX
—3X. HFRRHEFRERXPARBIMSHN , XEBRREEBANERSRIIER. B, WTREEEENERIEA
BATINE. B5h  EHI T S REES HEIEIPCAR TINERI#ZRE

- SCAEZPIR (Live Chat)
RITHI 7 — TR SO R IIRIISE SR, XS ELRERER | TAHTHIXR. BRNBEZIEENE , it
AUSKEEHABARTHRE, EEPXIRES , JESINESEENREASESHHMAVCE , FESINTA.

- BKiERYRT

BRI AR S LRSI SRIZIEE C. (BREHINEENEARBERAHESANRITTIINEE. SiLHIAI—F#nZREK
HRRIEMNUIRT BN ERERS  ESLESRRANXFHONRERRITZEARE. K "HPERN" 5F X2
&piz" AIMaktubBZRIAE R ERFEIMERRIELE, FIEMEIZRIMAELL | MaktubMitiRiHRIRES , MERBAIRRA
R, EREECE—MER , BENARZRRENRE , ME—MRIHESAHEIINT,

- RaaS(Ransomware as a Service)

MERDADEEFERERS  BEthIFABANEMRaaS (ZREEIRS ) . BEAEREN AT |
ERIETRMIZIRSS. BECHNEFIRSMIL , EFFERITA. REMGMEHESIAISRIRHEERENRRAEESER |
BHEHFEEIEARNERKR.

SRR EERSZTHIRR

- IERHTHIBEE

M013FFHEMRRAUMEEFRIRKIKESR , MBZGEREERN  FHESET BCRIRSHR. ELiIREY | B
REBIIREAIINZAI—E TR RNA R EER . RIETIY BHHREREERA | BFRRENERERARE. R
HBRABFRTRALEE EFHAICryptowall g TaslaCryptE# ZABENRI—MIF. FRIFRIEETEARZIA9FHIEIZTS
X, BNBEEEDBAMBINART SHISET RIS R 4.

- B F Kt

M2000F PHAFFIRTEERICRATRAR BRI FE R R T AR BRI S AE) , ECEEREFHNREEREATHA THRY
iEall. 2014FEREIEAFREL HRERRHEER SN Dyre BRI HBIS B FHB A UERE | AP RFT T
BEERMZEZIRFEN , BERFINERERMINAGERHIE. SIX/ Dyre BB HEFAISIRIBHHIIFE X SLocky
BRUMTIFERFAEECETEHRRMY. XMEFABRTLARIMEEIEE. BRTEEFERES CRarI# R
RAVERIRHE. X TE. CACIRSZSH/EMIRIERZEBAUTRBRE | IR SEAERIEF.

- AN KHURIIERI T RE

1989F HIMAIRHIATEIZERHPC Cyborg Trojan(AIDS)th A EE TR (189528 3785%E. 2013FFIatHIMAISIAHIED
R ER2005E£F)400k£2/E. BERKIIRKENREERKEZRRGRSRE | WEEERIZER(TI000t45T (36075
x£). BIR, BRI TA0tEH(1H700052)E |, SINZNEEESERE.
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ZEMHER IR RET.

F—  WEEEYREBANEMNE—REBANKENSR. % MEZERESIAN , DERN T ERIEMIRIEH TR
MiEtZS , BIEBXRIKE, EEEERE—R  HEEASEREENGIRKE | REYEESENTERIRE
RIS .

B, BRNANKEKEFRREEETA002NES. BEEREMNGERTREZR4 R R Fap M4 ChI%
REMERNESKRNS. B2 RREKEAT S SE LRSS XA SHHI | FREE I RERsg
A7, RIEEERARERN AR ASMER  IoRE@EdR. B, HIIEEER | s EERNT2U ek
Az BRI R RIRRMERIERE T SES A I APTIRERIFRISEL.
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