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DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS
WASHINGTON DC DEPARTMENT, USA

AS A RESULT OF FULL SCANNING OF YOUR DEVICE, SOME
SUSPICIOUS FILES HAVE BEEN FOUND AND YOUR
ATTENDANCE OF THE FORBIDDEN PORNOGRAPHIC SITES HAS
BEEN FIXED. FOR THIS REASON YOUR DEVICE HAS BEEN
LOCKED.

INFORMATION ON YOUR LOCATION AND SNAPSHOTS
CONTAINING YOUR FACE HAVE BEEN UPLOADED ON THE FBI
CYBER CRIME DEPARTMENT'S DATACENTER

FIRST OF ALL, FAMILIARISE WITH THE POSITIONS STATED IN
SECTION "THE LEGAL BASIS OF VIOLATIONS™ ACCORDING TO
THESE POSITIONS YOUR ACTIONS BEAR CRIMINAL
CHARACTER, AND YOU ARE A CRIMINAL SUBJECT. THE
PENALTY AS A BASE MEASURE OF PUNISHMENT ON YOU
WHICH YOU ARE OBLIGED TO PAY IN A CURRENT OF THREE
CALENDAR DAYS IS IMPOSED. THE SIZE OF THE PENALTY IS

$500.00

ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE
INDEPENDENTLY WILL BE APPREHENDED AS UNAPPROVED
ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
UNITED STATES OF AMERICA (READ SECTION 1509 -

PENALTY AS A BASE MEASURE OF PUNISHMENT ON YOU
WHICH YOU ARE OBLIGED TO PAY IN A CURRENT OF THREE
CALENDAR DAYS IS IMPOSED. THE SIZE OF THE PENALTY IS

$500.00

ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE
INDEPENDENTLY WILL BE APPREHENDED AS UNAPPROVED
ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
UNITED STATES OF AMERICA (READ SECTION 1509 -
OBSTRUCTION OF COURT ORDERS AND SECTION 1510 -
OBSTRUCTION OF CRIMINAL INVESTIGATIONS). IN THIS CASE
AND IN CASE OF PENALTY NON-PAYMENT IN A CURRENT OF
THREE CALENDAR DAYS FROM THE DATE OF THIS
NOTIFICATION, THE TOTAL AMOUNT OF PENALTY WILL BE
TRIPLED AND THE RESPECTIVE FINES WILL BE CHARGED TO
THE OUTSTANDING PENALTY. IN CASE OF DISSENT WITH THE
INDICTED PROSECUTION, YOU HAVE THE RIGHT TO
CHALLENGE IT IN COURT,

TO MAKE A PENALTY PAYMENT, GO TO SECTION "PAYMENT
PENALTIES"

UﬂfﬁL»h@M
FEDERAL(B RFINVE
935 PENSYLVANIK AVENUE
INGTON, D

NW

5-0001

17 U.S. CODE § 117 - LIMITATIONS ON EXCLUSIVE RIGHTS:
COMPUTER PROGRAMS

17 U.S. CODE § 118 - SCOPE OF EXCLUSIVE RIGHTS: USE OF
CERTAIN WORKS IN CONNECTION WITH NONCOMMERCIAL
BROADCASTING

18 U.S. CODE § 48 - DEPICTION OF ANIMAL CRUELTY

18 U.S. CODE § 1084 - TRANSMISSION OF WAGERING
INFORMATION; PENALTIES

18 U.S. CODE § 1509 - OBSTRUCTION OF COURT ORDERS

18 U.S. CODE § 1510 - OBSTRUCTION OF CRIMINAL
INVESTIGATIONS

18 U.S. CODE § 1801 - VIDEO VOYEURISMS

18 U.S. CODE § 2252 - CERTAIN ACTIVITIES RELATING TO
MATERIAL INVOLVING THE SEXUAL EXPLOITATION OF
MINORS

18 U.S. CODE § 2252A - CERTAIN ACTIVITIES RELATING TO
MATERIAL CONSTITUTING OR CONTAINING CHILD
PORNOGRAPHY

y"} m

CERTAIN WORKS IN CONNECTION WITH NONCOMMERCIAL
BROADCASTING

18 U.S. CODE § 48 - DEPICTION OF ANIMAL CRUELTY

18 U.S. CODE § 1084 - TRANSMISSION OF WAGERING
INFORMATION; PENALTIES

18 U.S. CODE § 1509 - OBSTRUCTION OF COURT ORDERS

18 U.S. CODE § 1510 - OBSTRUCTION OF CRIMINAL
INVESTIGATIONS

18 U.S. CODE § 1801 - VIDEO VOYEURISMS

18 U.S. CODE § 2252 - CERTAIN ACTIVITIES RELATING TO
MATERIAL INVOLVING THE SEXUAL EXPLOITATION OF
MINORS

18 U.S. CODE § 2252A - CERTAIN ACTIVITIES RELATING TO
MATERIAL CONSTITUTING OR CONTAINING CHILD
PORNOGRAPHY

18 U.S. CODE § 22528 - MISLEADING DOMAIN NAMES ON
THE INTERNET

18 U.S. CODE § 2257 - RECORD KEEPING REQUIREMENTS

PayPal

My Cash

USE "PAYPAL MY CASH" TO PAY THE FINE

ENTER "PAYPAL MY CASH" PIN

NUMBER ON BACK OF PACK

1 2 3

4 5 6

7 8 9

X 0 c
SEND

PAYPAL MY CASH CARDS CAN BE EO_QNQ AT SOME OF THE

N @ [

7 8 9
X 0 c
SEND

PAYPAL MY CASH CARDS CAN BE FQUND AT SOME OF THE
MOST POPULAR RETAILERS NATIONWIDE

[+] SEE ALL RETAILERS

LOAD MONEY

[ 13] Android-Trojan/Koler SRt ESRINIR

15302  FIRBFRNFIURERF AR , ASRFAFPEHIATEEZABFERCR | FHRFEmE
BINLESESNFIER  BHRESEOMNTRLR , BFRAMITEESERF.

E 7T,

4. Android-Trojan/Crosate
Crosate FEEFR Adobe Flash Player R,
LA EHEERIR.

BESAPRE. ZESRHEREFNENATARS , BB EE.
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R - 2% FOUE 2AXHE HYSAASLIR
k r 000 3 Update Video player
(GHI 2 POLARIS Q2RE 0 Android runtime libs importing
X i
C e o (‘0 To continue, click *Activate”
&5 - Thas operation can't be cancelled
Action required
pax 8121 Adobe Flash P1 % 8
This is system application Xhos g% g %' ’ d::)[' - layer FOEM
) U
xm!.\. s ot MY
X{zHo of 22401 4 CHO|E{ § 2 B 2e40F ¢
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QW2+ SmartWork SoperSu foot
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Scan in progress
Images folder...

Amount of fine is $200.
You can settle the fine with
This device is locked due to the MonayPal wpreds backet
violation of the federal laws of the YOuers
United States of America: As soon as the money arrives
N to the Treasure account, your
Status: No violations * Article 180 device will be unblocked and
& all information will be
Article 148 decrypted in course of 24
* Article 215 hours.
* Article 301 We made a photo with your camera, it will

be added to the investigation.
* of the Criminal Code of U.S.A.
WHERE | CAN BUY MONEYPAK?
Your device was used to visit
websites containing pornography.

1 2 3
Enll d d
g were detect
* Child pornography S 2 2
* Zoophilia pornography 7 8 9
* Child abuse
* Bulk-spamming ¢

< ©) O < O ]

(B 16] (ot EEREFH (B 17] EFRFBIENZR200%E

ATHBRRA , MAREREERRIRANE , W (B 18] Arr , EERFF LAMEEIREWMER.

@@y OAOZall2F420

vl

This action will reset all your data.

System applications could not be removed

Click "Yes" and your's device will
reboot and "No" for cancel.

(B 18] SRR E SR RAUR

5. Android-Trojan/Svpeng
Svpeng BHENAIETH , FERHRENGEEBAED , BRHANRENEZBERNTENA  AARBERY. B2
R EE RIRAT HIMAO R EF SRR IIIIEE S ZRINARY Crosate 1RSI, SEMEIZRIAAEIL , ZERBESIER.
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Adobe Flash
Player

Action required
This is system application

You must activate device administator

Root Brow

sy

H

[E 20] EKREHRGR

SNRBENETHRIR LRNARZ Google Playstore E’\Jﬁﬂ‘ﬂi‘e WEENAREETRE
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Adobe Flash Player
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Add new card

Enter your credit card you want to use Google

Wallet

— [ins nepernsigy BUNMCOK NO Kaprax i
2 " A

VISA L M 3AINCHEHHS onepauin

; numbe

=8

+

i
Card

MpopoBXuTn

[E 21)] B#ffGoogle Play ( £ ) /B S5w=£RIFA privatbank ()

ATHBRAA , MAEREERAERAYE W (B 22] i, B RGN ALENRERE NS E SRR F LAIREE
TESHER.

This action will reset all your
data.

System applications could not be removed

Click "Yes" and your's device
will reboot and "No" for cancel.

B el

OK

[E 22] SSERREEIRRR

6. Android-Trojan/Jimo
Jimo HAAEXREHE , At NETHZRERM. EREWEFINARE , EFINIERER , BF Locker RATEENA, T
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PREDZRIMY. XFPEBURGEENAREAEFIG | BMERRSREaT , T XERERR. EANEEERR , FEERIR
BEERNR  MELTENANEREEERINE. i, ReeFbREERA,

TERB MBI R SRR SN FBRYITIE.

1. HAZ21EUHER

BRI AR R ﬁHEI’JE‘{é‘%E’J?‘iiﬁ%ﬁ?’fm‘,{?@fﬁ‘ﬁ?w:ﬂﬂ BREERNA. REFNNRSEHAGARIEEAN RS
AIRERAE , BHEZH4.1 Jelly Bean LA EMRARILAFER TEMMS EZHFALZSEL,

F—E - RERNBHENIANAREHNE , SR ERDLL , SieERZeERIER , atHETHAZ2ER,
LML | FHEMRIEHE | RIS EREHAZ2ER.

HAZEERG W (B 27] s, FIESEETARER "R . BB T =S MAREERERKE
LB,

Ul

NAVER CISAIE B NAVER  CISA|E

I L I

209 Airbnb ‘ HX. 429 Airbnb

nProtect 0. RSA Securl. SIE{X|MIE{ nProtect 0. RSA Securl. SIE{X|MIE{

.ﬁ. . . 4 . . .

=h YME NS | clesce e ok aco)y

Ar8e = IS LItk

(B 27] FNzeE
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REFHNHNREEEMS Windows RFHIF AREEKRIRNEFENRFNLZEEL. HAZEERENG  BERAINK
HETEET. FIFFIIRE , HANAER , BEERFRVRIMIER.

2. Z2RA TETHES R AR
BETERMAAERSN T ReENEHEERREEER. MNBRXMMEENA  HATENANRGERTRE  FIA
"adbl” BHERIETHIGEEAEMR. NEEFIER adb , FELERNEFAELFIIRE.

2.1 IABER ARG EEH
BTLUER adb shell 4% am force-stop LHIETHIERERI. ZHSBEERLUHEEH , MEIHQEHAILISIH
BT UTERMFIR pn list-packages HOHIA,

an [E 29] Fr= , B&12 “/data/app/content.bully-1.apk” &,
“content.bully” BP2iaHEEERN ARG EFR,

7 X e ulll B

AhnLab V3 Mobile 2.0

2.2 ERIETHRHTERARHE
9% ‘am force-stop [FEER] FEREZITHRIHE. £

22 | 2FAR

TICHN: Androld-Trojan/

® gy 2 ZmPhNE , BMEEEN RS RER A LSRR SR ARHE |
HE A UG — \ N
22 /data/app/content.bully-1.apk ﬁtleﬁBﬁlﬁ%%iiﬁo

[E 28] Ahnlab V3 Q& EEMALER

2.3 root FRIFH EHPFEZRIFA

BEEENAERTFEFERAENARGEEREEERAE. W, BEERETHOEEMANHE , 8RR E
BERARHE , FAEZE root RPRFKMER. FH root BEREEX Android RHEFHIMS . BEESHEFAEHAR Android
RENRBRAFPBIR, MNRFEBRAPIR , ILEE Android SHRGMSEENA, EE2SEMSEENA , SLEMA
TENFARAEERR. WREMATESMABNREGEERR , &£ adb shell £ su SIRE root YR , AAREINALRE
MR /data/app BR. £ /data/app BR TERGSHHEERM apk X4, BIEREIRISAPRED T HIBR RN A,
BEERRE  MREENAASEET.

TEah N ZRERHFROTRBA TS i

REBHNHRIGSEENAFRERKE  KEETERASHINE. TH , BERMG—ERZRRERNRR. MRFNL
AOSIERINER) , BUREEREEHE. FElt | RIFHSERWRZENFIINE | FERITBITRZRI R

FHIBHEZIARITTIENT

1. RERRRNRE

Android FHIATLIE Google NARIEZIMISB=75mE FRETENA. BRABO TSN EETSE=7NAREERE.
Eitt , Android BFPETHZERERNFRNE=SNALRER. BitE  KETEERELNESER REEETH
URLRZHEENA |, BEFRIIEMIESHESAPEEENA. B, BIRMWLAINAF  TENBITEENES
— b

AT RLEXMARANAIELED , Android BFAREE Google NMABIEZIMIZE THMA. WMERIETHZI Google NAR
JEZINORZA |, IR BRI R Bk B RAIRIRAIN .
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2. FEefsHA

RETENAFARBERESRESAF THRTR. BalBRKAEAGS , (o —ReBNA , WRF TEHELIRENS
BEAHBRAF., —kR , X "BE" PRRGETEEXNBINEHAN Google EANMABIEN , B ERRAFE
Mo R FEEREEE FHEEEIFIL LR, IEERXM#MERRY  RFEFEN Google NABEZINIYIFE
TG TESHEAINA | tBAEEE R T T RIREE R REAYRE FHPHECURL,

3. MAEREEEEINREER

LNAREREEERIR , INFNHTEXRFNRERE. TEMHEUANNERESEE. NA—BREREEERN
PR, MITEMBR. AT | REBHBRIMGLENESIRGREEERNR. B2  BLUHRTBREREEERN
RiE  ERTLAGSHEREIERAIR. XEGSEIRERIANFEENAEAES. ATERXMER , LRNARE  NRER
REEERNR , (NMETLUMREZEHZEENMRIRE.

4. REEHEZERHNFNRS
MBRIPEBOFNARTRIRGRR , FERNEFFNERFNLeRY. BESRFINRPRNRE  ERFRetmmN
TIER , FERR T RESERFNRFRANZERE. FEREHIEENRNBXMRSZeRE  SHERENAREER. A7
Pt RGERRRAR , BROAR THEZENTEHRRSE. B3I, EEBFI LIRS AERRRRA R Z 2RISR
FHIRE | BILERENZRIR RS,

&S5

A EBARAFE T 13 T BRI RTMGEREFR. R FaSsE SN A EAR TR s R G855, —BE%E
RRMRS , FSSIREIER  BPF LRFREIEE IRERAIREK. ME , Bal#ZR R IR AR TR AHTHY
A, RERERR. BRl, SEERHNBHHERRG , ERURKESHTREG—F  RREHANTELRES  HIERFR
ARSI TRIE AR ES MBI BRI HMEET R, WETBERRMGRR AR FESANBNHRRGIEETF
B IVDIEEE R, MRFIREIZRNARSR | RERRE MERMERT ARSI R, ERERMERERREERRMG
R, XHMFEERAFPRTEEMNER. BB , OMLEFINEERM , BRIFAERE Goolge NARIEZIMIHE THAFA |
AEREE RERIEA BRI FERM4F] URL,
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