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HEREEEELEK , AhnLabiBA#EREE
1] =

2015548 | BEFHEM XWubEIEEHEEEAEN R CryptoLocker , (AT EHFRANNELLERM, CryptoLocker
BERAIIT 2013 , 2014FEEEINRAT &R INRE T,

S ZFER |, BRRGEEMNSSREENTEREGRE Y — | B PIEB a1 TINE , NTXIBEFETEIZR.
RERJERZEAMERAET , HRRNEEWELSHEELICEE , MIX1IFE , SHERGMNRTEN12NER+TE
1INMEG20BLN B EENRE  HPSENETENEREEESE. BF. REFMERFIE. !

&E , EHEBHEAETHRRESN , DUWAINAZBZE TRANTE. FB | XS ERRHFER IR M, SRR
HHEE SRR ERERTNSEAFENFR | ¥ KNG BRIz S TR,

XL, AHISEPLITELEELIRAVEIZRDM | SFSRRENERE.

DI ER RS

BRI RRBHIT 2005, SEBRREEEENEERSINFRNER. B2  MEEERNINARIIEESNSHE , B
RSk, BHRWHERERRSFRPZRRA LU AZRE AR #SREMN TSR, SREAES AP E
PRBRXEHTINERS  MeRMBF RN ERENRAED Paypal SitFHEMNEE | IHFH I REKIZTIERE.
PR BEE SHNAXAMTENS M BNMERE , MERFATIRREZINNZNSEHER | XEE—EREHHR TSI
Ao XERSFERMRUHNBEFE—HHN | AEFTHITETMRE.

FEERBFR

1. BT FHBF S

BB FEMMHHERFRRBRHACAERFAERREN. BFIMFBLaTIREFF A ERAF RG-S APaERESE
FIFFPTORRMH ARG, NTISERPTTENSRR. RIIRRSHNSRTHEETFRD | RE2F BTt
&1, FBFEMRE LERRREREMREXE , (BFE—F , AILEH—LIR5. At TARERSITIRETR
F . THET BB exe. scr WRRFERMGMYE | i AEQEMEXAHE SR, BIERKREHE  HEF=MARIEERT
7.

1 TizepEhttp://www.gkzhan.com/news/detail/78472.html

AhnlLab 2



AhnLab Z£H¥)2015F12H

<TBIT B FHp B E R ZAR A =1 >
SEMER AT R Windows 10 LU , IS/LRFHHI T fdem Windows 10 FHRZIRERIZRIHEIT R FlbHERE.

From Microsoft <update@microsoft.com> i/ 4 Reply € Reply I3 Followup |~ | =p Forward = More~
Subject Windows 10 Free Update 6:17 AM

Upgrade to Windows 10 for free

Windows 10 is familiar and easy to use. It includes an improved Start menu and
is designed to startup and resume fast. Plus, itA’s packed with new innovations
including Microsoft Edge A- an all-new browser. Your personal files and apps
youA've installed will all be waiting for you. WeA've designed the upgrade to be
easy and compatible with the hardware and software you already use.

DonA’t miss out as this free offer wonA't last forever. Upgrade today. Follow the
attached installer and get started.

A“Upgrading from Windows 7 or Windows 8? You will love Windows 10!A”

Microsoft
This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.
> @ 1 attachment: Win10installerzip 734 KB $ Save |~

[E 1] Win 1089FF 4z

INEB RN ATRIE Windows 10 A, XATREST "WHECSHTRSAME  FRERE" INE. AFR4=E
IRENEERL BT,

2. BEAERBEEFHEER TH(Drive-by-Download) &k

LRFIBREEMNXKLL , IEEAREEREININLG , BN FERSRTEGEIRFPITENHRE. AT IERXFEER ST
R |, IETEE T e R E T ARIHRA., Exploit Kit F=EFRIBAINFFERS Flash Player, Acrobat Reader,
Inter Explorer, Silverlight #1 Java %, HARIIXLENHERFFERE  HIEEEIZIEMET , AREEERER.

fanE = ~ &k (Drive-by-Download) SZUEZENT :

@ BRFERIIGEZSRENNGT , BRHRAEFEERERR
@ RBFIFRNRTRERBRZEN T AR ZATEERM s FEEER 4RI URL
® EFNBAFPRFFERRE  SERM—BRET , FHERFRTAIBICEERIET

<BEEE T ES USRS EIREEA>

20156F4F | HEBRMRMIAEREIVEIZIXM CryptoLocker 2fiiEzN TEANAI—MERGIF, REEMUAEIEP RS
B SRPEEIZMSET |, BTXIREEEN Adobe Flash fEiRBIEA (njection)ZHE{THAIHIE. X MNIENTRILAFIA
A, IFEEEMENIT . EIEFR IR T8 (Drive-by-Download)75=.

FEENFRFRIPLESHE ?

1. CryptoLocker

CryptoLocker BIR A TF2013598 , BaJLURERAERSAY Windows BIERS , &% : Windows XP, Windows Vista,
Windows 7, Windows 8, CryptoLocker @&ELAMMAMHMGRIS TR | (TR ER RSASAES XHHFESRBUAIS
BTINE,. TRINEERER | BREEREEENEKAFEER Moneypak BiHUFHTE7 2/NHEARRSTIEEISER , 75X
MZRSHHA TR, /R, BENIIEXHFI— TS | B TIEBARUGEIE#Z RBP4,

Cryptolocker w&EiElT/E , EERETH ABMETMETIMRFFINENEH, 25, IBTIEFER ‘explorerexe’ i#
2 , #R\ PE(Portable Executable)sf4 , iz XMRIBET 'CACIRSREE Kk XHNE FEZIEE,
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TEZ CryptoLocker FFEAIT TS,

@ BT
HBEIETE , BEREHIEEI%WINDOWS %4k , B e =R INE B,
- HKCU\Software\Microsoft\Windows\CurrentVersion\Run\<BEH1-Z ¥R >

ECEIEMERILAG | 83ERARNBINEITIRTIE. MRAFPARMRZARNE | BMEREERIES |, RETRE
BERSREZRRM.

@ MBEE

mEIEEEIMNLE www.download.windowsupdate.com LAMMZZIBERT. WRMEEEHE , EEME ERNEANCACHKR

SEELURIUNENER |, AEINEAFPPCHASHEREAIN, SVEERINE  REUSEIPHERAY BEA Wt
‘html' B934, FAIPTEEEAVERREN T RERBRHFINNIRER., FKERISHG RN S RTERISUHE | HESUHH

BHEETHERER  EEEATHFFEXINESSINXIEE. SN HEARRMIEAER,

® MirEFEH
PATTERISSEBREREH. XEFNE , BREESER Windows B{ERFRHAIHEDRIKEIIRE.

“vssadmin.exe Delete Shadows /All /Quiet”

@ i
KRFPC LR MZSEIEF . HRINERERMT B encrypted B3, S5, BaERMMESERE PRI
tBETRERC N FIRARINNERIS | ISR RE 7 encrypted BYSZH,

excel.xla.encrypted
presenta, shw, encrypted
winwords, doc, encrypted
winword, doc, encrypted
=) £:3.jpg.encrypted
Plylstd, wpl, encrypted
épnwerpnt.ppt.encrypted

A NEBITNIT RS

.chm, .ini, .tmp, .log, .url, .Ink, .cmd, .bat, .scr, .msi, .sys, .dll, .exe, .avi, .wav, .mp3, .gif, .ico, .png, .omp, .txt, .html

A NNEBIFMNYSESE

- %Program Files%0

— %ProgramW6432%

- CA\WINDOWS

— C\Documents and Settings\FBF i \Application Data

— C\Documents and Settings\FBF i \Local Settings\Application Data

— C:\Documents and Settings\All Users\Application Data

— C\Documents and Settings\FEF i \Cookies

— C\Documents and Settings\FBF i \Local Settings\History

— C\Documents and Settings\FBF ik \Local Settings\Temporary Internet Files

2. CryptoWall

CryptoWall HIF20134 , £ RSA Key XRFEXRBMIMFHITING., HIVAMESZBEEMTHIBZREXMAFE CryptoWall
3.0. 20155F108 , IEMLEELANEXER(Cyber Threat Alliance)ZRIIRE , BEHWEEIZREIE CryptoWall 3.0 FE2HFIRNIX
F7T73.2555T. 2015118 MM THFR ERMIVEIZEREE CryptoWall 4.0,

5 CrpytoLocker #H[E , CrpytoWall fFHIE1T/E . EHITERERF ABMETMEIMERPHFINENEIM. 25, &
TIEER ‘explorerexe’ K ‘svchost.exe' ##2 , iR A PE(Portable Executable)34 , Z {4 EZEIIMPCRACIRS 2R
NS4SR
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3. TeslaCrypt

TeslaCrypt E—3REBREMIENZIE CryptoLocker HIZEH, SEEXHATFSEN2~380  RESEHRERSBRE N
BRI, BMERSE NSRS R RSA N5, HSCEMEA AES Key INZ.

Rie TeslaCrypt BRI HIIBREERIERT CryptoLocker HIEHE , M2.OKRAFFIAREF Cryptowall HIEIZ(S
B, EUHER TeslaCrypt SZRHWMUMAALINER CryptoWall SHZIREERER, ESME TeslaCrypt BIZRMIFE
CryptoWall BIZeiR{HHEARES.

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048
More information about the encryption RSA-2048 can be found here: http-//en wikipedia org/wiki/RSA_{cryptosystem)

What does this mean?
This means that the structure and data within your files have been irrevocably changed. you will not be able to work
with them, read them or see them. it is the same thing as losing them forever. but with our help. you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key. which has been transferred to your computer via the Internet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program. which is on our Secret Serverlll *

What do | do?

Alas. if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
changed.

If you really need your data. then we suggest you do not waste valuable time searching for other solutions becausen they do not
exist.

[E 2] TeslaCrypt $1ZREMHAIEREEMH(RRIRET CryptoWall BIZREEIRAER)

SEYIRIE TeslaCrypt FIERILARITHI TeslaCrypt FIARRZLT ¢

@ BEREMEXMHE

excel_sample, xlsx,.ecc
=) jpa_sample.jpg.ecc
pdf_sample.pdf.ecc
png_sample.png.ecc
= text_sample, txt ecc
wma_sample, wma,ecc
word_sample, dock,. ecc

excel_sample, xlsx,ccc
=) ipa_sample.jpa.ccc
pdf_sample.pdf.ccc
png_sample.png,ccc
= text_sample, txt,ccc
wrma_sample, wma,ccc
word_sample,docx,ccc

@ REREHIMRMRERIUS

HOWTO_RECOVER FILE_.TXT
HOWTO_RECOVER_FILE_HTML
HOWTO_RECOVER_FILE_[BEH=FER].BMP
17
HOWTO_RESTORE_FILES.HTM
HOWTO_RESTORE_FILES. TXT
HOWTO_RESTORE_FILES.BMP

(& 1] SFERBEHIAY TeslaCrypt BHZRIFAIRE R ZMTESIERES UGS

HELP_TO_DECRYPT_YOUR_FILES.BMP
HELP_TO_DECRYPT_YOUR_FILES.TXT
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Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. o ok daa
Private decryption key is stored on a secret Internet server and nobody can
decrypt your files until you pay and obtain the private key.

If you see the main locker window, follow the instructions on the locker.
Overwise, it's seems that you or your antivirus deleted the locker program.
Now you have the last chance to decrypt your files.

Open http://34r6hq26q2h4jkzj.tor2web.fi or http://34r6hq26q2h4jkzj.onion.cab
in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection: What do | do?

More information about the encryption

What does this mean?
t the structure and data within your fles have

them or see them. 1 is the same thing 3s losing

How did this ha appa ?

What happened to your files?

tion with RSA-2048

e found here: hitp /s adia A_lcryg

4 be able to work
can restore them

revocably changed. yo
m forever. but vath

Intemat
ch is on our Secret Server!!l *

1. Download Tor Browser from http://torproject.org Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
2. In the Tor Browser open the http://34r6hq26q2h4jkzj.onion/ changed
Note that this server is available via Tor Browser only. ally need your data. then we suggest you do not waste valuable time searching for other solutians becausen they do not

Retry in 1 hour if site is not reachable. exis

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can
decrypt your files until you pay and obtain the private key.

1f you see the main locker window, follow the instructions on the locker.
Overwise, it's seems that you or your antivirus deleted the locker progran.
Mow you have the last chance to decrypt your Files.

Open http://34r6hq26q2h4jkzj.tor2ueb Fi or http://3u4r6hq26q2hkjkzj.onion.cab
in your brouser. They are public gates to the secret server.

IF you have problems with gates, use direct connection:
. Download Tor Brouser From http://torproject.org
2. In the Tor Browser open the http://3hr6hq26q2hijkzj.onion/
Note that this server is available via Tor Browser only.
Retry in 1 hour if site is not reachable.
Copy and paste the Following Bitcoin address in the input Form on server. Auoid missprints.
1MBYtFOTFxSiNgPEL101B1uake 1¥99aaUS
Follow the instructions on the server.

[E 3) S5 (£ ) Fi&ia TeslaCrypt (5 )

@ Rl
S

REHZFR.EXE (BFREH)
HELP.HTML

CSIDL_APPDATA

enwikipedia.org/ wiki/RSA_(cr

e you will ot be able Lo work with thesn, re

=i

- BEHETR.EXE (BFEH)

(%APPDATA%) - LOGHTML (ZRERHHNERERS)

CRYPTOLOCKER.LNK
(BEREFIHRIREL )
- BIREBSUY

it TeslaCrypt (& ) 4ERKRISUAELER

CSIDL_DESKTOPDIR
(=)

(% 2] 559 (£) A&

@ RETME

2]
HKCU\SOFTWARE\MICROSOFT
\WINDOWS\CURRENTVERSION\RUN
#& : CRYPTO13
LR - BREHIEE

Ell

1

X1

Baf

FEREIKERELA
EERR
BT RIAIE

(3 2] SF9 (£) WA TeslaCrypt (7 ) REFMRLEK
A [RINISITHR

- %Windows%

— %Program Files%

- %Application Data%

KEY.DAT ({4 EZRIEH

1)

- BIREEH

-3 i
HKCU\SOFTWARE\MICROSOFT\WINDOWS
\ CURRENTVERSION\RUN
#{& : QEWR2342
HELIE - BREHEE
HKLM\SOFTWARE\MICROSOFT\WINDOWS
\CURRENTVERSION\POLICIES\SYSTEM
#{& : ENABLELINKEDCONNECTIONS
#EHYE : 0X1
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HHERIBN RN

RIARAMREBE, FAY "SRRI SOAMERISEEERRYE. EREFARA "SRRG NFMMNEIEE. BRitRINERKGE
“TeslaCrypt” . “CryptoWall" | “Teerac” &, ¥FRUKMSEMEEREARIFHIRFARERE ST , RMKER
HAFEEEC , BEXE—MBEIERE.

RA1~2F 2 BFFEERE T AP ENSXHRINE R ERES IS | MXFEIZRIHEART ZFA]. SR ERIET LA
EWZEES "XHINE" RS FEADER. 5—HH , BIAESEAENESHREERGEENNNEREILENRRE "’
RESYRM B "HERERS" ZHEM Scareware EERMFHWAIF . Scareware FE EEEREZMUTFEEEENLZSE
B, EXENRERNSHFZERARSERSIRENRERS Y. SIHEL , ST RRA B RIFE TR
B, AN SHEGITE, BASARNREENERSIESE , APRXHEKITTERS.,

Ahnlab B EMAZEHRORMERBEXGNERERIER | ARRTIHHERRGNTREET. YRETREET
WA RTLAMBIZERG IR FERIGEH. B, FAEBESRE S8 BICESFIAE Malvertising Fix, IXFI ST
LRSI HE D |, A — A/ OREREZR . THLE FTER NS EEEINER.

- Torrent HEXMug
- Crack HXmIuL

- BiEEXKIL

- RERELLT MG

eI AR EEE T A e T S . SRTEE TSR | R B SREREZR . B2 ARABR
BIFERT LA SR S5, W SREEIEENRERE | RREFA SRHRRSRARSHN., NRRESEN
RHEEXANE | RATERHENEIGIEE | XEUEMEEEME ENE, AT , RTEMERE T AR , aTLUETV3RSe
4A9 AhnReport 12FF , BEXREERIEE] AhnlLab BROHEER.
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