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Bal , B REBEERFAERICTNESNMEFEEZINTES. Hb , SALLinuxE A 2ER. TEOZFBE "MK
HES (RARAEAHEE. WI-FilRHIaS &R ) " . "IIRE ( Set-top box ) " #1 "MLEHIINTEME ( Network
Attached Storage , NAS" ) &,
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BHRENRRNEARIAR,
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INRRZEIDMERS  ERRZAFEREENRER  REEFEREZNIXEIRE. XTTREEFENEBUsyBoxiER , I
LRIz FE Tlinuxap<. WRSZRFwgetinSHNE | SRS S TG R A EIREHIET.
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user@ubuntu:~$ telnet |G
Trying NN . . .

connected to |G-

Escape character is '~]'.

(none) login: admin

: cannot change to home directory

BusyBox v1.8.2 (2013-07-02 14:46:30 KST) built-in shell (ash)

Enter 'help' for a list of built-in commands.

# wget
BusyBox v1.8.2 (2013-07-02 14:46:30 KST) multi-call binary

: wget [-csq] [-O0 file] [-Y onfoff] [-P DIR] [-U agent] url

[E 1) EidtelnetipiaIBxMIZ B FHIEITWgetin S
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EgEREEE
EEWTHMIRERE  BENARRRERNHESINIEREELRFILEE. UFEERARARREN SHEESAFINRTE
PO EE R s, AIRETREREBEREEEIERIRERE | B RMEENESs.

B ESU AL
BRATULINUXRGE N T 32F 5 TelneteiWeb RIS 23I08E | FIFSHANRONRER. REESHENEREESF BARREEIELERE
REERM. Baislk , RUNEERERHSFARE "DDosE" . "B/ & . "BASHNaEKML" f "FFRENE
m" FB8H.

EEHRARLinuxiBERHG

BRARLLInUCEERHRYI2008FHIREFE—FIE , ESFEERAI., PEBAVERAR LinuxB R4 R e ERMINPSH
RMKIEEHES  (BR2012FRIAVAIdralFE R T MIPSZ NS SFRIHTE | ANEMKIKEES | oI LITETIRE ( Set-
top box ) ESHAIMARLInUESED. REEEHEEEDDosKEHINAE , (BE2013FEAIADarlloziE R FEHNEFFFR
LS Z AR, 201486 H YK |, BEEHLizard Squad &t KERGafgytREEZFZAIDDoSIN G, |, [H5—Lk
KRR MR, LizardFr{SE FIIIRER{tEZ S Lizard Stresser, Lizard Stresser2—ika@AMIDDoSTE , B EHI iRk
FRYZR AR BRSNS T SR AR EE X B ARAYIE.

Uteltend (Knb, Aidra Qnap NAS
Psybot Chuck Norris 2) Themoon  Moose Worm
‘ 2008 2009 2010 2011 2012 2013 2014 2015
Hydra Utsitend (Krb, Darloz Cafgyt  Baswool
Chuck Norris) (Fat)

(B 3] EZEHRARLinuxE=IRE

Hydra
SYRIAM B BRI EHydra , ERTi#H{TDDoSIEHASERI. 2008 F i MEIZHHI T B X Hydrafi& =
BHER | RIEI , SRR A sEE 2008 SFLARTHIL,

[ 16.07.2008, 19:21
flem | Hydra - Mass DDOS Tool (scanner/exploiter/attacker)

.aays

Hydra - Mass DDOS Tool (scanner/exploiter/attacker)

Hydra - Mass DDOS Tool (scanner/exploiter/attacker
* added input line parser.

* added irc connection random ident string.

* added source address synflood spoofing.

* added daemonize manage function for quiet debug
* fixed 'upgrade' same file replace bug.

* fixed serveral error messages.

* removed an command 'reclst’ for unutility.

* source code completly rewrite.

|Perucrpaums: 15.03.2008 |
| Coobuenui: 378 |
|PenyTaLun: 583 |
(000000 |

Hydra 2008.1 stable (released 2008-02-23
]

[E 4] 20085 HydrafE&

Psybot
Psybot 27200951 #HTeny Baume’RI, TEMBIKAEFERE—MRAT ZFA] , FFEBDDoSIEIIRE,

Uteltend

Uteltend 22009 FER SRR KZ A , XEFRAChuck Norris Bot, 1ZEEBERGEFIHKINENRRESG |, FIFB
“Telnet®HITEE ( Telnet brute force attack ) " REERERESR. BRFERBHPERITEAFIE [Rlanger Killato : in

nome di Chuck Norris!" , TIEERAUPXIIF , SRERSBIENESR , HEE =% 'Knb Keep nick bot 0.2.2'
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Aidra, Lightaidra

AidraF 20122 Bt , EHEBARRES., ZAIHIBARLinuxEERHHINE NS 2EAMIPSHIZAIMKRIRMEEANE |
ZEREIEAEMIPS | FE[ZEARM, MIPSEL, Power PCHISuperH&ZREAHIRIETT. AidraBES T ERREFH
IRC Boti#f7DDoSIE: , HiIFLASE2012F128EM LA , BIRIREFESHIVAIdraZzff,

Darlloz, Zollard

Darlloz&IF2013FE108 , B—F RN LUBRX86: HHILINUXRFIRE |, E T LUBSHEE ARMIS S R PPC, MIPSZEHIHY
LinuxiRSZHIYIBAMIE IR S . 2SRt EEIZEIE T 2 KRR EEMAITIRE. RIBZH=RE , £1HF531,0008
Rl , MEP1I7%NRFEREEEEE,

Gafgyt
Gafgyt BRI AT 20145F8H. 201455K , FREAALizard SquadiIZRBANERAYI ML &5 T DDoSIE |, ZBEF
FRRYBPRGafgytERER M, 2015518 , AT 7TEERMGRAN | LEFESHRIEM,

FRALinuFEZERIFROTRES

FIERTALE , SMEIRARINASHTRRMGRER | FRBEEINMRS T~ mRIZEiaT. BEFE  WRREHIESNE
By, MEELE. XHFEEMES IR RRERR. B MBEARSNASTERV/RABESARER. ZBe/A
BRY., HFIWEAGS  MERTFEEHEE.

WEE—BERAMEIEHEARRERTIRE. FIERSl  FEEHREEAEN. MRBHEMA™m , NREHA
EHTHIEN. WEEAEOFIBIREN "MIMBHEREREE" fT0eE. ELt , MRARLERIBR , NWEBSMRILRITIEE.
REXRETIRRENE | BABE RS RI R, (B  ABOHBRARNLNuRERFEmRSRG. — BN, FEF
sHiibs. BEREBPEFNERHFTEETNENIRE  EEFEEGEHNITE. ARRXLEE , FENEHEEE
HEMEFHINEE , MG BRI ERFNENEH.

RIMEREE AT RssREn, B, —pEERHEEHNASEEE TiHENAIRE. BECESGFIIFRH XL RS
RS  BREIRAZAA. N EAEEEREHNRICBEEMN LT , BT SR, MXETTREE
M, EREHSEAITAR A, BIEREER  iIRBESAT A, MERNIREERESHFERFEMEERHRES | $ER
SHROE AR RlRR th RN,

Bal , AR LinuxEEIREIIE Bin T E R IR MR ISR SR EERERMIRE. (B2  TEREREE EESNEIER
ZSHITERG | SRR T RERMRELIMIESHENIRE. —ERENREERT REIEZSNENIRE  NETRSE
BRFE. MRRETEMLEAGEZE  TEEN. REFIFBTINESZERUBRFREBX LA SHBERS .
B, DARPHEEWSEERIR SR |, SRIFIEEA LS SR MEE BRI =,

SE

[1] Marta Janus/Kaspersky, ‘Heads of the Hydra, Malware for Network Devices’ , 2011

[2] Marta Janus/Kaspersky, ‘State of play: network devices facing bulls-eye’ , 2014

[3] Son , Kijjong/BHGEMIRAYE, ~ BITEEHF L EEOIRHEITRE BT/, 2015
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