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 ̧ ׀  
 

1. Ԋ ᵺῗ2012 ẈḟԄ  ם

-  APT 

-  ◖╓ 

-  ҺṪ ḙ 

-  ט 

-  ק 

-  ḭ ѭ 

-   
 

2. ᾴᵊṯ֜ᶴḃ ὓɎAPTᾩҥɏψ 

-  Ẃ ҚιӇᴐῗ ᵘ￼χ ḧֺ￼ᾢ֨

ᵀּ҃כḒ ҭᵙ ҺṪ Ἡ  

-  ▫ἃχ ῊṮᾢ֨ 

-  ҃ ứ￼ Қχ Ḡᴈᶱ￼Ὰ Ҧ APT 

ἇּצ 

-  Ḡᴈᶱ￼Ҹמχ ῭ ￼ᴵ ớι῭Ṉ￼ј

ḧớ 
 

3.  DDoS  ᾃַ֧ײ Ԋגјּם ꜝ  

-  2012 ẉ DDoS ᾢ֨ חᾢ֨ῸץχҨṂמ

ᵸ￼ΰ  ᴧṝק

-  2012ẉχDDoS ᾢ֨ ᶈ  

-  2013ẉχDDoS ᾢ֨ ‎ ΰ ẊῘὙק

ᶭז 

-  DDoS ּצ 
 

4.  ≈ V3  ᴖᴶײַ

-  V3 ֹּוҞᶾ  

-  V3 ￼ ṁιּ҈יјᾸᶊ ṯ Ὰ 

 

5. ᶹṕ⁸ַ֪ײῷẇᴵ: ổҥֿב ΎᾚַײṔם 

-  ᶺṖ₭￼֫‘ἑῗῳӓ ֘ΆẪ 

-  ᶺṖ₭֫‘Ἡ ￼ῼểᾦ‛ 

-  Ṕ 
 

6. Ԅᾚַײ V3εὡấ ײַ σ ᶹṕ⁸֪ῷẇᴵε

ӓ ẘᵘ Ԅ Ὕ׳ 

-  V3ιὸ֧҃ᵤҎғᵝό 

-  ҨֳᾺ￼ ᾸἩ ‎ ỦỴҦ  

-  ῭ ￼Ậᾜι  ἋΆӝזֹּ
  

7. AhnLab MDS εі ҥѭחᶙḟԄἆῠ  

-  ≠ Ἡ ₦  

-  ѱιѭҜѱ Ὅ≠ Ἡ ό 

-  ѭҜѱ ṯњּז￼≠ ֘Ά⁮ό 

-  ᶢ҈≠    ỗ֫‘Ἡט￼

-  █ᵀ ֫‘ 

-  ♇ḠԅἩ  
 

Ẹ 

É ᴠזќּףῳᶽ￼ӡỤḠԅᶽҺ RSA 2013 

É ᴠז₰╖ḠԅӡỤᶽҺ InforSecurity 2013  

É ḠᴈᶱιAhnLab ISF 2013 ώ ᵠẔAPT￼ ᶃ 
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ׁ  

 

Ḡᴈᶱῴ ⅛ῴ ︡ Ḡԅ ᵙῶԋḠԅḍמ ￼ῳᾺӡỤᴣᵠẔΆ⁮ ԓḳιῗ ᵀḠԅ ֘Ά⁮ԇᴻ

-Ḡᴈᶱԇᴻᴧ ￼ ḠԅӡỤῴ Ḡᴈᶱῴ ᴵҨᵻῺᴞẉ￼Ḡԅ ẊṝῺ῾‎￼Ḡԅמ מ

⅛ῴ ︡￼Ѯ ῗẸῊῳ♬ ￼Ḡԅ ᵙῳᴩ├ ￼ḠԅӡỤι ῶḠᴈᶱԇᴻ￼ḾᶹḮҽ╗טᵙῳᾺ

ғᵝҟ  

2013ẉḠᴈᶱῴ јҝ ︡҃ᶺ Ḡԅḍ ḅAPTᵙDDoSᾢ֨ι ︡҃ḠᴈᶱҞẉᴠז￼ᶂ Ḡԅᴈ

Һ￼ԅ ᵙῳ ὸ֧￼V3 ֯ғᵝῶԋ￼ ԓḳ  
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ԋ ᵻῺ2012ẉḠԅ  מ
-  APTᾢ֨ᴧḍֹ Ἡ ￼ᴧṝ  

 

-  APT 

-  ╩∕ 

-  ҹṩ Ḙ 

-  ח 

-  צ 

-  Ḭ Ѭ 

-   

ḠᴈᶱḠԅᵠẔѧỌ(ASEC)Ḿ҈ᴞẉ ệ ἝἝ￼Ḡԅ҆ҭιỞ ѭ7Ѧԋ

ї ἅҪ‎ԋ├ їҡAPTᾢֹ֨ Ἡ ᴧṝ￼2012ẉḠԅԋ  

1. 

. 
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2012 Ẉ ḟԄꜛᴴ Ệ їᾘε҅Ҭ ֦ ԍѦ῏ἐּײַכᾴїᾘ▲ַ֦ײᾎὊ⅝╩҅Ҭ ֶⱴ Ҭ

ḟԄḌײַ⧵╩ ҅Ҭ ҅Ҭ ҧᴢᶹ ᶼַײAPTα ἵ Ḍ βᾃ֧҅Ҭ  

ᴯᶸε ῑֶⱴҙַײẳ Ḅ₁ ҽḰ ᾃ֧ Ѭַײ ҹṩ ᾃַ֧ײᾤכᴦṜ ҧ᷆ᴧ

Ѭָײַײַא ổ Ҭַײ ᶬ ừῡ ḟԄ ẫ▲ ḟԄꜛᵘ ḟԄײַ€ ḽ Ύ צ

ᾃ֧ἆῠᵘײַ ׄᶬײַו ổ ҬεḟԄѝꜛṜấ҂ҰӎỢַ҄֗ײᾓ  

ḟᴇᶰḟԄᵟẓѦị(ASEC)ḽ҇ᴝẈ Ệ ỶỶַײḟԄ҅Ҭε Ѭ7ѥԊ і ỠҩΎԊ↕

іҠAPTᾃָ֧ ἆῠᴦṜַ2012ײ ẈḟԄԊ  

 

 

 

 

 

APT 

Ὑ ớḍ  (Advanced Persistent Threat, Ҩї ѭAPT)ᾢ֨￼҆ҭ⅝үӍ ẉ῭ῗᶽᶽᶭז јҝḅ

℅ιᾢ֨Ἡ  ‎ ᶺ‾ק ᾢ֨ ┌ẍז῭‰  

APTᾢ֨ ᵇַּזPDF MS-Word ᾰ⁶ḕᶈ￼◖╓ Ḓᾰ⁶ιⱡᵅכּ╓◖Ӑֺ╓◖זַּ Ḓכּ ҭᴧ

ֹᾢ֨Ḿ ℅ ҽ ẻẪ￼APTᾢ֨ιᴞẉҠⱡ҆ҭ ֧  

љ℅ᵃῊιAPTᾢ֨◗֧҃῭ז ẻẪ￼ק ḅἫỦỴҦ ṧԄֹ⃰ẂּכḒᾰҭᵙᶃӵᾰҭ ᴙ ἄᴵἚ

￼ᴙ ᾰҭεRARSfxζιⱡᵅ Ḓכּ ҭᴧ ֹᾢ֨Ḿ ῶ֧҃אWindows ￼ẁיᾰҭεHLPζ ṧ

ԄỦỴҦ ιẊ Ḓכּ ҭᴧ ￼ᾢ֨ΆẪ  

ԋ ᵻῺ2012ẉḠԅ   מ
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APTᾢ֨ΆẪᴪệ῭זṬḆ Ӿέᾁᾢ֨Ḿ  ԋἆҲў￼ ᵔӔּז ꞌ ￼ᾛӐ ιⱡᵅњѭ ᾛӐ

ḧֺỦỴ ҭẊҽᾘ ἆ ֺӐᶈ ט ᶵᴵ ￼ỦỴ ҭẊҽᾘ   

ᶈ ᶂṏᴧּזַּ҃וҲўᵙԇԊ ԋẂּז￼ ҭ ђֺӐỦỴ ҭẊҽᾘ￼҆ҭ   

APTᾢ֨ ‰ᴪệ῭זẍ┌ ᴞᾢ֨￼Ѯ ￼ῗ ᴨṊ ғў ᶟ￼ᴿҲў￼ Ḹᾰҭ ᶈא ᶀἛᶽ

ֹᾤẗ ԋᵙ↓ Ҳўι ￼ῗ ᴨᾤ⌂҆ҭῶԋ￼ӡỤᵙ֓҆ Ḹ  
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╩∕ 

Ҟẉιַּז ҭ◖╓￼Ḡԅḍ ￼⸗ềῗַּז⸗ḧᶊתѮ Ӕּז￼ ҭᾢ֨ẻẪᶭז  

℅ ᾢ֨ѧιῳѭẬҚ├ ῗַּז ᶂҲўᵙԇԊ ԋӔּזꞌῳѭ ￼Hangul ҭ◖╓￼ᾢ֨ ℅҆ҭι

њḲ֫‘ѭ Ḿớᾢ֨ᶈ ᶂѼẦḊᶭᶽ  

Hangulזַּ ᾰ⁶◖╓￼Ḡԅḍ ҡ4ῴẦḊỆỆᴧא ҡ6ῴẦḊι֡Ѷ⅛ῴ֧זַּא ҭ◖╓￼Ḡԅḍ ҆

ҭ  

ῳִַּזHangul ᾰ⁶￼ᾢ֨ᶽ ֫ῗַּזṰ ◖╓￼҆ҭ Ӈῗ6ῴᵙ11ῴιᴧ҃א ₭︡ᶋ￼ ῄ◖╓ ַ

זּ ◖╓ ḾԇԊᵙᾤẗ ԋ ᵔ￼ᾢ֨Ѽ ᶭזιẬ ҃├  

 

℅ᶹιַּזԅќּףӔּזꞌ ￼ ҭ￼◖╓￼Ḡԅḍ ѼὙ ︡

ᶋ Ѯ ῗַּזAdobe Flash ￼CVE-2012-0754◖╓ CVE-

2012-1535 CVE-2012-1535 ѕѦ◖╓￼ᾢ֨Ậ ҃├Ỵ  

 

ỉזַּ ◖╓￼Ḡԅḍ Ѽ א֧ ḅMS12-004 Window 

Media ◖╓ MS12-043 XML ⁄ỌῸח◖╓ MS12-027 

Windows ּזίֺ◖╓ MS12-06 IE╞ ᵸ7ᵙ8￼◖╓  

 

ᴞẉẦḊJAVAѼἄѭ҃ḍ Ḿ ιַּזJRE7ḕᶈ￼CVE-2012-

4681◖╓ᾢ֨  

 

 

 

ҹṩ Ḙ 

ẉ‎ι῭ᶺ￼ ḭ ᵇַּזҚ￼Ẵ♇ᴏ ҺṪ ḙΆ│‎

ḫᾼ ᾢ֨ זַּ ҺṪ ḙἐⅎι ӡỤḠԅ ὺ

ᾼ￼҆ҭιṰ ᵒ֧אіהּ״ ┌◓￼ מ ᴞẉιẬҚ├

￼ῗַּזᾤ⌂Ѯ ￼Ḡԅḍ ᶽᶽᶭז ׁ‎ ιẬᴧ

℅ ᾢ֨￼ѣᶽ♬♇ Ѯ ὐχץ ᶂỞ ѯᵙ ᶂỞ

ѯ ѣҭᶂ ᶽᴪ ҨẬ ҚҪԋỌᵙḄ᷈Ọι

ḭֱַּז Ẵ♇ᴧ ҃ᾢ֨   

 

҃і ѣҭ ᶽ҆ҭι ᶈזַּ ҺṪ ᾢ֨￼ ᶽ҆ҭ

ῶɎΏ ӿ῎ῐ3ᴺ♀ ￼ᴧṃɏ Ɏ⁄ ɏᵙɎ2012ẉ

ṉ⁄ḠԅṤҺɏ  

҃ᾤ⌂ι Һіἄѭ♬ ￼҆ҭѼ Ẃ ỦỴַּז ԅќּף├ ￼ҿᾬḀ Һῗјּז ιṏ ᶂḁּו₵

ᵫ ᵀ￼ἄᵔ ₱ ￼҆ҭѼ ỦỴַּז   

ῶιַּז῞  ￼ᾢ֨҆ӕѼј ᴧא ӕḅιῶᵄ￼ồ ẖώӗ￼Ҹ Ὸח •Ḡԅԇᴻ￼ḠԅᾺ

∩ ԇᴻώӗ￼Ἲ᷾╗ט Ḓכּ ҭᴧ Ҏ╗ט￼Ѯ ιἔẦ ҭӝỵ…ỦỴҦ  



 

8 

 

AhnLab, Inc.  

 2
0

1
3

 

 

Ḡᴈᶱῴ 2013ẉỞ ᴺ 

 

AhnLab, Inc.  
http://www.ahn.com.cn  

 ח

ỦỴט ҭ￼ỚᶭѼῗ2012ẉ ֧Ῐ ￼҆ҭѳ ҡ

2011ẉẦḊιҨḠᴄ ѭѧỌ￼ ỦỴט ҭẦḊᶭ ιֹ

2012ẉ Ԏᶭ ꞌῘệ῭ז῎Ῐ   

Ṁ ỦỴט ҭᾭ ￼ỚᶭῗᵼѭỦỴ ҭֺӐ ѭ ט

ᶫῗ᷇ᴨע ￼Ὰ￼Ṵᶋ  

ỦỴט ҭ￼Ớᶭι ҽᾘΆẪѼῗᴪקᶺ Ѯ ῗ

Ӏ ἄẔּז ẑἆ ▫ἃι Ӭ￼ḠᴄṴᶋҽᾘ א֧

҃ Ґ Twitter ᵙ ӡῸחεSMSζҽᾘồὰURL￼ẻ

Ẫ  

ỦỴט ҭ￼ו Ѽק ├ ᵼѭјҝ֧҃א ᴨΰ

ἐ ￼ ҭӡỤ ѦҚ ￼ỦỴ ҭι ҃א֧ ᴨ і

ӡỤ￼ỦỴ ҭ הּ Ӏ҃א֧ ἄ ט ⅜ ҭι

∂ҥ₲￼ỦỴ ҭᵙ ẍᵓט ҭ  

 

 

ỦỴט ҭѮ ᾢ֨ᶊתῘṕ ớ ѧѠᶊ҃א֧ת ḾҨ ֯￼ҨṸӁ‎ ֺӐ￼ ỦỴט ҭ ᶂ֧א

҃ԝӼԇԊ ԋἆ Ӏ ἄΰ ἐ  ᴅ￼ ỦỴט ҭ Ҏ Ҩ ῎ ḭ⃰ᶈֺӐ Ḿ⸗ḧᶊת￼ ỦỴט

ҭ  

 

 צ

2012ẉ֧א￼ỦỴ ҭ⅝ ỀẉῘệ῭Ѯטᵙ ק ᴞӔּזᴵἚ ᴙ ᾰҭᵙזḸ Ầ ⅜פֿ ҭ₅╜

￼Ά│ιᾢ֨ΆẪ⅝ ╦‖  

ӇῗιᴞẉẦḊ֧҃א ‖￼ᾢ֨ΆẪ ḅ ὶֵ Ḡԅ ҭῶԋ￼ᾰҭἆ ᶈᾛӐ ￼ԓ⁄ѧῂ│Ἒ Ḡԅ

ҭῶԋ￼ᾰҭ ҎΆẪᶈ ▫ἃ ᶟ￼ַּז⅝ ֧  

 

 

Ὑ ῶԋטỵ…ᵏ҃א֧ ᶟMBR(Master Boot Record) ￼

ɎErrwnlwɏẻẪ￼ỦỴ ҭ Ѯ ᶈӟ ᾹᵙѧᶂֺӐẊҽᾘ

￼Bootkit ᴱ Ḿ ᶂ￼ ├Ἃιᵼ℅Ѽᴩֹ҃זּ   

ҨỀιỦỴ ҭַּז ᴨ￼ӡỤ ὶᴨệַ Ӈῗᴞẉҽᾘ￼

´ Bankiᶈ⅜פֿ ᴨѦҚ ӡỤҨᵅιӝ ὶᴨệ ַ

 

ᶈҽᾘΆẪѼῘệῶἍ ℓ ҃זַּ ҭ◖╓ἆ ᶈ ҭ￼

Ḡ ᾰҭ ☺ԄỦỴ ҭ ᶺ ҽᾘ Ể  
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Ḭ Ѭ 

ᴞẉᴧּו￼ ḭᾢ֨҆ҭ￼ ￼ᴵ֫ѭѣ Ѧῗιѭ҃

ᾤ⌂ӫᵇ Ӕּז￼Ɏ ḭ ѭ+Kdfnwlylvp,ɏψᴰᶹ Ѧ

ῗιѭ ᴨҲўԓ ӡỤ￼ ḭᾢ֨  

Ӿιᴞẉῗ4.11Ở ᵙ12.19ᶽ ᾤ⌂҆ҭᶺ￼ ẉ ᴿ

ᾤԃᴣᾤ⌂ᵽӌ￼Ѯ ᵙḐӌѮ ḭᾢ֨￼҆ҭ ֧

א Ҏ҆ҭᴵҨ֫‘ѭɎ ḭ ѭɏ ￼￼ᾢ֨  

Ẋћιᴞẉᴧּו￼⅝ ᶽ￼ ḭᾢ֨҆ҭιᴏ•Ὰ ￼Ѯ

ḭᾢ֨⌠◖҃400єҺᵔ￼ѦҚӡỤ ῶ• ӡԇᴻ

ḭᾢ֨⌠◖҃870єҺᵔ￼ѦҚӡỤ ѣҭ ῗҨ ᴨҲў

ԓ ӡỤᴏḭἋ￼ѦҚӡỤ￼ ￼ ᾢ֨  

 

 

ᴞẉιѭ҃ ᴨѦҚ ӡỤҽᾘ ⅝үӍ ẉ Ễ╗ ṎԎῗ

ᵼѭΰ ἐ ￼ᶽҷק ΰזַּ ἐ  ӡᾢ֨￼ΆẪῘệ Ẃ ֧  

 

ᶂ֧҃אᶺҭӀ ἄ  ԋ ᴨѦҚ ӡỤ￼ ᵼ℅

ᶂᶺᾭ јệјᶈ ẵ֧ ᵇּזἋᵓ ṇỌ

ιҨԁᴩֹὫ᷂  

 

ҚҪ ΰ ἐ ַּז ט Ẃ῞ ιᵼ℅ַּז ӡ Ṁ♇֨

￼҆ҭỚᶭ ҃א֧ ╞ט ᵸẻẪ￼ ιᴦῑ҃Ɏ ט

ḧֺɏ￼ ￼ᴧḍ  
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ứῗᵋṰ֝ᶵḄ ὶɒAPTῊҦɓό 

 

 

 

-  ẁ ҙεӆᴏᾴ ᵗַײσ Ḧַֹײᾃ֧ ᴿ҂⸗ḑ Ҭ

ᵘ ҹṩ ἆῠ 

-  ╙Ởσ ᾩṭᾃ֧ 

-  ҂ ײַ ҙσ ḟᴇᶰַײᾚ ҥ APT Ợꜝ 

-  ḟᴇᶰַײҷםσ Ή ᴴײַ εΉṇַײї︢Ḧ  

-   

זּ  ҺṪ ᵙẂ ᾰҭ ᶚ￼ᾢ֨ῗјᾸᶭז￼ҷᶺ APT ᶚѧ￼  ῳ ￼

ᾢ֨ Ѯמ ѧ҈ Ḓכּ ҭӜԄ ‰ Ẋַּז DOC PDF XLS ᵙԎҤẍ

┌Ӕּז￼ᾰҭ⁪Ẫѧ￼◖╓￼ḍ љ Έ￼ᾢ֨ΆẪεӕḅᵇԇҷἥ ᴧ Ḓכּ

ҭζјᵃιẸҞ￼ APT њ Ḿ⸗ḧ  ‗ἆԇᴻѧ￼Ṱ ѦҚᴧטᾢ֨  

2. 
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ặҝᴾ ӽ ᾃ֧Ύײַ ᶹ ềεᾃ֧ừ₡ᾤכᶵῢњᾃָ֧א ᾤכẌ↑ε ӓҼ ֗ᾛ’ᾢגẓ

ḽ  ἵ Ḍ  (APT) ᾃ֧Ѧӓⱴַײ ổ Ҭїᾴ ⱴַײε ᾴѬ҂ӛԃָא  ײַ љ

ײַ  

Gartner  ἒᵒѦ ‒Ὓ ặײַ׀ḟԄḌ σɎᾃ֧ Ύ љ↕҇ᶇ⸗ḑ Ҭᵘ Web ҅זѦוԃ ổ

ԒḲεҧӜאלᶏ ḟԄײַ ẉ אל ♪ῑַײḟԄὔֹ ɏ  ῺṎᾴεɎ֦♪҂Ήᾚᶙַײᾃ֧ᵘῑᾇ

Ҽ ἆῠε ἆῠᴴҧ ҍҼ ᶡ҇ײַ ᵃַײᾛ←εᵻ₈Ọ ᾚԋַײḟԄἆῠוҧ ֗εᵂᾩ

ѻỴӻ҂ỠҩḽҼ ḟԄἆῠַײ ᾦ ᾛẩ ɏ  

ểᾶ▒εᶇặҝַײ♩ᶪѦεῑᾇַײḟԄỢꜝ ₦ҧếҮӌᾩӦ Ήוӽ ײַ ἑӹ  

 

 

ẁ ҙεӆᴏᾴ ᵗַײσ Ḧַֹײᾃ֧ ᴿ҂⸗ḑ Ҭᵘ ҹṩ ἆῠ 

זּ ҺṪ ᵙẂ ᾰҭ ᶚ￼ᾢ֨ῗјᾸᶭז￼ҷᶺ APT ᶚѧ￼  ῳ ￼ᾢ֨ Ѯמ ѧ҈

Ḓכּ ҭӜԄ ‰ Ẋַּז DOC PDF XLS ᵙԎҤẍ┌Ӕּז￼ᾰҭ⁪Ẫѧ￼◖╓￼ḍ љ Έ￼ᾢ֨Ά

Ẫεӕḅᵇԇҷἥ ᴧ Ḓכּ ҭζјᵃιẸҞ￼ APT њ Ḿ⸗ḧ  ‗ἆԇᴻѧ￼Ṱ ѦҚᴧטᾢ֨

Ҏ ḧֺ￼ּכḒ ҭԏῶ ҎԊᵃ￼⸗ềι ῗњ Ḿ ᶫἍע‰ ιҲᶃώ ἄוᾢ֨￼ᴵ ớχ 

 

ɗ ῶ ẬדἆῘệỄ ￼Ѯ  

ɗ ҚἆῘệỄ ￼ ҭιӇԎѧץᵍḾẂ ᾰҭ ᶚ￼ᾢ֨ 

ɗ ּכḒ ҭѧῶ ￼⃰ᾰԓḳι ᾢ֨כ ‰ἔẦ ҭ 

 

ḅ‛ῶҚӔּז῾Ӣ ￼Ẕּז ẑἔẦ ҭιֱҺֳấỦỴᾰҭẊћ ‰ Ṅ ỵ…  ᴩḱ ỄṈ ᶼ├Ỵֹ

ҤҪ￼ ᴩֹỵ…ιᵼѭҤҪἍӮ￼ј ῗἔẦ ‎Ễ῞ ￼ᾰҭ ҭ Ṱ  ḅ‛ Ṉ ᶹ￼ӠἴṖιֱ

֡Ѷјᴵ ҭῗỦỴ￼  ҡᶂ Ṫў ḻֹ￼ừ֙‎ ιẸἔẦ Ҏ ᶚ￼ ҭῊεӕḅιӔּז῾Ӣ

￼ PDF ᵸζιỦỴҦ ᴏ├ԄҨї Ểχ 

 

ɗ C:\ Docume nts and Settings \ [user] \ startmenu \ program \ start program \ ld.exe  

ɗ C:\ Documents and Settings \ [user] \ Local Settings \ Temp \ AdobeARM.dll  

 

ỦỴҦ ӕטᵏֹז▌ ѧιᵼ℅⅛₭ᵏט  ῊḜ Һ Ḝ Һḧῼ ὶֹ C&C Ὸחᵸιҡ ḫ

іṄ  ᴪἄּי ᾢ֨ ίֺ￼ɒӷṐɓ  

 

ứῗᵋṰ֝ᶵḄ ὶɒAPTῊҦɓό 
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ӕḅιᶈ 2011ẉ 3ῴ￼ UVD Vhfxulw|­ԇᴻ ѭѧι ӈᵔṪἔẦ҃‰ ѭɒ2011 Recruitment 

plan.xlsɓ￼ּכḒ ⁪ι ╓◖ ­ᵍṧԄẪ Dgreh­ Iodvkץ⁪ ◖╓ӹ ᾢ֨ ệ ᵔṪ  

￼Ḣԅίֺ ιῳ ҃ RSA ѧ￼ԎҤ  ιⱡᵅṄᾧỵᾭὯҽ ֹᶹ Ὸחᵸ ֡Ѧῴᵅιҡ 

RSA Ӳ ￼ӡỤᴡ Ḿᶂ҈זּ Ἠץᵬ Lockheed Martin ᴧטᾢ֨  

ҡі ừ֙ᴵҨ ֧ιAPTᾢ֨ј ҈Ḿᾢ֨ ‰ ἄὫḱ זַּ ‰ṝẦ῭זẍ┌￼ᾢ֨ιᾢ֨ ‰ᴦ ἄѭ

APTᾢ֨￼ Ѧԋ ￼ᶛ  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ᶃ 1 ַּזẔּז ẑ◖╓￼ḍ  

 

╙Ởσ ᾩṭᾃ֧ 

ᶺԇᴻ ҃Ḿ APT￼Ἳ ιᵼѭ℅ ᾢַּ֨זўעחᶫѧẂּז

Ẕּז ẑ￼◖╓ ᶈ ҭᴧṵ ᴧṵḠԅӢ ẑѳׁιּזἋọ Ẃ

ỷҨ ₿ҤҪ￼ ᴩֹỵ… ⁞Ὧ Gartner אỞ  Neil 

MacDonald ᵙ Gartner ‬ Ở  Lawrence Pingree ￼ ♇ι

ɒֹ 2020ẉι75% ￼ҲўӡỤḠԅ Ṅ֫ ồ ₅╜ᵙᵠẔΆ

│ι ᶈ 2012 ẉ ⅝ӕ јֹ 10% ɓ 

 

 

⁞ὯḠᴈᶱ ῼḾḔᶴתᾰҭѧᴧא￼ỦỴ ҭ ӕ￼֫‘‎ ιỦỴ ҭᾰҭҡᶹ ‎ᵙ῞ ᾰҭ≡Ҝѱ

ѣ‾ιӇῗ ῆἔẦιṏҺᴧאḜץᵍ ᶺỦỴҦ  ỦỴ ҭԓṧҨїỦỴᾰҭι⅛Ѧᾰҭ ԏῶ⸗ḧ￼

χ 

 

ɗ %Systemroot% \ system32 \ rundir.dll  

ɗ %Systemroot% \ hwprnt.dl  

ɗ %Systemroot% \ system32 \ soric.rxc  

ɗ %Systemroot% \ system32 \ comirv.dll  

 

ᶢ҈ ᵄ￼Ӡἴј Ӑּזι

ᵼѭᾢ֨ Ẃῗ ḧֺ

￼ι ᶈᾢ֨ᵅ ￼ ḭ

ᾢ֨ ‰Ẕּז ẑѧѳׁ῾

ᴧא￼◖╓  
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ᶈ℅⸗ḧ ӕѧιrundir.dll ᾰҭӔּזᵄ ɒThemasɓ├ԛѭῸח ɋ ᾥỴṄɒThemesɓ ỉὔ Ҩẁי

Ầ₅╜ Ὸחᶈ ᵏטῊ ιטᵏט ῆẦḊ ιḜṏҺԋ ♀ᶬ ẊṄ comirv.dll ᾰҭ├Ԅ 

Windows ◊ ᵸ￼ᴵἚת ᾰҭ (explorer.exe)  

 

҂ ײַ ҙσ ḟᴇᶰַײᾚ ҥ APT Ợꜝ 

Ὰ Ҧ￼ḍ ∂֫ᵺѦ ⅎ‎ Ӿ ￼ ῶ Ḿớ￼ᾢ֨χ (1) ₅╜ᾺԌ￼ỦỴ ҭ (2) ָ῾ ￼

ỦỴ ҭ (3) Ḣԅֵ ᴧא￼ḍ ιҨᴣ (4) Ὑ ίᴵּט╗ת  

 

҈῀ הẵᶼײַ   

ḍ ẸҞ IT ќּף￼Ӿ ￼ ᾢ֨᷃מ ∂῭▄Ԅ￼╓ḻד ῭ԅ ￼ Ҩᴣ῭ᴣῊ￼ḍ ט ᵀ

Ḡᴈᶱ҉ ẔỚḠԅῸח (ACCESS)ιᴵҨҡќּףᴿᶊ￼ᾭ︣є ҽỵᵸᾠ ῳᾺ￼ ḍ ᾭὯ ῶԋ

ḍ ￼ԅרΰ ӔḠᴈᶱ ᶼַּזẍ┌￼ᾺԌḍ ᾭὯẓιẊ῭֝ ᶊ ָᵀ│ᾰҭι֟Ṉ ἵᵙ◖ἵ ᴰ

ᶹιῂ ╡ Ὴ ֫‘Ṱ ỦỴ ҭᵙᵀ│ᾰҭ  

Ḡᴈᶱ￼ḍ זӼַּ֫צּ ◊  ⃰ḅḠᴈᶱḠԅẔỚᵠẔѧỌ (ASEC) Ở  Luke Lee ӾּוἍ

ιɒ Ԅԇᴻ ￼  80% ￼ỦỴ ҭ Һ ἅҪᶢ҈҉￼ΰ ו ᴣῊὢᶈ ᶹ ɓ 

 

 

 
 

ᶃ 2 Ὰ Ҧḍ   ᵘᵕῼוּ￼
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ᶹѥ ѭ ᾘẫύ 

ẸҞ APT ѧӔּז￼ỦỴ ҭ ῗѭ҃ӜԄ ‰ ￼

њ ￼ Ҏ ᶚ￼ῶ Ḿớ￼ᾢ֨ ᴣῊћ ￼קט

ẔḾὺᾼ  

Ḡᴈᶱώӗ҃ Ѯ Ᾰו ιᴵḫῊטỗ ָ῾ ￼ỦỴ

ҭ ӠἴἩ ᶢ҈ᶺѦ֫Ṗ￼֫‘Ậᾜιᴵ₅╜љῶḱ

￼ ὶ C&C ӡ ╙ ᵙ DDoS ╙ ιҨᴣ  ԓ￼

Ὁ і￼ OS῭ᾡ јӘ ҈ ᵄ￼Ά│ᴵồ ᴧאѳ

ׁ῾ ֹ ￼ỦỴ ҭ￼ᴵּת ѭιẊӔ ᵔồת ᴨ

Ӡἴԇᴻט  

 

 

 

 

 

ח  ԒḲ֪ῷҧ ᾩṭᾃ֧ 

ᵀ ᵙᾰ⁶◖╓￼ᾢ֨Ά│￼јᾸᶭᶺιṴᶋіὸט╗

֧҃ ᶺ ֘Ά⁮‎₅╜ַּזẂ Ẕּז ẑѧ￼◖╓￼ỦỴ ҭ ⁞

Ὧ Gartner ֫‘ṷ Peter Firstbrook ￼ ♇ιɒ₅╜Ӿ ￼ ῶ

Ḿớ￼ ҭỦỴ ҭ￼Ά│ᴵ֫ѭѣᶽ χ 

ɗ ỗҦ ֫‘χ ᴨᾰҭҨ₅╜Ẋֵ ᴵּתᵘҧἆҦ ᶒ ᶽᶺᾭ

ӗẔᵬ ṈἚ ḧ ẙ￼ ỗ֫‘ι Ӕᶈј╜ ֘Ά⁮￼ừ

֙їỄ ⅝ Ҏ ֘Ά⁮  

ɗ טỗҦ ֫‘χ ᶈ≠ ᶫѧἚע Ҧ Ҩ₅╜ỦỴ ѭ ɓ  

זᴿẔּ҈יּ ẑⱱ ԏῶјᵃ￼ו ᵙ⸗ớιᵼ℅ᴱ ỗҦ ֫

‘ј Ҩ₅╜Ἅῶ￼ỦỴ ҭιץὐַּז ῊṮ◖╓￼ᴪӌ ṏῗ

ѭҜѱḠᴈᶱώӗ￼₅╜Ά│ ᶺԎҤḠԅӗẔᵬώӗ￼ҽ ₅

╜Ά│ιҡ ὸט ўᴧṝ￼ᴝᵼἍᶈ  

 

⃰ᶈּך њַ￼טỗΰ ԓḳ֫‘ (DICA) Ἡ  Ḡᴈᶱ꜠⸗￼ Shell Ҧזּ ₅╜Ἡ Ῐ ҃֫‘Ὴ

 

ẂιShell Ҧ Һ├Ԅ⁪Ẫ ￼ᾰ⁶ἆᶺḐӌᾰҭιҨ ᾢ֨ ᴵҨҡѧίֺᴩỵ…  ￼ᵘҧ 

Shell ḅ‛ᶈἔẦᾰҭῊ₅╜ֹ Shell Ҧ ιֱᴵҨṄԎặ ѭᴵּתᾰҭιᵼѭ⃰ẂᾰҭјẔץᵍ Shell Ҧ

DICA Ἡ ḫῊὪ ├Ԅ￼ Shell Ҧ ι ј Ẕּז ẑⱱ   

 

 

ẓḽ ῙḌ ῀ײַ ὔֹ 

ῆᴧאḍ ιứ ḧјỶỴ ᶺӯּפ APT ᴵ ҈יּ  Ễ Ὴ ₅╜ј֧‎ιᵃῊῨᶊ ώ״

  Ҩ ệḾԋ ￼   ιᵼ℅ ₭Ӣᶶᴵ ј Ҩ ֘ḍ  ѭ҃ԀῸ ιḠᴈᶱӔּזԎӢ

ᶶᵙ ίו ιּה ᴵҨᶈ ♇Ṱ ᴩֹᾢ֨￼ừ֙їӠἴ  

Ḡ ᶈ ♇і￼Ҧת ὶљ  APT ӡιẊἚ ᵘҧҨᾆ ᵙֵ ỦỴ ҭ זᵔᴵҨӔּת  ♇

ίֺו Ḹ֬ ίỵ…ừ֙  үӍᴵּט╗ת ệֹᾠ ҽ ᵙ֫‘ιṏӵḜ ₭ Ԅ ‾  ΰ

ίֺỴᵖ ỦỴ ҭῂ│ᶈứ￼ ѧ  

 

 

ɒ Ԅԇᴻ ￼  80% ￼ỦỴ

ҭ Һ ἅҪᶢ҈҉￼ΰ ו ᴣ

Ὴὢᶈ ᶹ ɓ 

-  Luke Lee ӾּוιASEC Ở  

ɒ ḾᶺѦӠἴ ֺ ֫

ṖιḠᴈᶱ￼ ᴵҨṄצּ

ỦỴ ҭὢᶈ ᶹι ₿ứ￼

ᾧỵᾭὯᴩֹẽᵠ ɓ 

-  Sangln Yoon ӾּוιḠᴈᶱ

ғᵝ  ת
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ᶇẓḽΎ ᶹᾛ Ḍײַ  ῞ᵂᾩὔֹởײַ

ỦỴ ҭ ᶺ ỂὙ ḍ ιӕḅ ╙ Ḓכּ ҭ ftp ᴏῊ╦Ụ  ѭ҃ ֘ Ҏḍ ι

ԇᴻ   IT ọ јᾸᶭזҨӝ ḾᴿѦ Ểώӗњ ￼₅╜ ἻṀ ᶽ ￼ IT ᾤᵙ Ầת ιḅ 

Deloitte 2011 ẉ￼ἵ Ἅ ҤҪḾᴿѦ ўᵙ ₩￼ CIO Ầṝ￼ ᶈ ‬Ῐ ι Ӊ IT ἄ ῗ 

CIO ￼ үחѳ 1 

Ѧῶᾦ￼ Ḡԅ ọצּ ᶈ Ӡ ḇᶊӠἴԇᴻ￼Ḫ ᾭὯԁᴩỦỴᾢ֨￼ᵃῊ ֹᾦꞌ  ḠᴈᶱṄ

ḾἍῶᴃ ￼ ίו ἄֹᴅѦẈᴶѧιҡ ֬֬ᶊḫ҃א ￼ ᴅᴶזḜӔּ҈יּ  ₅╜ Web ѧ

￼ HTTP ╙ ᵙּכḒ ҭ￼ SMTP/POP3/IMAP ╙ ιᵼ℅῏҈ ᵙ ιẊћת Ӊ҃ỞὊῶἄ ιҡ

῭ồ￼Ἦ ᵻἵ (ROI) ѭứ￼ԇᴻṾ‎ ῼҮӪ  

 

 

 

ᶃ 3 Ḡᴈᶱњּז￼ APT  

 

ḟᴇᶰַײҷםσ Ή ᴴײַ εΉṇַײї︢Ḧ  

ᶈɒAPT ῊҦɓι ת ￼ῳ ￼҆ừѳ ṏῗɒ ớɓױ  Ҏῂᶲ￼ḍ ẂץᵍṬḆӀ Ḓכּ￼

ҭᵙњ ḧֺ￼ỦỴ ҭιҨ ￼ᾧỵἆ ḸӡỤѭ ‰ᴧטᾢ֨  

ḜҪ҈יּ Ẃ ҈ױ ѧιἍҨ ᶺ ֹᾭῴּה ᾭẉᵅἑ ṯῗᴩḱ  

Ὢ  APT ￼үӍ ѡ ιԇᴻᴵҨ ӓ￼Ḿ῭זּ ι ₿ ῼ￼ᾭὯ ἆ ᶐ￼⅓♁ớᵅ‛  

 APT ֘Ά⁮￼ ‰ῗώӗḠԅḍ ᵙỦỴ ӡ╙￼῭ ᴵ ớιᵃῊӠὙᵀת￼Ầ ᵙ ἄ   

 

                                           

1 ɒFLR Vxuyh| Uhsruw 5344ɓ Ghorlwwh, 2011  
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ᵺ ⅎ￼ ᵘᵕῼᵙוּ ♇

ίֺιḠᴈᶱᴵӠἴứ￼ ԁ ᶶ 

ḍ ￼Ӝḱ  ᴏӔứ￼ Ṱ ᴩֹ

ḍ ιἅҪҠⱡᴵҨẁיứἧ֧ᴧּוỵ

…￼Ὴ ᵙӈ ỦỴ ҭ◊ Ӎᶴι

ҨᴣḜḅӍӜԄứ￼  ῳӪệ

ώ￼ῗιḠᴈᶱώӗ￼ᴵ ớᴵҨ ứ

ӡḍ Ṱ ╦  

 

 

 

Ӊ! 

ї ᴰᾴᵻѬ їזּ Ḍ εṎ ѬїḔᶇḌ  Ệᴴ ὐὔṔםẉ֜ᶴḃ ὓ

ɎDSW ᾩҥɏ  

 

 

  

ɒἅҪᶈ ỦỴ ҭ ў

Ѩḹ￼ ιזіἅҪṊ

￼Ἡ ιᴵẁי

ḾẸҞӾ ￼ḍ ӠἴҤ

Ҫ￼ўח ɓ 

-  ᵱӾּוιḠᴈᶱἚ

Ở  

 

ɒ֣ӨἅҪ￼Ḡԅἇּצ￼Ḣ

ᾯớᵙᾧὰớιἅҪᴵҨ

῭ồ￼Ἦ ᵻἵѭḭἋ￼

ўחṾ‎ ῼҮӪ ɓ 

-  Vincent Lee Ӿּוι 

Ḡᴈᶱ ᵩᵙṴᶋ  ת
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DDoSᾢ֨￼  љמ

ԋ   צּ
 

 

 

-  2012 ẈDDoSᾃ֧ ῀ײᵷַזᾃ֧ΐפσҧṁם  ᴦṜצ

-  2012 ẈσDDoSᾃ֧ ᶇ  

-  2013 ẈσDDoSᾃ֧ Ύ ῀ ẉᾶἵצ ᶬו 

-  DDoS ꜝ 

֫ṵẪὁ Ὸחᾢ֨(DDoSχDistributed Denial of Service) ӡᶽḲṰ Έῶ

ιḜṰἄѭᶽᶚ ᵙ Ὸחᵸ ᵬ￼ Ѯ Ḡԅḍ ᶺẉ‎ι ᾢ֨≡

ῶ╦֟ Ὑ ᴧּו DDoSᾢ֨Ṁ Ὸחᵸἆ Ὴ ιԎᴎ ῂ│ ἅҪᾣ

—  

3. 
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2012 ẈDDoSᾃ֧ ῀ײᵷַזᾃ֧ΐפσҧṁם  ᴦṜצ

ִῼ￼DDoSᾢ֨ῗᶺᾭҚᴃӐᵇ ᶵᴧ ᶽ ￼ᾭὯץ Ṁ Ṧ▼ 2012ẉ￼DDoSᾢ֨⸗ềѮ ῗι

ᾢ֨ ‰ҡ ᶵ ֹᴵּזớӉ￼WebῸחᵸ(Web Demon) ἆӉớ ￼Ὸחᵸιּי ѣѦҚַּזDDoSᾢ

֨Ṫԏᴧ Ṉ ᾭὯץᴏᴵẻἄᾢ֨  ṎԎῗιᶈ іỄḳ῏ї ֹΰ DDoSᾢ֨Ṫԏιṏ￼זћ῏Ӕּק

ṇḙּו ᴵ ᴧ DDoSᾢ֨ јѰѳׁιᶈ ᶂᴧּ҃ו ᵄѧḙּוᶈḲ ￼ ᵌﬞ ҃DDoSᾢ֨ιṀ

20֡Ḳ ᵌ￼   Ṧ▼￼҆ҭ ᴱ҃א֧ ᾟҥ ḧ￼ ι ᴵҨҦהDDoSᾢ֨￼ᾺԌῸח  

DDoS ᶵᶢ҈ Ӫ ₿ᾢ֨ᾭὯץἆᾢ֨IP ⱡ ι DDoSᾢ֨ỦỴַּז DDoS ᶵ￼◖╓ιᴧ ṇ

҈ Ӫ￼ᾭὯץιӀ ἄ⃰Ẃ￼ᾭὯץ ᾢ֨ ỳ ᾢ֨ι ₅‬ᴧ ᾭὯץ￼IPῗᵋַּזᾢ֨Ṫ

ԏғּוᾭὯץι ῗҡ⃰Ẃ￼IPᴧ ￼ιⱡᵅ  

 

2012 ẈσDDoSᾃ֧ ᶇ  

2012ẉѼᴧּ҃וỄᶺ￼DDoSᾢ֨ ї Ṅҟ Ҧ ￼DDoSᾢ֨҆ҭιԎ ḅїχ 

 

<2012 Ẉ ᶁѭ DDoSᾃ֧҅Ҭ>  

 

-  3ῴχḁớḲ῀ ᴩֹDDoSᾢ֨ι ᴠљᾢ֨￼Ẉᶎẉ ҝ֡ײṠ  

- 6ῴχ ᵄѧḙּ580זַּוᶺᴶӷṐ  ᴧ ҃DDoSᾢ֨ιṀ 20֡Ḳ ᵌ￼   Ṧ▼  

- 7ῴχ ҺכּקḒᵬחῸחώӗᵬ-Ticket Monster ᴩֹDDoSᾢ֨ιṀ 30֫ ῂ│  

- 7ῴχ ᶂ• ᵽҲў ᴧּוὸᾸѭDDoS￼ᾢ֨ιṀ Ὸחᵸ 3ѦṇῊ  

- 12ῴχỞ ᶽ ῼ ιᶽ ᴧҽᾘץᵍDDoSᾢ֨ו ￼ỦỴᾰҭ  

 

<2012 Ẉћꜛѭ DDoSᾃ֧҅Ҭ>  

 

-  8ῴχ ᶂᾤẗ ᴩֹDDoSᾢ֨  

- 9ῴχ ᶂ ▫ἃẦᴧᵬ-RiotGamesᴩֹDDoSᾢ֨  

- 10ῴχ ᶂHSBC ᴩֹDDoSᾢ֨ιῸחᵸ 10ѦṇῊ  

 

DDoSᾢ֨ᴵҨּיᾢ֨ ὶᶈ ṯ￼  Ḡ ᾢ֨Ṫԏᴧ ᾢ֨ι ᴵҨ ӷṐ  ᴧ ᾢ֨ιᵅ

ᶺ Ҏ ӷṐ  ἛᾫᶈԅќּףιAkamai ᴧ ￼2012ẉіᴁẉᾢ֨╙ ⅝ Ῐ ι ѧᶂᴧּו￼DDoSᾢ֨ῳ

ᶺι ѧᶂ ὸᾸӷṐ  ᾭῳᶺ  

 

DDoSᾢ֨￼ љמ ԋ  צּ
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ᶃχDDoSᾢ֨ᴧּוᶂḲ  (2012ẉ1Q v.s. 2011ẉ4Q) ‎ χAkamia  

 

2013 ẈσDDoSᾃ֧ Ύ ῀ ẉᾶἵצ ᶬו 

DDoSᾢ֨Ῐệ ‎ ΰ ι⸗ָῗҲᶃӀ ἄ⃰Ẃ￼ᾭὯץᾢ֨WebῸחᵸἆDBῸחᵸҺ ᶭז  ‾￼

ᾢ֨ᴱַּ֡זᴶ  ἆῸחᵸṏ DDoSᾢ֨ιᵼ℅҆ỗῘệỄѤ ᴏӔὋἈѮ ᾢ֨◊￼IPᶊᶍιᾢ

֨ VPN( Ὁњּז χ Virtual Private Network) ἆ҉ῸחᵸѼᴵҨᴧ DDoSᾢ֨ιᵼ℅ὋἈIPῗῶ

ֺ￼  ᾢ֨҆ҭѼῘệὙ ᶭז ᾳỦỴַּזỚׅᶭז￼ΰ ἐ ￼ᾢ֨ṄҺᶽ ιẊא֧ ҉Ὸח￼ᶭ

זᾢ֨ѼҺᶭ￼חῸ҉זιַּז  ῶιDDoSᾢ֨ṪԏѼ ᴧṝι῭זӔּזΆӝћו ѼҺᶽᶽᾡᵱ ᵼ

℅ιᴱ ῶ Ṫԏι ᴵҨᴧ DDoSᾢ֨ ￼Ḅ᷈ỌἆѦҚ҈יּ ￼ זַּ Ṫԏᴧ DDoSᾢ֨￼҆ҭѼ

Һ ᶭזιᵼ℅ DDoSᾢ֨ṰἄѭҲўọ ￼Ḡԅḍ  

 

 

DDoS ꜝ 

ѭ҃ẔḾјῗ ῗẔּז ẑѭ ‰￼ΰ ￼DDoSᾢ֨ι ֫‘Ἡ ‎Ếẕ֫‘Ӏ ἄ⃰ẂᾭὯץ￼ᾢ֨

Ẋ ⸗ָῗι Ṭ￼֫‘Ἡ ιҨԁ ὋἈ⃰ẂᾭὯץι Ṁ Ὸח  

 

DDoSọ іᴿѦᵽӌᵙӔּז ￼ԊᵃᵀӐιֺḧ῭Ѥ⁪￼ ‰֝‎ ֘ ⅛ᴶ ᶵἆѮ 

Ὴ῭ᾺԎ ◖╓ ԋ ј ￼Ὸח Ḡ ọ ￼ ⅜ᵙ ♀ᶬ ҭ Ὴ├Ỵ Ḡԅι ԁ ḭᵙ

DDoS￼קט ẑₔԄᾢ֨ ẑιҨԁἄѭ ḭᾢ֨￼ẁ  

ῶҎDDoSҺӀ ᾢ֨‎◊ιӬ Ṃץ￼‎◊ IPιӔҚ Ҩ ‬ι Ѧ ҰᴵҨ ḧ ￼ᵸיּ ו◒ ‎

₿ιᴱ ᶟԓ￼Ṃץ‎◊ῗԎ ᶟҨᶹ￼ IPιṏẔ ὶѢẨ℅Ṃץ јẔ Ԝ ֧ᴞιḅ‛ ᶵ ᾟ

Ὑ ו ι Қᵔ ᶼ⃰ ḧ ◒ὲӬ ￼ṂץιѼᴵҨᶽ ֟Ṉ ‬ᵙ ￼Ὴ  

ᶟѳ ӠὙ ῗỄ ￼ιḅ℅ἑ ῶᾦΈῼ ᵙ ⌂DDoSᾢ֨ιῶҎҺᶈ Ҏ ♇іᾣ ỵẔᵸ

ә╜ ⱡ￼ṭᶽ╙ ιҨώΈ ᵓᵙ DDoS￼ᴩḱתᶟι Ӊ ḭ￼ᴩḱ ẙ  
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╚ V3 ￼ᴗᴷ 

 

 

 

 

-  V3  ⱳָҝᶽ  

-  V3 ַײ Ṁεⱶ҇їᾘᶉ Ṯ ᾚ 

4. 
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2013 Ẉ6ῐ1ᾤεᾴ ᶁ Ꞌ₥ Ҭַײҥᵃ  AhnLab V3 ở ײַ 25Ẉ ṝ ᶁᶁҒἆῠֿכᴦַײ

ҬѦεV3 ᴴҧ Ệѕᾴ ᶁᵃᶱ῏ᶼַײḟԄ Ҭ ҂' ӷῙ'ᵘ'ṇẈῙ'εҝẈ Ύ҂' ẈῙ

' ᶇ ᶁεAhnLab ᾴ ⁴῏ᶼњ῏ῑḪײַג ḟԄԆᴺ ▒ểᾨṎᶇѝꜛ ӽεӆᾴ  

AhnLab ҠΎ їᶀ₉ ṁεїҜӭḃᶁԒַ҅ײѝε њּכӾ╓╓ ᵆ҂─ᶸṳᶊ ị֜ᶴᵘ ֭

ᴟוћꜛḟԄᴇ ҹεҝẈṎᴟו҂ RSA 2013( ᶁ)ᵘ₀∞Ӡ ḟԄṜҹ(Inforsecurity) ї  

AhnLab ַײ ҍגיεAhnLab ַײἆῠגᶇ─ᶸѻᴨָ҂ ᴴεV3 ѻᴴҧјћꜛῑᵃַײ Ꞌ₥

Ҭ ▒ ᶇᶁ ᴵѕ  

 

 

 

V3 ⱳָҝᶽ 

 

1988 Ẉ'Vaccine' ֦ћ 

V3 ּ1988҈וẉι⃰ῗ Ѧּכ ︡ ɊBrian⅜פֿ ֹ ᶂ￼Ὴӧ ẸῊιṏ װ҈ ᶽḙ￼Ḡ (AhnLab 

ֳḊҚ)ᶈ ᶂῳӾ ᴧ҃⌂ֹו Brain ֿפ⅜￼ ⅜פֿ ẑιẊᴨᵄѭɎVaccineɎ  

ᶈ ᶂι℅ᵄ љ' ⅜פֿ ҭ'ῗ ᵃ￼₦ỔιV3 ᵄ Ѽῗ‎  ɎVaccineɏ Ѧᴅ  

 

Ҡ Vaccine ָ V3εἆῠַײᴦṜ 

1989ẉιVaccine ҃▐ ᶂғֿ1⅜פᴺ￼ɎLBC ֿפ⅜ɏו ιẊ῭ᵄѭɎVaccine II ɏ 1989ẉ֧҃א

Ɏ ᾔֿ֚פ⅜(13ᴺ￼ῐῼҋֿפ⅜)ɏι1991ẉ֧҃אɎ ẦΌᶢ ɏ⅜פֿ ѭ҃▐ ιAhnLab Ṅ⅜פֿ

ɎVaccine IIɏ ℓᴧṝѭɎVaccine II + ɏ ṎԎᶈ1991ẉִιו ᶽᶽᾡᵱẊ Ὰ ѭɎV III(V3)ɏוּ  

V3 ￼ ἄӞוּ ҃ԇᴻ￼ ιẊᶈ1995ẉ ҃ԇᴻ ԇᴻ ҨᵅӝẦḊ⃰Ẫ ᴧ ⅜פֿ ẑ זᶈӔּא

￼ V3 ‰ỐѼῗ℅ῊῳִԇẦẊᴧṝֹ Ҟ￼ V3‰Ố ִῼιDOS ⱱ V3+Ѽ ќ 1996ẉ1ῴι⃰

Ẫ ֧҃ḫ ᵬּקז￼ғᵝ Windows  ⱱɎV3Pro 95 ɏ ⅜פֿ ҭ 1997ẉι ᴧ ҃ Ὸחᵸⱱ 

ɎV3 Net for NetWare ɏ ᵙ ɎV3 Net for NT(Windows NT Ὸחᵸⱱ)ɏ ḅ℅ιAhnLab ᴧ҃ᶺ  V3 

֯￼ ⅜פֿ ҭ ιṏῗѭ҃ іẊ Ẕ IT עᶫ￼ᴪקι  

 

ấḉᶇ ѕΐז 

2000ẉᶈ іẦṝ҃ ɎMy V3חῸ⅜פֿ ɏ My V3  ј Ḡ ẑι ṏᴵҨ Ᾰ ᵙ ᵸט

ῗᵋỵ…ֿפ⅜ і￼ ᶈẸῊᴵҨחῸ⅜פֿ ệἩ  Ὰ  

╚ V3 ￼ᴗᴷ 
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ח Ꞌ₥ Ҭַכֿײᴦε ԃᶁ ṳᶊ 

ֹ2000ẉҦιV3 ￼Ἡ  Ὰℓҵ ‎ ồ 2001ẉιẦḊ ᴧ ט ⅜פֿ ҭιὸ֧҃ PDAⱱɎV3 Mobile 

for Palm ɏ 2003ẉι ᴧ҃ќּףῳִ￼ כּט ⱱ ⅜פֿ ҭɎV3 Mobile for WI-TOPɏ ѳᵅẦḊ Ԅ҃

ᶂ Ṵᶋι2001ẉᶈῄ  │Қι2003ẉᶈѧᶂ │Қ ồ҃ V3 ￼ᶂז קẶד҅  

 

V3 јⱳ∟ḷ֫Ԋ њԎῑҘᵘג 

2004ẉιὸ֧҃ɎV3 Pro Marine Blues ɏ⸗ָⱱ ғᵝץ ᵙּזἋּף ẸῊῳ҃זּ Қ↔ᴊ ẻ -

Marine Blues ℅⸗ָⱱјҝץᵍ҃ ו￼⅜פֿ ι ז ҃ẸῊἄѭḍ ᵼ ￼Ɏᶙᶌ ҭɏᵙɎẍᵓ ҭɏ

￼ὋἈו ℅₭￼ᾡᵱ ￼ᶈ҈ ῗӔּזἋ῏҈ὶ  V3 ẊΆӝӔּזψ҇ῗṸῺ℅₭￼ᾡᵱἄѭּזἋḾ

Ḡԅ ￼ ἱ♇ ℅ғᵝᵇּזἋҽ ￼ӡỤῗɒ ồћ῏҈ӔּזɓιᴏṸῺּזἋ ồᶊӔּזḠԅғᵝẊ῏

҈Ӕּז ℅ғᵝѼḾ 2008ẉѦҚⱱ  ԅ ἴῸח-ɎV3 365ɏ￼ וּ ҃Ễᶽ￼Ӑּז  

 

҇ ₨ ẵ҇ᶖӿ 

ֹ2000ẉ ιV3 Ҩᶺ‾קћẶῶד￼Ἡ ᴪệ ℓẶᶽ ԎѧῳѭӪệ ώ￼ῗιV3 ṀԄ҃҉ ₦Ổ￼ 

AhnLab ⁄ỌἩ -ɎASD(AhnLab Smart Defense) Ἡ ɏ ℅Ἡ јҝӔғᵝᴪệ Ṭι ћᴵҨḫῊ Ᾰ

ᵙӢᶶֿפ⅜ιᶽᶽώ ҃ V3 ￼ Ᾰꞌ ѼῗҲўⱱ ᵀḠԅ ֘Ά⁮-ɎV3 In ternet Security 8.0(V3 IS 

8.0)ɏ ќ￼ ῟ι ẽᵠ҃ѦҚⱱ V3 Lite ԎҤ V3 ғᵝ￼ ᴧ  

 

ᶁԒᴈῑ♆60%εפ ᶁ  

2011ẉιV3 ᶈ ᶂ ⅜פֿ ҭṴᶋᴉῶꞌ ҃60% V3 IS 8.0ҡ֧ќҨ‎Ὑ ᴠזᶂ ╜ ι ҃

ᶂ ↨֝￼Ἡ ד ᶈ ᶂץ  AV Comparatives  AV TEST  Checkmark  ᵙ ICSA Ѯ ᶂ  ԋ

╜ ￼ᵪῶ AhnLab Ѧ ῳ ιᾺẦᴧ￼ᾊṾᶚ￼ ⅜פֿ ҭ-ɎV3 Clickɏᶈᶂ ṴᶋіѼᴩֹ҃├  

 

V3 ở ẫύ₰їӮ₆ 

ῼԓιAhnLab Ṅὸ֧Ὰⱱ ￼ѦҚᵙҲўⱱ V3 ṰԇẦ҃╜ ⱱ ι ╜Ἃᴠљזּ ιẊᾠ ╜Ἃᶈזּ҃

Ẹѧ ֹ￼ ᴦ ֮ṄּזἋ￼ᴦ ᴦẔֹᾺ￼ғᵝι ∂ῳᶽ◑ Ἃזּ ∂  
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V3 ַײ Ṁεⱶ҇їᾘᶉ Ṯ ᾚ 

 

ᴞ25ẉῊ ιV3 ּפї￼ ἄѭ҃ AhnLab Ḫ ￼ ғᵙ ḫ ẹ Ҟѭ₿ε2013ẉ ḗẙζι ᵩ

￼ V3 ғᵝᾭ ѭ4224єѦ ὐԁץ ώӗ￼ V3ιᴵ Һ ᾭқҨі  

V3 јᾸᶊ ṯ ᾺιἩ  ‎ ệֹᴧṝ ᶈ Ớᴪ￼  IT עᶫїι ֺӐẶῶד￼ ⅜פֿ ҭῗ 

AhnLab ḕᶈ￼יּתẊ ѭῗӔᵘ ѭ℅ιV3 јᾸᵇ ⅜פֿ ҭ‰֝Ɏ Ᾰꞌɏ Ɏ‖ồ￼ ẙɏᵙɎ

ɏὠἇק  

AhnLab ώӗԁ ￼ V3ι ‖ḫ ҃֫ҕ￼ Ẋῳ ֹ‗ Ḡԅ￼ ᶫע  ԁ ώӗ ẑῗ V3 

LiteιјҝӠἴѦҚ￼ ӡỤι ћᶈᶂḲᴎ ừ֙їώӗ҃њּז ⅜פֿ ι Ἳү҃ӐѭḠԅḟἴ

￼ ṀӐּז Ӕ V3 ᴪệ῭זẶᶽιἄѭ Ὴ ἋᵴⱫ￼Ɏזּ ṁ ҭɏ  
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ᶺṖ₭￼֫‘Ẉᴶ 

ỦỴҦ ‎Ὰ￼ṕמ 

 

-  ᶹṕ⁸ַ֪ײῷỬᾴ῏Ӓ ֗ᾛẩ 

-  ᶹṕ⁸֪ῷἆῠַײῙỂᾇῺ 

-  ṓ 

ỦỴҦ ᴪệ ‎ ι҆ᵅק‾ћᶺק ѭѮ￼ẔḾΆẪ Ѫ҃ṕ ὐ Zeroץ -day

ᾢ֨ιῳ  APT ᾢַּ֨זᾺɗᴪ ỦỴҦ ￼҆ҭᶭזι Ҩ ῎ҝҝӘ ҽ ￼ɒᶢ҈

⸗ề ɓ￼ỦỴҦ ₅╜Ἡ Ṱ ῂ│ῶᾦẔḾῳ ￼Ḡԅḍ  

Ḿ℅ιAhnLab ꜠ Ầᴧ҃ɒᶺṖ₭֫‘Ẉᴶɓ Ἡ  ӾẔּזᶈ V3 ғᵝ ιⱡᵅ ֮

Ә₭Ẕּזᶈ APT ֘Ά⁮ɒAhnLab TrusWatcher( ᶂ Ṵᶋ ѭ AhnLab MDS) ɓᵙ

Ḡԅ ֘Ά⁮ɒAhnLab TrusGuard ɓғᵝ ֯ ֡ѶἍῶ￼ғᵝ  

5. 
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₤ᶽῑᶼ ײַ ổҥֿב ֹӏẉᴦṴε ṯїᾴᾚ ҅ײַ —Ὂ AhnLab ASEC αAhnLab ḟԄ

ᵟẓѦịβַײ ε4ῐү ἒᵒַײ ổҥֿבԉῑ550ѓ8895 Ҭ 3ῐү ἒᵒַײ ổҥֿבᶼ 760ѓ

Ҭ Ṏ ᶁᶁԒ₤ῐẇᶍᴦⱳ500~700 ѓҬַײ ổҥֿבỖ ҅Ҭ  

їҜḄ₈εԄћꜛΊּרαunknown βַײᾚɓᴩ ổҥֿײַבᴦṴ ẘјᾤ ᶬ ῑε֦♪҂

Ꞌ₥‭≡ַײ ổҥֿב ε ổҥֿבṯᴩỆΉוᵔḷᵘ  

ᵂᾩε῏ ֦♪҂ј APT ּגӅַײɎḦֹᶙ ổҥֿבɏ ḛѭ ᾴ ḽұѝ ῡԊỡ◕Ḧᶉש ӽ

Ἤᾃָ֧א ε▒ᵄἄָ  אָ ẁӓⱴַײẓⱴ Ẑַײ╩∕ẉֶⱴ ╩∕ ᾃ֧ ᵻ₈ε ҍ

ᵔḷњ ײַ ổҥֿבᴴҧ₦ᵵởɎ─Ẕ ɏ ѲεҼ ṔײἆῠɏַבɎ◕Ềֿײַ ѻ╓╓ᾶ ֦

Ύ   

ῶ ҧɎѭח ɏѬѭẆֲַײᾚַײ Ӌ ᾴ AhnLab ὕַ֦ײᾚַײỢꜝ і ỠҩΎּז і 

AhnLab ᴎṃὕַ֦ײᾚַײ Ḍ ῶεᴎ ổҥֿב ἆῠɎᶹṕ⁸֪ῷɏἆῠ  

 

 

ᶹṕ⁸ַ֪ײῷỬᾴ῏Ӓ ֗ᾛẩ 

 

ỄᶺḠԅώӗᵬ ᵙẦᴧᴵҨҦῲɒ⸗ề Ἡ ɓṕ ￼ỦỴҦ Ἡ  AhnLab Ѽ ҃ᶺ ẙ֫

‘ḍ ι ∂ᶺ ￼Ά⁮ ‛ιҞẉṏẦᴧ҃ɒᶺṖ₭֫‘ẈᴶɓẊ ֮Ẕּזᶈԇᴻᶽ ֫￼ғᵝ  

 

ɒᶺṖ₭֫‘ɓἩ ῗẬ ҃ɒѮט (Active Defense) ɓ￼₦ỔιӇῗљҽ ￼ɒѮט ɓἩ јᵃ ҽ

￼ɒѮט ɓῗὝ Ḿ ￼⅜פֿ  ѭ ֫‘‎ḫ₅א╜￼Ἡ  ɒᶺṖ₭֫‘ɓ ᵀẔּ҃זɒᶢ

҈ ѭɓ￼֫‘Ἡ ᵙɒᶢ҈ӡ ɓ￼֫‘Ἡ  ᶺ‾￼֫‘Ἡ ιᶈḍ ԄӜ ⅎṏẦḊѮט ιῗ ѦᾺ

₦Ổ￼ ᵀḍ Ἡ   

 

ɒᶺṖ₭֫‘ɓἩ јҝᴵҨḫῊẔḾḍ ι ᴵҨ ᶊẔḾḍט Ԋῶ6ѦѮ ₅╜ᴣ֫‘Ἡ ‗ἄ  

ΗURL/IP ₅╜Ἡ  Ηᶢ҈҉￼₅╜ Ηᶢ҈⸗ề ￼₅╜ Ηᶢ҈ӡ ￼₅╜ Ηᶢ҈ ѭ￼₅╜ ΗѮט  

 

ᶺṖ₭￼֫‘Ẉᴶ 

ỦỴҦ ‎Ὰ￼ṕמ 
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1. URL/IP  ‭≡ Ɇ ₆ ổ ₆ ὓ C&C ΐזᵷ ᶸ  

ῳ ᶽ ֫￼ỦỴҦ Ҋ ԄӜֹԓ ј ј ᶊӀ ἄ⃰Ẃ￼ᾰҭιҽᾘỦỴҦ ṬḆӀ

￼ ḅ╕↨ ᶭזι ћᴱ ṏ ỵ…ỦỴҦ ￼҆ӕѼ ᴧּו  

ᵼ℅ιѭ҃ ₿ỦỴҦ ╙Ԅι⁞ὯᶺᾭҚӔּז￼ ιḾ҈ԏῶҽᾘỦỴҦ ᴗ￼ἆ ֶᾸѭԏῶ

ᴎ ￼ URL ώׁ ₿ ṏῗ URL ᴣ IP ₅╜Ἡ ￼⁄Ọ ᶢ҈ URL/IP ₅╜Ἡ ῗᶈỦỴҦ ╙Ԅ ⅎẦ

Ḋ ₿ẊḢԅṂ ỦỴҦ ￼Ἡ ιᶈɒѮט ɓ￼ ♇‎ ιԏῶ Ẃ ￼ҮӪ  

⸗ָῗι₅╜ἆὋἈљ C&C Ὸחᵸ ӡ ỦỴ￼ᶹ ὶιᴵҨ ӡỤ ἆ⁞Ὧᾢ֨ ᵘҧ￼

ᾢ֨ז јּזᴰᶹ￼ɒ⸗ề Ἡ ɓṏᴵҨḫῊ₅╜ẊẔḾᴎ  URL ἆ  IPι ♇ ḧῗẔḾῳ ḍ

￼ῶᾦἩ   

 

2. ҈‭≡ Ɇ ḪᾩẓḽḌ εѭח  

ᶢ҈҉￼₅╜Ἡ ῗַּז AhnLab ￼҉ ᶢ ￼ AhnLab Smart Defense εҨї ѭ ASDζἩ ιᶺ

ẙḫῊ֫‘ᵙ Ᾰᾰҭ￼ỦỴљᵋ￼Ἡ  ѧ᷁Ὸחᵸ ᶽḳת ᾰҭӡỤᾭὯẓιẸ  εἆ ζḠ ￼ 

ASD Ậᾜᵇ ASD ѧỌ ᾰҭ￼ỦỴљᵋῊιASD ѧỌֱḾ ᾰҭ ᶺ ẙ֫‘ᵅᵓ  ASD Ậᾜ ᾰҭ

ῗỦỴ￼ ῗ⃰Ẃ￼  Ἡ ῗ⸗ề Ậᾜ ῾῭ᾺṏᴵҨḫא ḍ ￼ιѮט ♇￼ ᾸἩ ι⸗

ָḾᾺɗᴪ ỦỴҦ ᾸỄῶᾦ  

AhnLab ￼ᶢ҈҉￼₅╜Ἡ ּ2000יєᵄҨі￼ASD ‗ἄ ᾠ ḫ ᴧּוἆᴧṵ￼ḍ ιᶈḍ ᴧּו

￼ᵃῊḫῊẔḾ  ASD ᾠ ￼‾ ι ᴣῊ֫‘ᵅιṄ ḍ ӡỤԊҕֹץὐ V3 ғᵝ￼ 

AhnLab ￼Ἅῶғᵝι ₿ỦỴҦ ￼ ℓἛᾫ  
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3. ◕Ềֿ‭≡ Ɇ ῏ṇצב ᾂᵰ ᾘ ẘᴢẫύ  צ

ẔֹּזɒᶺṖ₭֫‘ɓἩ ￼ɒ⸗ề Ἡ ɓѼ ҃ᴦᶶ￼Ἡ  Ὰιљҽ ￼ɒ⸗ề Ἡ ɓ Ẹ￼јᵃ  

ӾιAhnLab ￼ᶢ҈⸗ề ￼₅╜Ἡ ѧỌԏῶ 7 қᶺѦ￼ ASD ᾭὯẓ ASD ᾭὯẓјҝ ҃ỦỴᾰ

ҭӡỤι ҃⃰ẂᾰҭӡỤ ṏᴵҨ῭ז ῶᾦᶊ ᾸỦỴљᵋι֡Ѷ≡ῶ  

ⱡᵅιḜẔּ҃ז AhnLab ꜠ Ầᴧ￼ DNA ἜὼἩ ιԜ҃ז ṖἩ  Ὰ DNA ἜὼῗַּזỦỴᾰҭ￼ 

DNA ӡỤ₅╜￼Ἡ  ώᴨỦỴҦ ԏῶ￼ᶁῶ￼⸗ềᵙᾰҭ￼ DNA ӡỤιṄԎַּזᶈỦỴҦ Ᾰ љҽ

ΆẪјᵃ￼ῗιҽ ΆẪַּזᾰҭ⸗ề ᾸỦỴљᵋι  AhnLab ￼ɒ⸗ề Ἡ ɓַּזᾰҭ DNA ⸗ề

‎ ᾸỦỴљᵋ Ά│ԀῸ҃ҽ ￼ɒ⸗ề Ἡ ɓ￼ṕ ớιώӗ ᾦћѮט￼ ֘Ά⁮ιҡ ᴵҨ ₿

ỦỴҦ ι֡Ѷј ԎҤ ҭ ◊ṏ ᶽᶽ֟Ṉ҃ ꞌ  

јᾸ ᶺ ᶺ‾￼ỦỴҦ ⸗ề ‎ẔḾḠԅḍ ￼ΆẪ ׁ‎ ј ᵀאḫιẊћᾦ‛јᶽ ⸗ề ᾭ

￼ᶭזιẬᾜᶽṇѼҺᶭז ᴦιḅ‛Ẕּז ᶽ￼‾ ᾭὯẓᵙ֫‘њ Ἡ ᴙ ￼ DNA ֱι

⅝ јᾸ ⸗ề ￼ΆẪᶽẄ֟ṈẬᾜᶽṇιᴵҨṾ‎ɒѮט ɓᵙɒּזἋΆӝɓ￼ѣᶽᾦ‛  

 

4. ᶡ҇Ӡ ‭≡ Ɇ ẓḽײַ ᵺᾃ֧ᴢ▄ᶇַײḌ  

AhnLab￼ɒᶺṖ₭֫‘Ẉᴶɓ￼⁄ỌᴵҨ ῗɒӡ ₅╜ɓᵙɒ ѭ₅╜ɓ ׁ Ἅ ￼ɒᶢ҈҉￼₅╜Ἡ ɓ

ᵙɒᶢ҈⸗ề ￼₅╜Ἡ ɓῗᴝῶἩ ￼ Ὰ￼ᾡᵱι ɒᶢ҈ӡ ￼Ἡ ɓᵙɒᶢ҈ ѭ￼Ἡ ɓῗḾỦỴ

Ҧ ẔḾ₩ⱱ￼ Ὰ  

ɒᶢ҈ӡ ￼₅╜Ἡ ɓῗḾ҈῾ ᾰҭιᴏɒ῾ ᾸɓᾰҭᴣẔּז ẑ￼☺ᶈḍ ώׁ ￼Ἡ  Ἡ Ḿ

҈ῳ ￼ ֹ╜ᾢ֨ἩṬỄῗῶᾦιᴵҨ₅￼ק ⅜פֿ ҭ￼ỦỴҦ ῳ ιỦỴҦ ֺӐ ᶈҽᾘỦ

ỴҦ ׁӾ╜ ⅜פֿ ҭ￼₅╜љᵋ ♇Ѽ ѭῗɒ⸗ề Ἡ ɓ￼ṕ љ℅ ԋιAhnLab ￼ɒᶺ

Ṗ₭֫‘Ἡ ɓἫּזἋᾭ Ү ‎◊ᵙљԎҤᾰҭ￼ԋ ᶺ‾￼ӡ ֹז▌ Ᾰᶢ֝ιԀῸ҃ɒᶢ҈⸗
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ề ￼₅╜Ἡ ɓ￼ṕ ιẾẕḫ҃א ớώׁḾẔ ⁞Ὧ ҉ᾠ ֹ￼ᶺ‾￼ӡ ӡỤι ᴠ ҃ԎҤּז

Ἃ￼ Үι Ἃḫזּ ֶᾸẊḾẔ  

 

 

 

ᴏӔῗ῾ ᾰҭ(ἆ ẑ)ιӇῗᴵҨ⁞ὯᶺᾭּזἋ֫ ￼ӡỤ(ỦỴἆ⃰Ẃ)ἆḫ ἋᾭιẊזּ ᶫעἋזּ ᶺ

ֶᾸѭỦỴἆ⃰Ẃ Ỵᵖ ιּזἋᴵҨ⁞ὯᶺᾭּזἋ￼ɒ ҮɓӡỤι ṯᴵҨ ḫ Ḡԅ ָẊ

ḍ  

 

5. Ѭ‭≡ Ɇ ᾤᾃ֧εExploit( ╩∕ֶⱴ) 

јҍ҈ɒᶢ҈ӡ ￼₅╜Ἡ ɓ￼ῶᾦἩ ᴏῗɒᶢ҈ ѭ￼₅╜Ἡ ɓ ɒᶢ҈ ѭ￼₅╜Ἡ ɓῗ Ᾰᾰҭ

ѭῗᵋỦỴљᵋ￼Ἡ ι Ḿ҈ ₅╜￼ ỦỴҦ זַּ ῄᾢ֨￼ỦỴҦ Ễῶᾦ љׁ Ἅ ￼

ɒᶢ҈ӡ ￼₅╜Ἡ ɓ ‾ι⁞Ὧ AhnLab ᶺẉ ￼њ ᵙᶢ ᾼḫ҃אɒᶢ҈ ѭ￼Ἡ ɓ

Ἡ ḾỦỴᾰҭῳ Ἒ ￼ ѭ ѭ100ᶺѦ₩ẪιҨ℅ѭ⁞Ὧ֫ת ᾸỦỴљᵋ ӕḅι⁞Ὧ≡ῶּזἋ

ᵃỴї Ẋ ỦỴҦ ￼ ѭιᴵҨֶᾸỦỴљᵋιⱡᵅḾẔ Ҩ℅ιјҝῗ ῄᾢ֨ιṏ ⃰Ẃ￼◖╓ַ

ѼᴵҨḢԅṂזּ  

 

6. ѭח  Ɇ ֪ῷἒᵒεḪ♪ ᶉח  

ᵀᶢ҈҉ ⸗ề ӡ ᵙ ѭ￼Ἡ ιḾ҈ ׁ￼ᶽ ֫ỦỴҦ ᴵҨḾẔ ӇῗιỦỴҦ ᴣᾢ֨ἩṬ

￼ק ẙ ֧ỳ ιћΆᵇѼỄ ᾳ Ỵᵖ ιј Ḣԅὴ ֫‘Ἡ ￼ḍ ￼ḕᶈ  

ᶵ℅ ừ֙ טἩ ṏῗɒѮ￼וּ +Dfwlyh Ghihqvh,ɓἩ Ѽῗ AhnLab ꜠ ᴧιώӗ҃Ѯט

ԓ ḍ ￼ᴵ ớ￼Ἡ ᴣו ḅ‛Ẹׁ ԓ ḕῶầẂ ѭ￼ᾰҭιֱḾ ᾰҭԏӌῶӍ ѭ

ӡỤι ḫῊ ֫‘ώӗι Ӡᴵ ớ￼ᵃῊּזἋᴵҨ ӾḾẔ ᴿזἋᴵҨַּזּ ֫‘ӡỤι ᶊḾט

ẔỦỴҦ ḍ ιᴵҨώ Ḡԅ ָ  
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ᶹṕ⁸֪ῷἆῠַײῙỂᾇῺ 

 

ḅ℅ιᶺ‾￼ Ἡ ῶ  ᵀ￼ AhnLab ɒᶺṖ₭֫‘Ἡ ɓιẔּזᶈҞẉ 6ῴіṴ￼ѦҚּזἋⱱ ⅜פֿ

ҭɒY6 OlwhɓᵙɒY6 698 FolqlfɓιẊẔּזᶈᴏṄіṴ￼ɒV3 Internet Security <13ɓ V3 ғᵝ ὶ ι

֮ṄẔּזᶈ TrusGuard ғᵝι ғᵝιAPT ֘Ά⁮ιTrusWatcherט εAhnLab MDS ζᵙּוғ

њּזḠԅᴣίֺ ֘Ά⁮ɒDkqOde HSVɓғᵝ  

 

 
 

 

ṓ 

 

ѱι ɒᶺṖ₭֫‘Ἡ ɓẔּז￼ғᵝιἅҪᴵҨῼểỘ‾￼ᾦ‛ ό 

Ӿιῳ ᴵҨῼể⃰ Ᾰḍ ῾קɒᶺṖ₭֫‘Ἡ ɓᴵҨῳṈזַּ ɗ ιַּזɒᶢ҈ ѭɓᵙɒᶢ

҈ӡ ɓ￼₅╜Ἡ ι ᾸᾺɗᴪѧỦỴҦ ιҡ ז῭ֹ ￼ Ᾰ  

ⱡᵅι⸗ָῗḫ҃אɒѮט ɓ ♇￼ḠԅιԀῸ҃ɒ⸗ề Ἡ ɓ￼ṕ ι ♇ṏỄӪệ ιћԏῶỄ

ᶽ￼ỴѲ ֹ Ḿ⸗ḧҲў/ ԋ￼ ‰ᾢ֨￼ᶭז ɒḧֺᶚɓỦỴҦ҃א֧ ￼Ẹׁừ֙ι

ώӗώׁ Ἡ ιῼể ᴵҨῶᾦ ᶺ‾￼Ḡԅḍ  

ῳᵅιẸҞᶶ ᶺᴪ￼ḍ ᶫѧιᴅע Ѧғᵝ ѦἩ Ễ ԅ ֘Ḡԅ ῾‎ῊҦῗ Ѧ ᵀḠԅ

￼ῊҦιᴿ ḠԅἩ  ᵀιἅҪῼể ᾺẦᵏ ѦᾺḠԅ ᶽḠԅ￼ῊҦ Ӈῗιῶ  ᵀἩ Ẋᴨệᾦ

‛Ẋ ῏҆ ⃰ῗ ♇ιAhnLab Ӽ֫Ῐ ҃ AhnLab ￼њ Ἡ ᵙᶢ ᾼҮӪ ⁞Ὧ AhnLab ￼

20ᶺẉ￼њ Ἡ ᵙᶢ ᾼιӌ҃אᴿ ֫‘Ἡ Ẋᴨệ҃ᴃᵃᾦ‛  
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ԅᾺ￼ V3ιᾂẦ ￼  

-  ᶺṖ₭֫‘ẈᴶιӔ ẙᵙớ ԅ ώ״ 

 

 

 

-  V3εὕ֦҂ᵣҍҒᵜψ 

-  ҧֲᾚַײ ᾘἆῠΎ ổҥֿב 

-  Ή ẫύεײַ ָⱴỦᾛӜ 

6. 

. Ҟẉ7ῴι ểṰѰ￼ AhnLab  ԅᾺ￼ V3 ҈ ќ V3 ֯ғᵝᶽᶽ

ώ ҃Ậᾜ ẙιẊּי ᵙֳᾺ￼ᶺ ו Ὰ№ ιᴵҨ ῗќּף ￼Ҹ

ғᵝιљ╤ᶹүӍ ⅜פֿ ҭ ⅝ Ѽј ⸗ָῗẔּ҃ז AhnLab ⁄Ọ

Ἡ -¬ʌ ₭Ṗ₭֫‘ẈᴶἩ ɓιљҨׁ￼ V3 ғᵝḢԅјᵃιῗ ѦԅᾺ￼

ғᵝ ἅҪṄҺ ֹἅҪ℅ׁҡ῾ ￼ֳᾺ￼ғᵝ  

ї ι ἅҪ ‎ їԅᾺ￼ V3 ғᵝ  
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V3εὕ֦҂ᵣҍҒᵜψ 

7ῴ30ῄιAhnLab ὸ֧҃ V3 ֯ғᵝ ὐҲўⱱץ  Ḡԅ ֘Ά⁮ɒAhnLab V3 Internet 

Security 9.0 εҨї ѭ V3 IS 9.0ζɓ Ҳўⱱ   ᵀḠԅ ֘Ά⁮ɒAhnLab V3 Endpoint Security 

9.0εҨї ѭ V3 ES 9.0ζɓ ѧṇҲўⱱḠԅ ɒV3 MSSεManaged Security ServiceחῸת ζɓ Ὸ

ᵸⱱḠԅח ֘Ά⁮ɒV3 Net For Windows Server 9.0 εҨї ѭ V3 Net 9.0 ζɓᵙѦҚⱱ ᵀḠԅ ת

ғᵝɒV3 698 Folqlfɒ5Ѧғᵝ  

 

ԅᾺ￼ V3ιᾂẦ ￼  

ᶺṖ₭֫‘ẈᴶιӔ ẙᵙớ ԅ ώ״ 
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ҧֲᾚַײ ᾘἆῠΎ ổҥֿב 

ԅᾺ V3 ғᵝ￼ῳᶽ⸗ềᴵҨ ῗɒᶺṖ₭֫‘ẈᴶɓἩ   

ɒᶺṖ₭֫‘Ἡ ɓῗẬ ҃ɒѮט +Dfwlyh Ghihqvh,ɓ￼₦ỔιӇῗљҽ ￼ɒѮט ɓἩ јᵃ ҽ

￼ɒѮט ɓῗὝ Ḿ ￼⅜פֿ  ѭ ֫‘‎ḫ₅א╜￼Ἡ  ɒᶺṖ₭֫‘Ἡ ɓ ᵀẔּ҃ז

ɒᶢ҈ ѭɓ￼֫‘Ἡ ᵙɒᶢ҈ӡ ɓ￼֫‘Ἡ  ᶺ‾￼֫‘Ἡ ιᶈḍ ԄӜ ⅎṏẦḊѮט ιῗ

ѦᾺ₦Ổ￼ ᵀḍ Ἡ   

 

 
 

ɒᶺṖ₭֫‘Ἡ ɓјҝᴵҨḫῊẔḾḍ ι ᴵҨ ᶊẔḾḍט Ԋῶ6ѦѮ ₅╜ᴣ֫‘Ἡ ‗ἄ  

ΗURL/IP ₅╜Ἡ Ηᶢ҈҉￼₅╜Ηᶢ҈⸗ề ￼₅╜Ηᶢ҈ӡ ￼₅╜Ηᶢ҈ ѭ￼₅╜ΗѮט  

 

1. URL/IP ‭≡ -  ₿ ỦỴ ₿ ὶC&C Ὸחᵸ ᶹ  

2. ҈‭≡(ASD)  -  ḫῊẔḾḍ ιѮט  

3. ◕Ềֿ‭≡ -ב  ῳṈק ᾡᵱ Ᾰ ẙᴣẬᾜ  ק

4. ᶡ҇Ӡ ‭≡ -ײַ  ẔḾ ᵻᾢ֨ᴣ☺ᶈ￼ḍ  

5. Ѭ‭≡ -  ῄᾢ֨ιExploit(  (╓◖זַּ

6. ѭח  -  ֫‘ἵᵓιḫא ᶊט  

 

ӾῗιURL/IP ₅╜Ἡ  ѭ҃ ₿ỦỴҦ ╙Ԅֹԓ ι⁞ὯᶺᾭҚӔּז￼ ι҆Ӿ ₿ԏ

ῶҽᾘỦỴҦ ᴗ￼ἆ ֶᾸѭԏῶᴎ ￼URL ṏῗURL ᴣIP ₅╜Ἡ ￼⁄Ọ ᶢ҈URL/IP ₅╜Ἡ 

ῗᶈỦỴҦ ╙Ԅ ⅎẦḊ ₿ẊḢԅṂ ỦỴҦ ￼Ἡ ιᶈɒѮט ɓ￼ ♇‎ ιԏῶ Ẃ ￼ҮӪ  

 

ᶢ҈҉￼₅╜Ἡ ῗַּז AhnLab ᶢ҈҉ ￼ AhnLab Smart Defense εҨї ѭASDζἩ ιᶺ ẙḫ

Ὴ֫‘ᵙ Ᾰᾰҭ￼ỦỴљᵋ￼Ἡ   AhnLab ᶢ҈҉￼₅╜Ἡ ּ2000יєᵄҨі￼ASD ‗ἄ ᾠ

ḫ ᴧּוἆᴧṵ￼ḍ ιᶈḍ ᴧּו￼ᵃῊᴵҨḫῊẔḾ  
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ᶢ҈⸗ề ￼₅╜Ἡ ѧỌԏῶ7қᶺѦ￼ASD ᾭὯẓ ASD ᾭὯẓјҝ ҃ỦỴᾰҭӡỤι ҃⃰Ẃ

ᾰҭӡỤ ṏᴵҨ῭ז ῶᾦᶊ ᾸỦỴљᵋι֡Ѷ≡ῶ ɒΰ҃ז▌ Ἔὼ+Vpduw Vfdq,ɓἩ

  ɒΰ ἜὼɓῗὝῳִἜὼᾰҭᵅιḾ҈ֶᾸѭḠԅ￼ᾰҭјԜ ἜὼιᴱḾᾺ￼ἆ῭ᾡ￼ᾰҭ Ἔὼι

ṏᶽᶽ֟Ṉ҃ἜὼῊ Ἡ ιᾺ￼ V3 ￼Ἔὼ ẙᶭֹזҨׁ￼10Ӥṫᴸ  

 

ɒᶺṖ₭֫‘Ẉᴶɓ￼⁄ỌᴵҨ ῗɒӡ ₅╜ɓᵙɒ ѭ₅╜ɓ  ᶢ҈ӡ ￼₅╜Ἡ ῗḾ҈῾ ᾰҭιᴏ

῾ ᾸᾰҭᴣẔּז ẑ￼☺ᶈḍ ώׁ ￼Ἡ  ⁞Ὧᾰҭ￼Ӕּז ᾭ ‎◊ᵙљԎҤᾰҭ￼ԋ ι ᵀ֫

‘ᾰҭ￼ỦỴљᵋ ᴰᶹι ⁞Ὧ AhnLab Ὂῶ￼100ᶺѦ₩Ẫι Ᾰᾰҭ ѭῗᵋỦỴ Ἡ Ḿַּז ῄ

ᾢ֨￼ỦỴҦ ѼỄῶᾦ  

 

ῳᵅιѮט (Active Defense) ῗώӗ ԓ ḍ ￼ᴵ ớ￼Ἡ ᴣו ιḫῊώӗḾᾰҭ￼ ֫‘ἵᵓι

ᴵҨ ӾḾẔḍ  

ῶԋɒᶺṖ₭֫‘Ἡ ɓ￼῭ᶺԓḳι ᴠ ɒḠᴈᶱῴ  7ῴᴺɓ  

 

Ή ẫύεײַ ָⱴỦᾛӜ 

ԅᾺ V3 ҃ẔּזɒᶺṖ₭֫‘Ἡ ɓѳᶹι Ẕּ҃זᶺ ֳᾺ￼Ἡ ιᴩֹ҃├ ὐ V3 IS 9.0ι℅₭ὸץ

֧￼ V3 ֯ғᵝԅ Ẕּ҃ז  AhnLab 20 ᶺẉ￼њ Ἡ ɒTS Prime Ậᾜɓ ἜὼΆẪѼᵙֳᾺιӔּז

҃ώᴨỦỴҦ  DNA ӡỤ￼ΆẪιјҝ֟Ṉ҃  ￼ Ἳι ћӔẬᾜᶽṇ֟ṈֹҨׁ￼ 30%  

 

 
 

₭Ѯּף ￼ Ѽ⸗ָιјҝ Άӝớι￼זἋӔּזֹּ҃ ћᴵҨ ᴿ έᾁ  Ẹׁ￼Ḡԅ

ꜛỗ ɒ ɓ Ḡԅꜛỗψɒ ɓ ꜛỗψɒ ɓ ᴎ ꜛỗ  

 

ԄֹɒḠԅѧỌɓּף ι Ῐ ῭ ￼Ḡԅꜛỗιјᵃ￼ јᵃ￼Ḡԅꜛỗ ᶈɒḠԅѧỌɓּף Ῐ

6 Ḡԅꜛỗ  

Η Ӡἴ Η ɡ ҈҉ ￼Ӡἴ Η ɡ ҈⸗ề ￼Ӡἴ Η ɡ ҈ӡ ￼Ӡἴ Η ɡ ҈ ѭ￼Ӡἴ Η Ѯט  
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ѱι℅₭ὸ֧￼ V3 ғᵝ￼Ѯ ⸗ềᵙᴿғᵝ￼ṮầῗҜѱό 

 

 
 

Ӿι ᴅὼ Ὰὸ֧￼ V3 IS 9.0 ᵙ Ԏׁ  V3 IS 8.0 ￼ῳᶽјᵃѳᶴᶈ҈ɒᶺṖ₭֫‘ẈᴶɓἩ ￼Ѯט

ו Ἡ ιV3 IS 9.0 ᴵҨḾ῾ ỦỴҦ ᴣῊ ᴨὺᾼẊ ѳׁἍ ￼ TS Prime Ậᾜ Ὰ

Ἡ Ѽῗ⅝ ῎Ῐ￼ᴪק  

 

Ὰ￼ V3 ֯ѧιV3 ES 9.0 ᵙ V3 IS 9.0 ￼Ṯầᶈ҈ɒᴵ ט ᶵίֺɓו ῳ ι SNS ᵙᴵ

ḕӴט ᶵ ԄӜֹҲўԓ ￼ỦỴҦ ￼҆ӕ ‎ ᶺ ћιᴵ ḕӴט ᶵ ᶈ⌠◖ԇᴻזַּ ӡỤ

◊￼Ѯ ἐⅎ  

ѭׁ҃҆ ℅ ҆ҭ￼ᴧּוιẊ‗ ו￼ ᶫιV3 IS 9.0עẶᶽ￼Ḡԅז῭ ѧᶭ҃זɒᴵ ט ᶵίֺɓו

ιῳ V3 ES 9.0 ҃וּ ỳӔּזɒᴵ ט ᶵίֺɓו ιҲў Ḡ  AhnLab ѧ᷁ צּ ת ֘Ά

⁮ APCεἆ APC Appliance ζιẊᶈ ᵸט ὐ U ￼ CD/DVDץת ⱳ ᶵᵙΰ ᴊᵸ ὶ

 ￼Ἅῶᴵ ט ᶵ  

 

ҞẉїᴁẉιAhnLab ֝ᶵ▌ז ɒAhnLab TrusWatcher Agentת ɓ ו ι῭זẶק V3 ES ￼ ♇ ת

ו  

 

ῸחᵸḠԅ ֘Ά⁮ V3 Net 9.0 ιṄɒ ᴭίֺɓᵙɒώ ҭɓ ו ӐѭῸחᵸ ￼њ ו ιᶭ҃ז

Ὸחᵸ Άӝớ￼ת  Ὸחᵸ ῆ ỦỴҦ ỵ…ιԇᴻ￼ ӡỤ ғṄ ὫḱἆỦỴҦ ỵ…ἛᾫֹљῸ

ᵸח ὶ￼ԇᴻᾭ︣ᴶḭἋ   ᵼ℅ιV3 Net 9.0 ￼ו Ặקᶵᴩ  
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V3 MSS ῗ ᵇѧṇҲў￼ᶢ҈҉ ￼Ḡԅ ֘Ά⁮ ғᵝѼẔּ҃זɒᶺṖ₭֫‘Ἡ ɓ￼Ѯט ו

љ℅ᵃῊι ώӗ҃῭זẶᶽ￼ ו ιј ‗ њ ￼ ӌת ѼᴵҨᶈ ḫῊᵠẔḍ  

 

V3 365 Clinic  ῗ ᵇѦҚּזἋ￼   ⅜פֿ ҭιḜ￼ᶢ ⁪Ẫљ V3 IS 9.0 ӆ јᵃ￼ῗιḜ ᵇ҈Ѧ

ҚᵙḲẛ V3 365 Clinic ᴵҨּך ɒPC Ѯ⌂װɓ ɒḒḁ  ӠἴɓᵙɒᵄѲ זּ ₿ɓ Ὸח  

 

AhnLab ῼể ℅₭ V3 ֯ғᵝ￼ὸ֧ᴵҨ‗ Ѯט ♇￼ Ḡԅעᶫ ᵱ(AhnLab Ҧ ת

҆) χɒѭ҃ᵠẔῳ ‎ ￼Ḡԅḍ ιҡỦỴҦ ╙Ԅ ⅎẦḊѮט ᴪệ῭ז ԅᾺ V3 

ᶺṖ₭￼֫‘ẈᴶἩ ᴪệ῭זẶᶽ  ѭḠԅ￼ ᶫιAhnLab Ṅע ᵙẦᴧḠԅἩ  ɓ 
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AhnLab MDSι 

ї ҦѮטᶚḠԅἩ  

 
-  ℮ ἆῠ⁭  

-  ѰεѬқѰ Ἤ℮ ἆῠψ 

-  ѬқѰ Ṯљⱴַײ℮ ֗ᾛ’ψ 

-  ᶡ҇℮ חײַ ֪ῷἆῠ  

-  ═ᴿֿ֪בῷ 

-  ḟԄἆῠ 

7. 

AhnLab MDS ᵀ҃ץὐ≠ Ἡ ￼ї ҦѮטᶚḠԅἩ ᵅᴪệ῭Ặᶽι

  Ṅ ҟ  AhnLab MDS ￼ APT ᵠẔἩ    
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ṳᶊֿכ Ԇᴺ Gartner ὕ֦ ≡ἒᵒεḄ ẓḽ APTεїҜԎᶴᶡ῞ַײḟԄᵟẓӋ ε Ԏᶴ

ײַ ἆῠ Gartner ≡εΊΎṃ Ɏᴧ ֪ῷ(Forensic) ɏᵘɎ℮ (Sandboxing) ɏ ḟԄᵟ

ẓἆῠ Ѭ҂ᵟẓ Ύ ḟԄḌײַצ εAhnLab ṯᶇ APT ֗ᾛ’ɎAhnLab MDS ɏṎӋ♪҂

℮ ἆῠ AhnLab MDS їҜԎᶴ҂ Gartner ẵ іײַ ҥḟԄἆῠɎ℮ ἆῠɏᶡַ︠ײᴃ ῷ֪ײַ

εג Ԏᶴ҂ Ṯֿכᴦַחײ ԒḲ֪ῷἆῠɎ DICA α Dynamic Intelligence Content 

Analysis βɏ ᵂᾩεAhnLab MDS ҂῏—῞ַײᵟẓᾛ’њᴴҧḪ ẓḽ (ӡᶵᵘᵟẓ)ַײ 

Agent ἆῠ  

 

℮ ἆῠ⁭  

ᶈҟ ≠ Ἡ ѳׁι Ӿ‎҃ ҨїỦỴ ҭ֫‘Ά│  

 

ỦỴ ҭ֫‘Ά│ᴵҨ֫ѭ ỗ֫‘ᵙטỗ֫‘ ‘ỗ֫ט ֫‘Ḿ ‾ ᵅ֫‘Ԏ ѭιẸᴧאᴵּת

ѭᵙ῎ ￼ỦỴ ѭιᴏ ᾸѭỦỴ ҭ ‘ỗ֫ט ḕᶈ ᴎ ι ᴎ ῗὝ ḭ • ỦỴ ѭ

Ḿ֫‘ ᵙᵕ Ậ ᵘ￼ἔ֨ιḅᴧּו ᶐ ᾢ֨ ᵃ ￼ԎҤ ᵙ  

 

љ℅ ᴦι ỗ֫‘ѭ҃ῳṇק ᴎ ι AVἜὼ ᾸṰ ỦỴ ҭ(known malware) ἆ ᾰҭ‘֫זַּ

᷃ᴣ҇ ֺḔ ѩ ΆẪ ῭њў♇ι ᵸ֫‘ API ּזԋ Ά│ ᾸỦỴ ҭљᵋ  

 

≠ Ἡ ῗᶈ≠ ᶫїע ᶢ҈טỗ֫‘￼ỦỴ ҭ֫‘￼Ἡ  ≠ ᶫῗὝḅע Ὁ (Virtual Machine)

￼ Ὁ￼ᴩ ֺ￼ᾛӐ ᶫιע ￼ ♇ῗιּטיỗ֫‘ ‛ᴧּו￼ὫḱјҺҽᾘֹ֫‘ ᶹ ≠ Ἡ

 ⁞ὯἩ ӗẔᵬјᵃιּזɒVM(Virtual machine) ɓ ɒVM emulator ɓ ɒHypervisor ɓᵙɒ≠ ɓ

א  

 

ѰεѬқѰ Ἤ℮ ἆῠψ 

ᶈᵻ ℅ ѳׁι ἅҪ‎Ӿ҃ їѭҜѱ ᶢ҈טỗ֫‘￼ỦỴ ҭ֫‘  

 

ᾢ֨ ‎ ᶶ ћỦỴ ҭᴪệ ‎ ẶᶽιҝӘ ҈ҽ ⅜פֿ ҭ￼ᵏᴧẪ(heuristic) ו ₅╜῾

ỦỴ ҭιἆ ώᴨPE᷃ ἆ‾ᵝḔ ѩ ᾸỦỴљᵋṰ ‎ ῂᾦ ṎԎῗιỦỴ ҭֺӐ זᶺ‾￼Ẃּזַּ

ᶳ(packer)ἆז ḧֺזᶳ(customized packer) Ḉ ỗ֫‘  

AhnLab MDSι 

ї ҦѮטᶚḠԅἩ  
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ḅ℅ιҝַּז ỗ֫‘ῗỄ Ᾰḫ ỦỴ ҭιԜזі֫‘Ḿ ‾ᵝ￼ᾭ ѼῘ Ớᶭ￼ מ ᵼ℅ι⅝ Ἦ

ԄњḲẊ ᶶ  ￼ ỗ֫‘ι ᴅ ֫‘Ḿ ‾ᵝᴏᴵ Ᾰ￼טỗ֫‘Ά│῭ᴩֹӭḄ  

 

ỗ֫‘ᴵҨᶈḫט  Ἒ ιӇῗᾦꞌӉ ᵼ℅ ҃ᴨ ֫‘ѳ ￼⸗ָ￼ừ֙ιᶽ ֫ ῗᶈḅ Ὁ ￼

≠ ᶫїἚע ѯѦӕ‎ ιỦỴ ҭ֫‘њḲḾ҈ᶺ‾￼֫‘עᶫ(ᾛӐ )ᴿὊῶⱶת  ι⅛₭֫

‘ ​ ᾺḠ ᾛӐ ι ṏ 2~3ṇῊ￼ӐўῊ ‛‎ ιᶈḫ  ֫‘ῗᾦꞌӉћ≡ῶא

ḫớ  

 

ѬқѰ Ṯљⱴַײ℮ ֗ᾛ’ψ 

ѱι ḭᴵҨ Ὅ￼≠ Ἡ ῶᵤҎό 

 

ιᶈ ᾠ /ԁ ≠ Ὸח ḅ‛ҲўỳӔּז≠ Ἡ ιֱᴵҨַּזᶈ ῸחẊіҽ֫‘Ḿ ᾰҭᴏᴵἚ

‘ỗ֫ט Ӈῗιԁ Ὸח Ἣ֫‘Ḿ ᾰҭḾᶹԇẦ ḭṏ ԇẦ￼ԁ Ὸחι҃ ṯֺӐ￼Ủ

Ỵ ҭῗᵋᴵҨḌἘ֫‘ ḅ‛ḌἘ֫‘ἄוιѭ҃ј ᴏ⁪Ẫקᴩỵ… ἆ ֵ ‖ ￼ ѭṾ

‎ ᵘ￼Ὣḱ  

 

ᶈ ᾠ /ԁ ≠ ῸחῶɒGFI ≠ +JIL Vdqger{,ɓɒQrpdq ≠ ֫‘ҩ+Qrupdq Vdqger{ Dqdo|}hu,ɓ

ᵙɒMrh≠ +Mrh Vdqger{,ɓ 

 

҇ιԇẦ◊Ҧ ỦỴ ҭטỗ֫‘ ׁιῶỄᶺᶢ҈ԇẦ◊Ҧ ỗ֫‘Ṱט￼ ᵬּקז Ӈῗ ỦỴ ҭ

֫‘Ѽ ỦỴ ҭֺӐ ḳ῏‗ Ẋ֫‘◊Ҧ ιῳ ᶈֶᾸזַּ ṯֺӐ￼ỦỴ ҭῗᵋ ₅╜ἆḅӍ Ầ

₅╜ Ṫԏῶ ZeroWine ᵙ Cuckoo ≠  

 

ḅ℅ιᶢ҈ᶈ ≠ ῸחἆԇẦ◊Ҧ ≠ Ὸט￼חỗ֫‘Ḿ҈Ῡ ᶈAPT( Ὑ ḍ )￼ ḭῂ│ љẁי

Ḿ℅ιῶọ ‗ Ẕּז≠ Ἡ ￼њּזḠԅ ֘Ά⁮(in-house sandboxing)  

 

ᶡ҇℮ חײַ ֪ῷἆῠ 

ỗ֫‘ῗṄ֫‘Ḿט ᴏ‾ ᾰҭᶈᴩί￼֫‘עᶫї ιẊḾᴧּו￼ ѭ ίᵙ֫‘ιῗ ׁῳѭẍ┌

Ӕּז￼֫‘ΆẪ ỗ֫‘ῗᶈט Ὁ ẻẪ￼ᴩ ᶫїע￼ֺ ֫‘ιᶈ֫‘עᶫї ‾ᵝᾰҭ￼ᵃῊᴵҨ

₅‬ ѭ Ӏ ├ԛ ᵙӀ ᾰҭ ᶺ‾￼ᾛӐ ￼ᴪק  

 

ѭ҃ỵ ᾛӐ ᴧּו￼ᴪקι֫‘עᶫїӔּזѣ ΆẪ ῗιᶈּזἋ₩Ẫ(User Mode) ᵙԓ⁄₩Ẫ(Kernel 

Mode) їὛ (hooking )API ֩ᾭ￼ΆẪψ҇ῗι ίᶈᴧּו⸗ָ￼҆ҭῊ ￼ᵗ֧ט ӕ

(Notification Routine)  
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═ᴿֿ֪בῷ 

█ᵀ ֫‘ῗ█ᵀ ỗ֫‘ᵙטỗ֫‘￼ΆẪιᴡ ᶢ҈טỗԓḳ￼֫‘(Dynamic content -based analysis)  

ỦỴ ҭ Ӡḕֹ ιҨ   ָ￼҇ ֺẻẪḕᶈ ᶈᴦ∆ ѧỦỴ ҭ҇ ҈זֺּ ԄӪι 

∆ Ҧ Ṁ֧ѭ ֧Ӫ ѧιֶᾸẔּז ẑ Ὴῗᵋᶈԓḕ ᶟᴧּוầẂҦ ￼ ῗᶢ҈טỗ

ԓḳ￼֫‘￼⁄Ọ  
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AhnLab MDS ￼טỗԓḳ֫‘Ἡ ɒDICA(Dynamic Intelligent Content Dqdo|vlv,ɓӔּ҃ז Suspicious 

Mode ᵙ Candidate Mode  Suspicious Mode ῗ֫‘ᴵҨ╘ּוѭ shellcode ￼Ἅῶᵘҧ￼⅛Ѧᶊᶍῗᵋ 

EIP(Extended Instruction Pointer, ї₭ ￼ᵘҧӈ ￼ԓḕᶊᶍ) ץᵍᶈ⃰Ẃԓḕ ᶟψ  Candidate 

Mode ᴱᶈ◖╓ᾢ֨ḫ ᵘҧᶊᶍ￼￼זַּ ֫‘ EIP Ӈῗι⅛‾ᵝ֫‘Ҡⱡ ֡ ￼֫‘Ὴ ιᵼ℅

ᶈᶽ ỦỴ ҭ֫‘Ὴῶᴵ ἄѭ  

 

ῶԋ℅ ιAhnLab ῳ ᴧ￼ DICA 2.x ⱱ ιᴱᶈ₅ Ḿ Ẕּז ẑ Ẋ Non ֹט -PE Ṟớ￼ԓḕ

ᶊᶍ ᶟῊᴧּ҆וҭ￼ ί EIPιҡ ᴵҨḫῊ֫‘ Non -PE ỦỴ ҭ  

 

ᴰᶹιAhnLab MDS ώӗ￼טỗԓḳ֫‘Ἡ  ᴵҨ₅╜ֹӵ DEP(Data Execution Prevention) ᵙ 

ASLR(Address Space Layout Randomization) ᵻ Windows   ￼ԓḕӠἴו ￼Ӕּז ROP(Return -

Oriented Programming) ἐⅎ￼ỦỴҦ  

 

 
 

ROP ῗṄṰḕᶈ￼ᵘҧὟ ẑὴ֯ᵅ⁞Ὧ ḭ￼ Ӕּז ֯￼ᵘҧ ᵀι ѭ ROP gadget DICA 

ї ￼ΆẪ‎ֶᾸỦỴ shellcode  

 

 ί ROP gadget ῶᴵ Ậ ￼Ἅῶ  ט

 ₅‬ԓḕ ᶟι ԓḕֶᾸѭַּז ROP ΆẪ  shellcode  

 ₅‬ԓḕ ᶟῗᵋῗỦỴ shellcode  

 

ḅі ￼ɒὋἈ DICA ԓ￼ ROPɓἩ ιјҝᴵҨ₅╜ַֹּז ROP gadget ￼ Non -PE ᶚ APT ỦỴ

Ҧ ι ᴵҨ₅╜ַֹּז ᵻ Window s ᾛӐ ώӗ￼ ἅԓḕӠἴו ￼ ROP gadget ￼ exploit ᴰᶹι

Ὗ Ṗ‗ἄᶺ‾￼ᵏᴧẪ￼ ᾸΆ│ιᴧṝѭ◊⌡Ṃ  ROP gadget ￼ᵠẔἩ   
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ḟԄἆῠ 

ׁ Ἅ ￼≠ Ἡ ῗњּזḠԅ ᶵᶈ ╙ ѧώᴨ￼ᾰҭιҡ ᴵҨ₅╜ֹ ￼ Ḿớᾢ֨ Ӈῗιї

￼ừ֙ᶈᶢ҈ ￼Ḡԅ ֘Ά⁮֫‘ḕᶈ῎Ῐ￼ּף  

 Ҩᶺᾭ⃰Ẃᾰҭ₩ᶒק￼ ẑץẻẪ￼ỦỴ ҭ  

 ᶈӵ≠ ￼ᴩ ֺ￼ Ὁ֫‘עᶫїῂ│⃰Ẃ ￼ỦỴ ҭ  

 ᵼѭῗј ẂӔּז￼ᾰҭ⁪ẪιἍҨῂ│ώᴨἆטỗ֫‘￼ỦỴ ҭ  

U ἆԇᴻԓ ҽᾘ￼ỦỴ ҭ￼Ὴӧι ᶢ҈ ￼Ḡԅ ֘Ά⁮֫‘ 

ѭ҃ԀῸ Ḡԅ ֘Ά⁮￼ּף ι ‎ Ặ ♇￼ᶺṖ₭￼֫‘ ᴱῶ⃰ ֫‘ιἑᴵҨѮט￼  

ᶈ ♇￼ ѭ֫‘ᴵҨ֫ѭѣ χ ῗ֫‘Ḡ ￼ỦỴ ҭ￼ῳ ￼ῗҜѱιᴏᴵֶᾸѭỦỴ ҭ￼ᴵּת ѭ

֫‘ψ҇ῗḠ ֹ  Ҩᵅ Ầ₅╜ Ὑ ￼ט╗ ѭ￼֫‘  

֫‘Ά│љטỗ ֫‘ΆẪ ᵃι ҃֫‘ᾰҭᵙ ἄɗ῭ᾡɗֵוּ￼ ᴗ ├ԛ ￼῭ᾡᴣ

ὶꜛỗᴪק ι ҆ҭῄỐ￼ ίᴵҨḅї֫ Ѯ ￼ỦỴҦ  

Downloader χ ῊιҡҊ ї ԎҤỦỴҦ  

Launcher(ἆ loader) χᴏ־ ṯἆ ԎҤỦỴҦ ιἆᶈ῾‎ ᶊ  

Backdoor χώӗӔ ḭᴵҨ ỵ…  ￼  

Credential Stealer χἈᴨ ￼ ӡỤ  

ῶԋ ױ ѭ￼Ѯ ֫‘￼ӕḒḅїχ 

├ԛ ֫‘χ ֫‘ῶԋ ט ᵏ￼├ԛ  

₅╜⸗╒ҳ´ ￼ק ᾰҭχỵ… DLL ᾰҭᵅז ᾰҭῊᴵҨ ỦỴҦ ֫‘ ᾰҭ￼

ᵟṸӪ Ӏ ￼ꜛỗ  

ᶈ ♇￼ ѭ֫‘ ѧ ℓ Ặ ￼ ֫ṏῗԓḕ ᶟ￼ᴨ ֫‘ ᴏᶺ‾￼ԓ⁄Ṗ וױ ￼ỦỴ ҭ

ᴵҨӀ ♇￼ ѭԓḳι ḫ ￼Ẕּז ẑἆӀ Ẕּז ẑ￼ᾰҭԓḳι ᴵҨ ᶹ

￼ԓḳ ѭԓḕᴨ ι֫‘Ἡ ᴧṝѭҨїѣ ι ῗԓḕ Ӵᵅ҆ᵅ֫‘ψ҇ῗḫῊ֫‘ԓḕ ᶟ  

 

AhnLab MDS ￼ ҅ғᵝᶽ ֫≡ῶ Agent  ṏ Ṗ￼֫‘ ᶵώӗ ὋἈΆẪ￼ᵠẔἩ  Ӈᶈ℅

ѧῳִӔּזᶈ֫‘￼ỦỴҦ ΈṰ╙Ԅֹԓ Ậ ῭ᶺὫḱ ӵ ‾ҝҝ ὋἈῗῂ│ḾṰї

￼ỦỴҦ ᴨүӍ￼ὺᾼι ῗ ΆẪ￼ּף  

 

AhnLab MDS  ҡғᵝҲ֮ẦḊṏṰ ҃ᴅ ￼ ָ￼₅╜ιẶ ♇￼ Agent  Ӯ֧ ‖ᵠẔ￼Ἡ

  ֫ ҅ғᵝֲẦḊẶ ≡ῶ Agent ᶈאἋṾ‎￼ΆӝιӇῗזּ  ℓᴧṝѭὸ љ ѕΆ Agent  Ḡ

ԅώӗᵬ￼ ᵀғᵝιἆ ᴧ ￼ Agent  Ἡ ￼ מ  

 

AhnLab MDS Ṅ Ṗ₅╜ֹ￼῾ ỦỴ ҭ￼ֵ Ὕҧҽ  Agent ιјҝᴵҨ ᴅᵠẔι ώӗ Ӡּפ

(execution holding) ו ιḾ῾ ￼ᴵἚ ᾰҭӠּפ ι ֹ֫‘ ​ѭ₿  

 

Ở і ￼ԓḳιAhnLab MDS ῗ ɒᶢ҈≠ Ἡ ￼טỗ֫‘Ἡ ɓ ɒ₅╜ Non -PE ᶚỦỴ ҭ￼Ἡ

  GLFDɓᴝɒַּז Agent ￼ ♇ḠԅἩ ɓ ι Ὰ№ ἄѭњ ᵠẔ APT ￼ї ҦѮטᶚḠԅἩ   
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É ᴟוћꜛ῏ᶼַײӠ ḟԄᶼҹ RSA 2013 σAhnlab  ᾡṻ

ỶᶇћꜛḟԄṳᶊ 

É ᴟ₀ו∞ḟԄӠ ᶼҹ InforSecurity  2013 σAhnLab 

MDS DPSҗּ₀ג∞Ӡ ḟԄṜҹ 

É ḟᴇᶰεAhnLab ISF 2013  Ὕ ᵟẓAPTַײ ᶂσҠᾚַײ

ẘΎ Ḍ ᴴײַ  
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Һᶋᵕ ᶴᶴὛ  Ahnlab ῁ṼιᴵҨỵᴩֹ AhnLab Ḿ ᶂṴᶋ￼ ӡᵙỴỐ  

 

2ῴ25ῄ~3ῴ1ῄιӐѭўּףѰ ᵄ￼Ḡԅ ҺιRSA 2013( ᶂ)ᶽҺᶈ ᶂῇ ṟ ộẞҺ ѧỌѯ  

ṚᶽҺᵃ‾ Ậ҃‎ ԅќּףᴿᶊ￼350ᶺḲḠԅᴔᵬᵙ4000ᶺᵄ￼ḠԅњḲ ḙ ￼ᴠљ  AhnLab ҡᴞẉ

₭ᴠזᶽҺҨ‎Ҟẉῗ ҇₭ᴠז ᶈ ₭ᶽҺіιAhnlab Ѯ ṝ ᶺ₲Ḡԅғᵝιץὐ Ὑ ḍ APT

֘Ά⁮ AhnLab MDS ớ ￼ DDoS ֘Ά⁮ Ahnlab DPS ᵙᾺ₦Ổ￼ ⅜פֿ  V3 Click ғᵝ

Ԏѧι Ahnlab MDSᵙ V3 Click ғᵝᶈᶽҺῼ  Info Security ɒԅרᴄ ᷾ɓ(Global Excellence A

wards)  

ᴠזќּףῳᶽ￼ӡỤḠԅᶽҺ RSA 2013 

Ahnlab ᾡṻ Ỷᶇћꜛ 
ḟԄṳᶊ 
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ᵱ(AhnLab, Inc.) Ҧ χɒAhnlab јҝὊῶḾḠԅ ҭ꜠ ￼ᶢ ‟‗ᵙњῶἩ ι ћ Ὂῶ

ᶵ ￼◊⌡Ἡ  јѰṄ‎ιAhnLab ṄҨṮָ￼Ἡ ѭᶢ ιὸ֧ἇּצғᵝιמọ ᶈӡỤḠԅῳᶽṴᶋ

ᶂṝ ᷃ ɓ 

 

  

  
 

ҡҺᶋ￼ᶽᴖᵙԄᴭֹҺᶋᶴᶴ ᶼ ֹ AhnLab ᾘᾣ￼ ӡỤ ѧι ḍ ᶫעחᶀ￼Ҳўўץ

⅝ᵶἄ ṟ AhnLab ᶈ ₭ᶽҺ￼‰ ῗɒӠὙ ӡιἅҪṄᾟὙӑ(Stay Confident, We Got Your Bac

k)ɓ ‰ Ỵᵖ Ҳў ѧ҈ўחι ḠԅΆ Ahnlab Ḋ יּ љᾟὙ  
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AhnLab ╜APTᾢ֨ҞẉѼᴪệ῭זṬḆћẍ┌ ‾￼ ιAhnLab Ἣ APT ֘Ά⁮ AhnLab Mמ

DS Ӑѭ ₭ᶽҺ￼Ѯἔғᵝ ғᵝᶈ ᶂҨ AhnLab TrusWatcher ￼ᵄḔіṴ  

ᴞẉ ιAhnLab ᶈ ᶂῇ ṟ ἄ ᶂ֫ԇᴻιѭἔ ᶂṴᶋӾḾғᵝᵄ ҃Ẹᶊקἇּצ  

ј ῗẸᶊקἇּצ ֹ҃ӐּזιᶽҺῼ ‎  AhnLab MDS  ￼ ḭᾭј ᾭ ῭Ӫệ ώ￼ῗιᶽҺῼ

(2ῴ27ῄ)ι ғᵝ ҃ Info Security ԅרᴄ ᷾ѧɎᾺғᵝіṴɏ ￼ ᷾ ῎ AhnLab Ḿԅ

ќּףḠԅṴᶋ ԏῶỄמ ￼╓ḻדιẊћ AhnLab ἍὊῶ￼Ἡ ד Ҩᶈ῭ᶽ￼ ᴶі ќּףῶᵄ￼Ḡԅώ

ӗᵬ￼ғᵝ ֘ ї  
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ҞẉRSA￼♬♇ ῗᶽᾭὯ(Big data) ῊҦ￼ӡỤ ת Ậקט ￼Ḡԅḍ ￼ᶭז  

AhnLab MDS ᵇўּףṝ ҃Ҩ ╙ ₅╜Ἡ ѭᶢ ￼ιḾ╙ԄֹҲўԓ ￼῾ ￼Ὰɗᴪ ỦỴ ҭ￼Ṯ

צἇּ‘֫￼קָ ḅιḾᴵἚ ỦỴ ҭ￼ ѭ֫‘Ἡ ᵙַּזᾰҭ￼ Ἒ ỦỴ ҭ￼ԓḳ֫‘Ἡ  ᶺṖ₭

￼֫‘Ἡ  ẊћιAhnLab MDS ᶢ҈҉￼ ASD(AhnLab Smart Defense)זַּ  ᾭὯẓιῳᶽᶭ҃זᶢ҈

Ὁ￼֫‘ ᶵ￼ᾦꞌ ᵃῊιᴱּז ᴶ ᶵ֫‘ẊᵠẔץὐ Ḓכּ ҭ FTPᴝ ᾰҭԊҕ ḕᶈ￼Ḡԅḍ  

‎  AhnLab ṝᴶ￼ ḭѧιITSEC Services, LLC ￼ Raymond Miller χɒּז ᴶ ᶵṏ ᶼ ֹ

Ḓכּ ҭ FTPᴝ ᾰҭԊҕ ￼ḍ ꜛỗι Ḿ זּ ￼Ҳўԏῶ Ẹᶽ￼ ד ɓ 
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AhnLab јҝṝ ҃ᶺ ғᵝι ᵇ‎ ￼ ḭ Ѯ ◗ ԊҕῳᾺḠԅḍ ￼ӡỤ ◗ Ѯ ѭ APT Ủ

Ỵ ҭ֫‘Ἡ ᵙ DDoS ‎ ᵎ ￼ ҷ￼ ᵙ ừῘệỄ ѧᵙ ι  AhnLab  ◗ Қ￼

ѯ ט ᴪק AhnLab  ᶂ֫ԇᴻ￼ Ở  Brian Laing  χɒAhnLab ᶺẉ‎ ҃ỦỴ ҭ֫‘ᴣ

ᵠẔἩ ẊὊῶᶺ ғᵝ ᵀ ἅỄ ӡιᶈ Ṛ RSA 2013ṝ ￼ AhnLab  Ἡ Ḹ ғᵝ AhnLab MDS  

Ӽ֫ ҚҪẶ♥￼ᴍ ᵙӡ ɓ 
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 ₭RSA 2013ѧιᴵҨ ֹᶺḲԇᴻṝ ￼ DDoS ᵠẔ ֘Ά⁮ Ԏѧιῳᶺᴩֹ├ ￼ғᵝẔ  AhnLa

b DPS Ṟιṏ ѮהᴅӈѼ ᴵ ῗᵼѭᶈ2009ẉᵙ2011ẉᴧּוᶽ ₩￼ DDoS ᾢ֨҆ҭῊι

Ṱᶈ╤ᶹҽẦ҃Ḝ￼ҮӪ ғᵝᶈ ᶂ Ҩ AhnLab TrusGuard DPX  ￼ᵄ ‗ ҃ᶺᾭ҆ӕιᴞẉ  ᶭז

҃ῳᶽ20Gớ ￼ғᵝ ḳιἄѭᵄאԎḫ￼ῳḄ￼ DDoS ᵠẔ ᶵ  
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AhnLabњḲԅדҨ ẔḾ ḭ 

 

AhnLab њḲҪḾể⅛ ӈ‎ ￼ ḭ ῗỄ♬ừћԅדҨ ҡҤҪ￼ ẽѼ ỵ ֹ ў ᵙḾἩ ￼

ι ῶḾ ḭ￼♬ừᵙ Ọ ј ῗᵤѦᶂḲ￼ ḭι Ḿ AhnLab њḲҪ￼♬ừ￼ҟ ᵙᵠẔι ḭ￼

іӼ◑҃Ḿ AhnLab  ￼ӡү  
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Ɏ ▒Ṇεӆᾴẵῑגɏ 

ὶї‎￼ԓḳιӼ֫ ῎҃ V3 Click  ￼Қ↔  

ᶽҺ ᶾẦḊṏᶀі҃Ễᶺᴠ ιҤҪḾV3ClickỄῗḄ᷈ι  V3Click  ɓֹẕῗӍⱶBɓ ɓḅӍ

ӔּזBɓᴝ ɓḅӍ ҀBɓ ι⸗ָᴩֹ҃₮  

V3Click  ῗњѭ ᶂṴᶋẦᴧ￼ѦҚ  њּז￼Ḡԅ ֘Ά⁮ιἫ ⅜ ҭ ᶈᶢ҈U ￼ṇᶚ ᶵ ￼Ὰ₦

ỔḠԅ ֘Ά⁮ ᶵ ὶֹ  ιֱ ט ⅜ ҭιẊ₅╜ỦỴ ҭ Ẹ₅╜ֹỦỴ ҭι ᶵ

Ῐ ￼ᵃῊ ט Ӣᶶ Ѧ V3Click ᴵҨӔּזᶈᶺᴶ  ιᾛӐΆӝћҮ⁪Ά ѼỄԏῶ ד  

‎  RSA 2013￼ Kaiser Permante  ￼ Mikey Hagerty Ḿ V3Click  ᶽἽὝᴲḄ Ҥ χɒV3Click 

῏҈҃ ᵙӔּזιᾊṾ ⅜פֿ ҭ￼♇Ḓ ẂֳᾺ ῳỬ ￼ῗј ֺ ᶵᾭ ɓ 

֣ ‾￼Қ↔ιV3Click ҃ Info Security ԅרᴄ ᷾ѧɎᴦỦỴ ҭ ᶙᶌ ҭᵙ ɏ⅜פֿ ￼

᷾ ᵱ (AhnLab, Inc.)  Ҧ χɒV3Click  ῗ AhnLab  ₭Ҙ ￼ῳӾ￼ ᵀᶚḠԅ ֘Ά⁮ιἅ

ҪṰ ҃ ᶂṴᶋḾ ғᵝ￼ ẙԋỌ ᶂṴᶋᴵ ệіῗḠԅṴᶋ￼ѧỌιἅҪῼể V3Click  ᴵҨᾢּצ

ᶂṴᶋ￼ѦҚ  Ḡԅ ᶟẊᴨệῶỴѲ￼ἄ‛ ɓ 

 

₮ὐץ ҺԊ4ᶾ￼ᶽҺῼ ι‎  AhnLab  ṝӈẊּפї ẹ￼ᴠ ῶ2000ᶺᵄ ᴵ℅יּ ιҞẉ

￼ RSAʑ Һ AhnLab  Ѽᴩֹ҃ ẙ￼ԋỌ  

 

 

ᴠזᴞẉᵙҞẉ￼ RSAʑ ҺιAhnLab ҙ ӌҺֹ҃ ᶽᶚᶂ ᴶḮҽғᵝ￼ ớᵙῶᾦớι ֮

ᶺ‾￼ᶂ Ḡԅ╗ט ‖Ѯἔ╤ᶹṴᶋ ї Ѧ ᴶṄῗ4ῴҰᶈҿᾬᴳẦ￼ɒ₰╖ᶂ  ӡỤ Ḡ

ԅṝ Һ+Lqirvhfxulw| Hxursh,ɓιἅҪῼể AhnLab  ᶈ ᴶѼ ᶼᴨệḄἄ  
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4ῴ23ῄ~4ῴ25ῄι₰╖ᶂ  ӡỤ Ḡԅṝ Һ(Infosecurity Europe 2013)ᶈ ᶂҿᾬ Earls Court

 ṝ ѧỌѯה ᶂӡỤḠԅ Ṁᴔᵬ AhnLab ᾊ MDS DPS ғᵝᴠ҃ז℅₭ṝҺ  

₰╖ᶂ  ӡỤ Ḡԅṝ Һῗ₰╖ ῳẍ￼ӡỤḠԅњўҺṝ ṝҺᶈṝ֧ᴿ ֳᾺғᵝᵙῸח￼

ᵃῊѭᴠҺ ṏẸҞ￼ἇּצᴣἩ  ώӗῂљҿ⅝￼ᾨ  Һ ṝҺѨḹ￼ ᴣӡỤ ҷώӗḅӍ Ӎ

ѭӍҨᴣӍῊḧ ғᵝ￼ ⁮ ҷᶺḠԅᴔᵬ ҺιҊ Ґ╙Ỵ ṝ ῳᾺ￼ғᵝἩ ᵙ ֘Ά⁮ιᵎ

ᴨּזἋ￼Ỵ ιјᾸᾠ Ṵᶋ ∂  ₭ᶽҺᵃ‾ Ậ҃‎ ԅќּףᴿᶊ￼350ᶺḲḠԅᴔᵬᵙ1є2500ᶺᵄ￼

ḠԅњḲ ḙ ￼ᴠљ Ӫệ ώ￼ῗι  AhnLab ṝӈ￼ ḭᶺ 1000ᶺᵄ  

ҺіιAhnlab Ѯ ṝ Ὑ ḍ  APT ֘Ά⁮ AhnLab MDS(Malware Defense System) ớ ￼

 DDoS ֘Ά⁮ Ahnlab DPS(DDoS attack Protection System)  MDS ғᵝṰᶈׁјѰ ​￼ ᶂ RSA

2013 Һі ҃ Info Security ԅרᴄ ᷾ѧɎᾺғᵝіṴɏ ￼ ᷾  

AhnLab ᶈ₰╖Ѯ ώӗ ▫ἃḠԅ ֘Ά⁮ HackShield і Ḡԅ ֘Ά⁮ AOS(Ahnlab Online S

ecurity) і MDS ᵙ DPSιṸῺז ғᵝᶺ‾קᶈ₰╖ἛᶽṴᶋ ṎԎῗιAPT ṰἄѭԅרḠԅ ιῳ

₰╖ᶺᾭҲў ᴩֹ DDoS ᾢ֨ιAhnLab ⃰ ╓ḻ₰╖Ṵᶋ ∂ṝ  MDS ᵙ DPSιᴵ ῗᵀῊ ￼

ἇּצ ј ῗ ἇּצ ֹ҃ӐּזιᶽҺῼ Ễᶺ₰╖ᶊת￼ ᶂҲў ◗ ғᵝι ῶԋᵀӐ￼҆   

 

 

 ᴠז₰╖ḠԅӡỤᶽҺ InforSecurity 2013   

AhnLab MDS DPSҗּג 
₀∞Ӡ ḟԄṜҹ 
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ṝҺ ᶾιṝ ѧỌ ῾Ầ ιΈֹ (early -bird) ṏṰᶈᶹ ӧ  

 
 

  
 

AhnLab јҝᵇ ḭ◗ ҃ғᵝι ћӔ ḭᴵҨң ḻ ᶵẊᵎᴨ ῎ι ᶽᶽώ ҃ ḭ￼◑Ỵẙ  
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‎  AhnLab ṝӈ￼ᴠ ῶ1000ᶺᵄ AhnLab ḠԅњḲᵇ‎ ￼ ҷ◗ ҃⁞ὯҦ ớ￼ APT ᾢ֨ᶋ῟ι

ӆ⃰Ẃ￼ỦỴҦ ῗḅӍ ╙ԄẊ ᶐ ι AhnLab MDS  ᴡḅӍᵠẔ ỦỴҦ  

 

 

 

   

    
 ṚṝҺ ḭῳᶽ￼⸗ềῗɎ ɏ ᶈ Ahnlab ￼ḠԅњḲᴧ APTᾢ֨ᶋ῟Ὴӧι ҷ Ḋ ӫᵎᴧ ι⅛Ѧ

Қ￼ ᵙ ừ Ῐệ Ẃ ѧᵙ ι ῶ Ҏ ҷ ӫᵎ  

 



 

 

 

Ḡ
ᴈ
ᶱ
ῴ

 2
0

1
3
ẉ
Ở

 

 

   

AhnLab MDS ᵇ ḭṝ ҃Ҩ ╙ ₅╜Ἡ ѭᶢ ￼ιḾ╙ԄֹҲўԓ ￼῾ ￼Ὰɗᴪ ỦỴ ҭ￼Ṯָק￼

֫‘ἇּצ ḅιḾᴵἚ ỦỴ ҭ￼ ѭ֫‘Ἡ ᵙַּזᾰҭ￼ Ἒ ỦỴ ҭ￼ԓḳ֫‘Ἡ  ᶺṖ₭￼֫‘Ἡ 

ẊћιAhnLab MDS ַּזᶢ҈҉￼ ASD(AhnLab Smart Defense) ᾭὯẓιῳᶽᶭ҃זᶢ҈ Ὁ￼֫‘ ᶵ￼ᾦ

ꞌ ᵃῊιᴱּז ᴶ ᶵ֫‘ẊᵠẔץὐ Ḓכּ ҭ FTPᴝ ᾰҭԊҕ ḕᶈ￼Ḡԅḍ  

 

 

  
ῳ ₰╖Ѯ ᴧּו DDoS ᾢ֨҆ҭιḾ DDoS ᾢ֨ᵠẔ ֘Ά⁮Ѽᶵᴩ├ ῳᶽ 20G ớ ￼   

Ahnlab DPS ҨњַἩ ᵙᶺ ◒ιᴵҨῶᾦẔḾᶽ ₩ DDoS ᾢ֨ᵙṇ ₩￼ Ḿớ￼ᾢ֨ιῶ҈יҲў ￼

ᴵּזớ  
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ᶈ ῥ ể◗ ￼ῼ ι ḭҪң ᶊ ғᵝḮҽԛḒ  

 
 

   

◗ ι  AhnLab ғᵝᵅι ḭҪ￼ і Ῐ ◑ ￼ ừιṏḄӵ ֘҃ ѰҨ‎￼  

 
 

 

  

ᶈᴧ Ὴⅎι AhnLab  љᴠҺ Ԋҕ҃ APT ῶԋ￼ῳ ҆ӕ ᵙῶᾦ￼ḾẔΆ⁮ιᴩֹ҃ᴠҺ Ҫ￼♬ừԋ├  
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ѭ҃ ҚҪḳ῏ת  APTιAhnLab  ֺӐ҃ῶԋ APT ￼ṇԛḒɎDSW iru GxpplhvɏḾ ṇԛḒ￼ᴠҺ ￼ԋỌ

ḫ ҚᴾỬ AhnLab ֝ᶵ҃1,000 ṇԛḒιΈṏ ṓιᵼѭ≡ῶệֹṇԛḒ ᴵ ￼Қὶ҇ ѕᶊ֧א  

 

    

Ὰ￼₰╖ῊṌ (European Chic)?  

AhnLab ᵇᴠҺ Ӡע￼ ιᶈҺᶋԓᶹ ẂᴵҨ ֹỄᶺҚὗ Ӡע  

 

ᶈ ᶂ ḠԅҲўѧιAhnLab ῳӾᴠז ᶽҺ ᵱҦ χɒῳ ԅќּף ᶀԓᴧּו ᵇԇԊ ԋᴣ

Ҳў￼ APT ᾢ֨ιDDoS ᾢ֨  ₭ᶽҺᴵҨ ῗ AhnLab ᶈ₰╖ ᴶҘ ѮטᵠẔ ‎ Ḡԅḍ￼ק

￼ Ahnlab  Ҹ ￼ἇּצᵙ ֘Ά⁮￼ỄῶỴѲ￼╗ט ɓ 

 

ҞẉιAhnLab  ҃ ᶽҺι ѣẉᴠ҃ז ᶂ￼RSAι ‖ᴠזќּףῳᶽṴᶋ ‬ ԋ Gartner  Ѯה￼

 Gartner Һ ῄ ᶊת￼Ḡԅᴈ ҺᵙCES ᴿ ᶂ ט╗ AhnLab  ṄὙ ᴠז╤ᶹ╗טι ֮Ṅ

ᶂ￼Ҹ ￼ḠԅἩ ᵇԅќּףṝ  
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2013ẉ10ῴ23ῄιAhnLab ᵀḠԅᴈ ҺεAhnLab Integrated Security Fair, ѭ AhnLab ISF 2013)

ᶈ ṉṴ ᴇתѕἄ╓COEX ѯ  ₭ᶽҺῗᴗṚ ₩ῳᶽћᴠזҚᾭῳᶺ￼ ₭ιԊῶ1600ᵄ￼Ҳўᵙ

ԇԊ ԋ￼IT ᵔᵙḠԅת ᶽҺ₭ ҃זҚᶱᴠת ᶽҺῼ ι ₭ ￼ і ᾘѼᶽῶᾠ ιԊῶ3000

ᵄ￼ ᴤᾠ  ₭ᶽҺ￼ ᾘאᶋ  

ᴰᶹι ₭ᶽҺᵃῊ ҃ќּף ᵄ￼ḠԅҲў￼ṝ ιῶ Barracuda Networks EMC Korea HP IBM 

Korea Inter Korea  ᵙ Palo Alto Networks ᴵ℅יּ  ι AhnLab ISF Ṱἄѭ҃ᵄאԎḫ￼ ᶂ ₩ῳ

ᶽ￼Ḡԅ Һ ⱡ ₩ ‎ ᶽι ӇῗḜ￼ῳ ￼ῈỴ≡ῶᴪιҠⱡῗέᾁẸׁ Ѫ￼Ḡԅḍ ḫӌẊώ

ḫ ￼ ֘Ά⁮  

 

 
 

 Ḡᴈᶱιᶈ AhnLab ISF 2013 ώ ᵠẔAPT￼ ᶃ  

Ҡᾚַײ ẘΎ  
Ḍ ᴴײַ  
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AhnLab ׁүҦ ᵱᶈɎStop APTs Dead ɏѭѮ ￼◗ ѧẶ ιḾ҈ῳ ӵ APTεAdvanced Persist

ent Threat ζ Ḡԅḍ ιọ ῎ ת Ԏ⸗ềẊԏᶵῶᾦ￼ᵠẔΆ⁮ χɒѭ҃ᵠẔ℅ ῾ ￼ḍ ι

ẔỚᴪ￼עᶫᵃῊԏᶵ ָ￼ᶘ ￼ḠԅᵠẔӌ ᵙ ♇ ָ￼↨ẈᵠẔ ɓҤ ӡᶊ χɒAhnLa

b ᶺẉ‎Ṱ ҃ ♇ᵙ Ḡԅḍ ￼ ᵙњ Ἡ ιẊ ỦỴ ҭ֫‘ᵙᵠẔ ιἘ ι ῶᴨ

֫‘ њ ￼Ἡ ҚדẦֳᾺ￼Ḡԅᶫּף ɓ 

 

 
 

ᶂ Ṵᶋ ‬ ԋ Gartner ֫‘ṷ Lawrence Pingree ҨɎᵠẔ APT ￼ї ҦḠԅἇּצεBest Practices f

or Mitigating Advanced Persistent Threats ζɏѭѮ ◗ ҤὝ֧ι ῳᾺḍ ת￼ ἧ֧ ᵀᴿҲў

￼ ẔΆ⁮ῗῳᶢ ћῳ ѭῶᾦᵠẔ APTιҡɎ╙ ֫‘ɏֹɎ ♇ᵠẔɏι ῶἧ֧ ᶈױ ♇￼ḍ

︠ ￼Ɏ ♇ᴨ ֫‘ɏ Ἡ ῗ Ẃọ ￼  ιҞẉ￼Ḡԅԋ ѭɎừ῟ỵ εContext Aware

nessζɏ￼ ιҞẉ￼⁄ỌѮ Ṅῗ ᴿḠԅ ֘Ά⁮ιέᾁỵ ӡỤ￼ Ҋ Ẋ Ӡᴵ ớ￼Ɏừ῟ỵ

ḠԅừἵεContext Awareness Security Intelligence ζɏ  
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Track A σḟԄ← εї ᴝ҂ Ϊ 

 

AҺᶋѮ ῗɎḠԅᵀ εCompliance ζɏιҟ ҃ Ḿ ‎ Ặק￼ῶԋḠԅ│ ￼Ҳўᵙ ԋ￼ ιẊ

ώ ҃ԏӌ￼ ֘Ά⁮  

 

ѥҙӠ ӟἑ← ӡ εỠҩ ֜ᶴқѰψ 

ᵛת ￼ Ṅ ҆ҟ ҃ѦҚӡỤӠἴ│Ӣ ⁮￼⁄Ọԓḳᵙѭ ḟ │ễא ўח ֝ᶵ￼҆

Ҥ χɒᶈ ⅓ԇᴻԓӠ ￼ѦҚӡỤѳׁ Ӿ ҃ ᵙέᾁ֙אι ћọ ▐₣ ℅ўחјҝṕ ᶈIT

ι ῗ╧ᴣֹԇᴻἍῶ￼ ᵼ℅ιא ўח Қ￼Ӑּז Ẃ ιјҝ ệֹῶԋ ￼ׁ҆ᵃỴι

Ὑ ￼ᴃ ɓ 

 

ѥҙӠ ӟἑַײᴦṜεҠɊ ⱣɋָɊ ₆ᶸ⅝ɋ 

ҭẦᴧḯ￼ ᶈ Ẁ ᵔᶈ◗ ѧ χɒѦҚӡỤӠἴ│￼ῳ ῈỴᶈ҈ѦҚӡỤјệӠḕᶈ Ҳў

ἆ ԋ￼   ӠἴѦҚӡỤ Ɏᾆ ɏ Ɏ₅╜⌠◖ɏᵙɎ╙ ɏת ѕѦ ⅎ￼Ἡ Ӡἴὺᾼ ɓ

  

Ҥ ҟ ҃ѣ ῶԋѦҚӡỤӠἴ￼ғᵝχѦҚӡỤ⌠◖ ₿ ֘Ά⁮ɎAhnLab Privacy Management suite ɏ

ᵙҲўѦҚӡỤ╙ ӌת ɎAhnLab Privacy Lifecycle Management ɏ  

 

ḟԄַײᾚַ⁴ײẩ 

њ ḭᾢ֨￼ῳԏ ￼ד ‰  ԋ Ṟ љ℅ ԋι ᵀғᵝẦᴧḯ ḯ Ἣ ḭᾢ֨⅝ᵶἄẍᾘ

כּ ṕ￼אᶋ ᾘι χɒẍᾘּכᴶᶈאᶋ ᾘѳׁӮỄᶺ￼ ֯֝ᶵ ḭᾢ֨Ѽ ‾ιᶈ ᾢ֨ѳׁ

ӮỄᶺ￼֝ᶵ ɓὶ χɒҝҝӘ Ẹׁ￼Ḡԅӌ ῂ│ᵠẔᶀ Ḡԅ￼ḍ ṏ Ḿ Ḡԅ￼

ộ Ὥ ɓ 

 

Ҥ Ặ χɒọ ԏᶵῶᾦ￼Ḡԅӌ ιḜẔ ῗѮטεactiveζ￼ΆẪ јῗ εpassiveζ￼ΆẪט ӌ

ẊјᴱῗזẶᴅ♇ ֘Ά⁮￼ו ι ῗ ḧӈẸׁ￼Ἡ ι Ҋ Ӽ￼Άᵇᾡᵱ ɓ 

 

ᴿḟԄӋ ῶײַ ᾛ’ 

ѭ҃ ḟᶀ Ҳўעᶫ￼ᶶ ￼Ḡԅᵀ ι Ӿ ώ ￼Ḡԅ↨֝ љ℅ ԋι ֘Ά⁮Ὸח ￼ ѻ

₭ ώ ҃ѭώ ￼Ḡԅ↨֝￼Ḡԅ⁭‟ᵙ ֘Ά⁮‗ Ά⁮ Ҥ χɒḠԅιјᴵ ῗḢᵱ￼ήɓιὶ

Ặ χɒ ᵀљ֫‘￼ᴦᶶ￼ ιת ᵀḍ ￼ᵍѲᵙᴵ ớιἑ Ӕḍ ֹῳӉẊώ Ḡԅ↨

֝ ɓ 

Ҥ ҟ ҃ᶢ҈ AhnLab Ḡԅ⁭‟￼ғᵝχΗ ֫  ΗѦҚӡỤ ᵀ Η ת ᵀḠԅἘ ￼‗  Η 

ᾯᵀԓ ᵙᶹ ￼ḠԅἘ ╙  
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Track B σ₯ẇᵘᶗּבḟԄַײ  

 

BҺᶋ￼Ѯ ῗɎ ḍ εAdvanced Threats ζɏιώ ҃ ḾAPT ῳᾺḍ ￼ḫ ᵠẔΆ⁮ ᵠẔAPT￼

ԋ ᶈ҈ιẸҲў ♇ѧỌ￼↨Ẉ￼ᵠẔΆ⁮ᵙ ѧỌ￼ᶘ ￼ᵠẔΆ⁮ ῊιᴵҨἧ֧ Ḡԅḍ ￼

ᵠẔΆ⁮  

 

ѬқѰᾴᶹṕ⁸֪ῷψ 

Ṵᶋ ᵩ ấ Ṅ ♇ḧѲѭўח ԋ￼ӡỤᵙѦҚӡỤἍᶈ￼ᶊΆ ᵼ℅ιẸׁ￼ ⅜פֿ ҭọ

‖ᵠẔ јῗ ᵠẔט AhnLab ῳ ὸ֧҃ᶢ҈ᶺṖ₭֫‘Ẉᴶ￼ԅᾺV3ғᵝ ӡι V3 ᶺ҃זּ

Ṗ₭￼֫‘Ẉᴶιṓ ֟Ṉ҃⸗ề ῭ᾺιẊ ᶺ ו ᴵҨ —ᶊ ӠּזἋ  ￼Ḡԅ  

Ҥ Ặ ι ỦỴҦ ₅‬Ḡԅ◖╓ ῭Ὰ ђᵙ ѦҚӡỤọת ᶢ҈ Ẉᴶ￼ ᵀ￼ ♇ ת  

 

APTᴍῡεỠҩ ḄӌἘ ψ 

ἇּצғᵝ҆ў ẂỢ₭ χɒAPTṰјԜῗᾺ￼ḍ ι ῗḫ Ṱᴧּו￼ḍ ι APT￼ԋ ῗỦ

ỴҦ ɓḾ℅￼ ῗιᶈ ᶫїע￼‾ ￼ῗ₅╜ ᴿ ▓ ╙Ԅ￼ỦỴҦ ί‎ Ӡḍ ᴵ

ớ ῶᶈ Ὁעᶫї ѭ֫‘ệֹ￼ỦỴҦ ⃰ ￼ӡỤ  

ὶ χɒAhnLab MDS ῗᶘ ᵠẔ￼Ά⁮ιҡ ṖẦḊԅ ώӗ₅╜ ֫‘ ᵠẔᵙ ίỦỴҦ ו￼

јҝᴵҨ Ὁ  ѭ֫‘ι ᴵҨ ỗԓḳ֫‘εDICAιDynamic Inteligence Content Aט

nalysisζιẊẔּז anti -ROP Ἡ ῶᾦᵠẔӵAPT￼ΰ Ḡԅḍ  

 

їזּ Ḍײַ σḽḟԄₒ ᶉṽ︢ӟᴴ Ợꜝ 

Ṵᶋ ᵩ ￼ ⱥ₭ χɒҽ ￼Ḡԅ ֘Ά⁮Ѯ Ṱ ￼ḍ ιᵼ℅ιỞῶ Ҏҽ ￼Ḡԅ ֘

Ά⁮₅╜јֹ￼ḍ ιᴏḠԅ™ ọḧḕᶈ ɓҤὝ֧ῳ ҲўḠԅ￼ԋ ѭɎԅᾭ₅╜ɏιɎ ֫ט ɏι

Ɏ ֫‘ɏ χɒᶈ ♇ṖᵠẔỦỴᾰҭ￼ׁώїι ₅ ҡ ♇Ṗᾠ і￼ἍῶᾰҭιẊ

Ӿ ￼Ἡ ᵙ ￼₩ẪӡỤιΰ ֫‘Ẋ֫ ￼Ά⁮ ɓ 

Ḿ℅ιҤҟ ҃ї ҦḠԅ ֘Ά⁮ AhnLab MDS Enterprise ғᵝῗҲў Ѯᾠ Ҳўԓ ￼Ἅῶᾰҭι

Ẋ֫ ᵅ ֫‘ι ֹḫῊᵠẔḍ ￼ ֘Ά⁮  

 

ḟԄεἷᵆᵣ ψ 

ITעᶫ￼ỚׅᴪקιҲў￼ ╙ ѼῩᶭ ἇּצғᵝ҆ў ￼ְ῎ ₭ χɒўח ớᵙ֟Ṉ

╙ גּ ῗҲўọ ֹ￼ ѭ℅ι Ḡԅ ᶵ￼ԋ үחῗ ⃰Ẃ ￼ᾭὯץιᵃῊ ₅╜ẊὋ

ἈỦỴᾭὯץιҡ ֟Ṉ ╙ גּ ɓ 

ѭ ╙ גּ ẊӠὙ ḧ ι Ậ ԏᶵɎᶽ ╙ ᶴתἩ ɏ Ɏ ᾭὯץḠԅᶴתἩ

 ɏ Ɏ₅╜₩Ẫ ѭ Ἡ ɏק ￼ Ḡԅ ֘Ά⁮ AhnLab Ḡԅ ֘Ά⁮ TrusGuard ҃

ҎἩ Ҩᶹι ώӗỦỴҦ ᵠẔἩ ᵙ ἄѭї ҦḠԅἩ ɎẔּז ẑίֺἩ ɏ  
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Track Cσἄ֦ Ḍײַ  

 

CҺᶋ￼Ѯ ῗɎḠԅ εSecurity Insight ζɏιҟ ҃ ╜Ḡԅḍ ᴧṝΆᵇ￼ᵃῊ Ӿ ￼Ἡ  Ӡ

Ḡԅᴵ ớᵙᵠẔΆ⁮￼Ά│  

 

ḟԄḌצ ײַ ᵿᴩצ 

ẂἫ ḭᵙḠԅњḲ⅝ᵶἄῂ₿ᶫ￼ ѳἇ AhnLab ḠԅᵠẔѧỌ￼ ḯ χɒᴱῶ ῊҦ

╙ιἑᴵҨӔḠԅ ѦɎ ɏᴵҨ Ɏ ɏ ɓ ὶ ῎҃ᶂԓᶹҦ ￼ ᾢ֨҆ҭᵙᾢ֨ἩṬᵅιѮắχ

ɒḅᵃ ᵀἩ ῊҦ￼IT ᶟι ᾢ֨ᶽ ֫ῗ ᵀ ᴞ￼Ἡ ᵙẸׁἩ ￼ΆẪ֧א ɓẊẶ χɒѭ҃Ѯ

℅ᵠẔט Ḡԅḍ ι ￼ῗέᾁᾭὯ╙ Ӡᴵ ớᵅṀ֧ Ṿԋ ɓ Ҥ ιῄᵅῶᴵ ᶈṂ ￼

ѼҺ╙ԄẊ╗טӵ ѳ⅜פֿ ￼ḍ  

 

ᶡ҇Ḍ ἒαThreat Intelligence βַײі ҥַײḟԄự ΐז 

Ậ ᶺᾭḠԅ ֘Ά⁮Ѽῂ│ ΰ ᾢ֨ῗѭҜѱ όAhnLab C ERT ￼ Ѡ ⃰ῗҡ Ҏᾭᶺ￼Ḡԅ

֘Ά⁮ѧἧֹ҃ ⁮ ᶺᾭ￼Ḡԅ ֘Ά⁮ ẹᶽ ￼ῄỐιӇῗҝҝּ֡יᵄḠԅњḲ ḫת іῗјᴵ ￼

Ҥ χɒḠԅ ֘Ά⁮ Ӿ ￼Ἡ  ‎ ℅ιљק ⅝ι Ẋת ￼Ҳў Қ￼њўớᴐј  

ѭ҃ԀῸҲўאḫᵠẔ￼ṕ ιAhnLab ώӗᶢ҈ḍ ừἵ￼ї ҦḠԅἘ Ὸח Ҥ χɒᾠ ј ￼ӡ

ỤẊἧֹԎỴѲιֶᾸḅӍᵠẔι ἑῗ ⃰￼ừἵ ɓẊ χɒAhnLab ї Ҧ￼ḠԅἘ ῸחώӗḾḍ

￼ᴵ ớιḫῊ ḍ ιҡ ᵀ￼‎ ᴞ ѧ Ӯ֧֘ ɓ 

 

ᾎὊᴧ ֪ῷε῏ fiײַ᷁┌ Ϊ 

AhnLab ҉֫‘ Ố  Ặ ᾭὯᴨ ֫‘ι χɒ ֘ὫḱιẊј ​ Ὑ ḍ APT Ӣ

ᶶṪӐ ῄᵅ APT￼Ά⁮ιᵼѭᾢ֨ ῊᴵҨԜ₭ԄӜ ɓҤḧѲᾭὯᴨ ῗᶈꜚ ‬ѧ Ӡꜚ

Ὧ￼ᴨ ֫‘ ‾ιᶈ ꜚ ѧώᴨԄӜ ￼ᾭὯᵅ Ẋἧ֧ Ὧ￼  

Ặ ιѭ҃Έῼ₅╜ᵙ֫‘ӵAPT￼ΰ ᶚ￼ᾢ֨ιᴨ ֫‘Ἡ ῗọ ￼ι ћᴨ ֫‘ᶈΰ ᶚᾢ֨ ‎

ᶭא￼זḫѧιῄᵅṄ ѭѮטᵠẔ￼ї ҦḠԅ ֘Ά⁮￼ѧỌ  

Ҥ ӡιAhnLab ᴨ ֫‘њ A-FIRSTὊῶ ṯ￼ᴨ ֫‘Ṫԏιᶢ҈֫‘њ Ἡ ᵙ꜠ℓ￼ᶢ ᾼι

ῶᾦ֫‘ᵙᵠẔAPT ΰ ᶚḍ  
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Ṝ ₦σ⅍ῑש Ήῑ∟גΪ 

 

҃ᴧ Һᵙṝӈṝ ιҺᶋᴿᶴ Ἡ ṝ ӌ ᵙẦᾣṪӐḯת  ₭ᶽҺι ҃ῶỴѲ￼╗ט

ѦῗιṄɎӉ ҙעᶫɏӐѭᶽҺ￼ ԇԊҐזιᵇַּע ‎ ￼ ḭ Ҏ ⱶψᴰ ѦῗιᶽҺῼ ᶈ

 AhnLab ⱶ ᵩ ԅ Ὡ₲  

 

  

ᶈᴧ Һ ᵎῶԋḍ ᵙᵠẔΆ⁮￼ῳᾺӡỤ￼ ḭιᶈҶỤ￼Ὴ Ἡ ṝ ת ᵎῶԋᶺ‾￼ḠԅἩ

 ᵙ ֘Ά⁮￼▄ẙ ῎  
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‛ⱡῗ︣ јḅ ḭ⁞ὯḾḠԅ￼ᴿ ￼ԋỌᵙ ṝ ῳᾺḠԅ ֘Ά⁮￼ṝӈιҤҪ⅛ѦҚ￼

ῗỄ ṎԎι ḭ ѧᶈAhnLab MDS AhnLab Privacy Management Suit AhnLab TrusZone  

ṝӈι Ҩ ῎҃ḾḠԅ│ ᵙAPTᵠẔҠⱡῗḠԅ￼♬ Ѯ  

 

 

  
 

Barracuda Networks EMC Korea HP IBM Korea Inter Korea  ᵙ Palo Alto Networks  ᶂ Ḡԅ

Ҳў ₪ᶈᴧ Һ Ἡ ṝ ᵙṝӈιҟ ҃ᶺ‾￼Ἡ ᵙ ֘Ά⁮ιᴩֹ҃├  
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​  
 

Ḡᴈᶱῴ ιἅҪᴵҨỞ 2013 ẉᶈ Ḡԅўּףῳѭ ￼Ҡⱡῗ Ὑ ớḍ ι ғ ₯

ҡῴ ἅҪᴵҨ ι Ḿớᾢ֨￼ᶶ ớᵙᾢ֨ẻẪ￼ᶺ‾קιḠԅḍ ‎ ᶭ

ז ћὙק ￼ ‰ᾢ֨ιјᴱ ᾢ֨ΆẪι ῗַּזᶺ‾￼ΆẪὙ ὶ ‰ ḅַּז ‰ҲўӔ

ᾛӐ￼זּ ἆ ҭ ᾰҭ ￼◖╓ ᶃ APT ᾢ֨ιἆ ḾҲў￼ἄᵔַּז ҺṪ ḙἐ│ ᶃᾢ֨ ћ

ΰזַּ ἐ  ҉Ὸחᵙ SNSῸח￼Ḡԅḍ Ѽᵒі״ מ  

ᴰᶹιỦỴҦ ‎ Ѽῗק 2013 ẉ￼ḠԅѮ ỦỴҦ ‗ᴪệ ‎ ᶶ ι ћԏῶ anti -

forensic Ầ ‘֫ט ᴣ Ṁ ᾛӐו ᵙ☺Ҵו ẊḈ ￼֫‘ўחι ӔệẸׁ￼ ֘Ά⁮

ῂ│₅╜ֹ  

Ḿі ￼Ḡԅḍ ιḠԅ ֘Ά⁮ọ ѮטᵠẔ јῗ ᵠẔט Ḡᴈᶱ꜠ Ầᴧ￼ɒᶺṖ₭֫‘ẈᴶɓἩ 

ṏῗ Ѯט ₦Ổ￼Ὰ ҦḠԅ Ἡ   Ἡ  ӾẔּזᶈ V3 ғᵝ ιⱡᵅ ֮Ә₭Ẕּזᶈ APT 

֘Ά⁮ɒAhnLab MDS ɓᵙ Ḡԅ ֘Ά⁮ɒAhnLab TrusGuard ɓғᵝ ֯ ֡ѶἍῶ￼ғᵝ  

Ӿι ᶺṖ₭￼֫‘ẈᴶᴵҨ⃰ Ᾰḍ ῾קɒᶺṖ₭֫‘Ἡ ɓᴵҨῳṈזַּ ɗ ιַּזɒᶢ҈

ѭɓᵙɒᶢ҈ӡ ɓ￼₅╜Ἡ ι ᾸᾺɗᴪѧỦỴҦ ιҡ ז῭ֹ ￼ Ᾰ  

ⱡᵅιᶺṖ₭￼֫‘ẈᴶἩ ⸗ָῗḫ҃אɒѮט ɓ ♇￼ḠԅιԀῸ҃ɒ⸗ề Ἡ ɓ￼ṕ  ֹ

Ḿ⸗ḧҲў/ ԋ￼ ‰ᾢ֨￼ᶭז ɒḧֺᶚɓỦỴҦ҃א֧ ￼Ẹׁừ֙ι ώӗώׁ Ἡ ι

ῼể ᴵҨῶᾦ ᶺ‾￼Ḡԅḍ  

ῳᵅιẸҞᶶ ᶺᴪ￼ḍ ᶫѧιᴅע Ѧғᵝ ѦἩ Ễ ԅ ֘Ḡԅ ῾‎ῊҦῗ Ѧ ᵀḠԅ

￼ῊҦιᴿ ḠԅἩ  ᵀιἅҪῼể ᾺẦᵏ ѦᾺḠԅ ᶽḠԅ￼ῊҦ Ӈῗιῶ  ᵀἩ Ẋᴨệᾦ

‛Ẋ ῏҆ ⃰ῗ ♇ιAhnLab Ӽ֫Ῐ ҃ AhnLab ￼њ Ἡ ᵙᶢ ᾼҮӪ ⁞Ὧ AhnLab  ￼

20 ᶺẉ￼њ Ἡ ᵙᶢ ᾼιӌ҃אᴿ ֫‘Ἡ Ẋᴨệ҃ᴃᵃᾦ‛  
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Ԋ҇ḟᴇᶰαAhnLab China β  

 

Ḡᴈᶱѭԅר╦ ᶽҲўᵙѧṇᶚҲўẦᴧўּף Ӿ￼ӡỤḠԅ ֘Ά⁮ᵙῸח  1995 ẉἄ Ҩ‎ιӐѭӡ

ỤḠԅ ᶟ￼ ӾֳᾺ ιḠᴈᶱ￼Ṋ Ἡ ᵙῸחјᾸ◑ ẸҞќּףῄᾺῴầ￼Ḡԅ ∂ι ӠἅҪḭἋ￼ўח

ớιẊ ѭἍῶḭἋἔ҈ד ѦḠԅ￼ ᶫע   

ἅҪώӗԅΆӈ￼Ḡԅ ḳιץὐ ￼ ⁯҈זּ ᵙῸחᵸ￼ќּף ғᵝ⅜פֿ Ḡԅғᵝט іҐ῏Ḡԅ

ғᵝ Ḡԅ ᶵҨᴣᵛ Ὸח ḠᴈᶱṰ Ⱶᶁᶊ ҃ԎṴᶋᶊӈιԎ ᵩҹӃ ṵԅר ᶺᶂḲᵙᶊת  

 

ҖṴΏר ת ⁷ 12ᴺּכḒᶝ Ἡᶽ 1206ḯ 
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כּ  : +86 10 8260 0935 / +86 21 6095 6780  

http://www.ahn.com.cn / v3site@ahn.com.cn  
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